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HanmeHoBaHWe MeAMLMHCKOro nsaenus
MporpammHoe obecneyeHne «1O «DENTOMO»» (ganee MO «DENTOMO»).

MO «DENTOMO» pasgeneHO Ha Tpu 4acTu: CepBEPHYI0 YacTb, koTopas obpabaTtbiBaeT

3anpochkl KIMEHTOB, MHTEPMENCHYIO YacTb M BUBNMOTEKY KOMMBIOTEPHOTO 3PEHUS.

Bepcus MO «kDENTOMO» He Hmxke 1.0 o1 22.11.2019 roga
Knacc pucka 3

Knacc 6e3onacHoctn O — A: HeBO3MOXHbI HUKakMe TpaBMbl UNn yulepd 300poBbi0 MO

FOCT 62304;

Homep Bepcun OGyaeT yBenumumMBaTbCA B COOTBETCTBUM C YCOBEPLUEHCTBOBAHHLIMU W

no6aBneHHbIMK beHKLl,VIOHaJ'IbeIMVI BO3MOXXHOCTAMMW.

MO «DENTOMO» ncnonb3yeT yHUKanbHbIA HOMEpP BEPCUM, YTOObI OTNIMYATL OOHY BEPCUIO
OT Aapyron. 3Ta npoueaypa wcnonb3yeTcsa AN BCeX [OOKYMEHTOB, ANS KOTOPbIX
CyLlecTByeT Unn MoXeT cyLlecTBoBaTb Gornee ogHow Bepcuun B ByayLiem.

Mcnonb3yemas cuctema Hymepaumm ucnonb3yeT nocrieaoBaTenbHble HoMepa, T.e. Bepcus
0.0 ons nepeoro, Bepcus 1.0 gns BTOPOro n Tak ganee.

B cnyyae 3HauMTeNbHbLIX NU3MEHEHUI HOMEP BEPCUM YBENUYMBAETCS MOCNEeAOBaTENbHO C
warom 1. Hanpumep, Bepcus 0.0, sepcua 1.0, sepcusa 2.0.

[na He3HaunTenbHbIX U3MEHEHW HOMEp BEepcuUn yBenuuMBaeTCs MnocrefoBaTesnibHO C
warom 0,1. Hanpumep, Bepcusa 0.1, 0.2 unun 3.1, 3.2.

Paspabotunk — OO6LWECTBO C OrpaHUMYeHHOW OTBETCTBEHHOCTbI HayyHo-MeamuMHcKas

dupma «Jlabopatopus yHkuMoHansHon anarHoctukny OO0 HM® d1J1ab

Anpec: 109428 r. MockBa, PasaHcknin npocnekT, a. 24, kopn. 1, atax 6, nom. X, KOMH. 32.
"eHepanbHbIN gupekTop Conosbix EBreHnin AHaToNLEBMY
Ten -89166396534 e-mail: solovykh75@gmail.com

npOVI3BODMTeJ1b — ObuwecTBO C 0FpaHW—IeHHOI7I OTBETCTBEHHOCTbLIO Hay‘-IHO-Me,EI,I/ILI,I/IHCKaﬂ

dupma «JTabopaTtopus dyHKkumoHanbHon anarHoctukny OO0 HM® d[1J1ab

Anpec: 109428 r. MockBa, PasaHcknin npocnekT, a. 24, kopn. 1, atax 6, nom. X, KOMH. 32.
"eHepanbHbIN gupekTop ConoBbix EBreHnn AHaTonbLEBMY
Ten -89166396534 e-mail: solovykh75@gmail.com
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DENTOMY

Ha3HnauyeHue MO «DENTOMO»;

MporpammHoe obecnevyeHne «DENTOMO» npegHasHayeHO Ans  aBTOMAaTUYECKOW
WUHTEpnpeTaumMm MeaUUMHCKUX UK300paXkeHun, uaeHTUudmKaumm aHaToOMUYECKUX CTPYKTYp
3ybouentoctHon cuctembl (34C) yenoseka, natonornyeckmx npoueccos B 34C 1 Mx gMHaMUKW.
B aBTOMatnyeckom pexume nporpamma MO «DENTOMO» nossonsieT dopMnpoBaTh OTYET U
MEANLMHCKOE 3aKio4YeHMe O COCTOSIHUK 3yOOYErtoCTHOM YerioBeka B onmncaTenbHon opme u
n3obpaxeHun. B paspabotaHHom MO 3anoxeHa BO3MOXHOCTb K «OOYyYEHWUO», YTO C OOHOM
CTOPOHbI MO3BOMUT YNYYLWUTb Ka4eCTBO MAEHTUMUKaALUN YyXe MMEKLUXCS napameTpos, a C

APYrov Mo3BONUT PacLUMpWUTb AMArHOCTUYECKME BO3MOXHOCTU [AaHHOW NporpaMMbl HOBbIMM

npu3Hakamu.
MO «DENTOMO» — aT10 BeG-nnatdopma w nepcoHanbHaa nnartdopma Aans
WMHTEepnpeTaumMm KOHYCHO-Ny4eBbIX KOMMbloTepHbIX Tomorpamm (KJKT) — wu3sobpaxeHun c

NCNONb30BaHMEM TaKUX TEXHOMOIMN, KaK WCKYCCTBEHHbIN WHTENMEKT MU MalWHHOEe obyyeHue.
MO «DENTOMO» oOpueHTMpOBaHHO Ha BbISBIIEHME NaTonorMM nonocTM pra U MeTOAOB
nedyeHma nytem o06paboTkm u3lobpaxeHun 3y6OB C  UCMOMb3OBAHWEM  anropuTMOB
NCKYCCTBEHHOIO MHTENNEKTa.

MO «DENTOMO» saBnsieTca CUCTEMOM MOMOLUM MPUHATUSA peLleHns AN Bpayen-
CTOMaTonoroB M faeT psA MNpeuMyLlecTB: NMOMoraeT B Mpouecce AMarHoCTUKW, COKpaluaeT
KonmyecTBO owmnbok 1 Bpems aHanusa KIIKT. B 10 xe BpeMs 3To nomMoraeTt co3gaTtb nNpodunb
NauMeHToB K nyywe YynpaenATb paboTon CTOMATONOMMYECKON KIMHWKW: MraHUpOBaHUEM
oKasaHus CTOMaToriorMyeckor MOMOLLM B TOM 4YMUCIie C TOYKM 3peHus (PUHAHCOBLIX 3aTpar,
NMPOrHO3NpoBaHWe npoAaXx WM MepcoHanuM3npoBaHHble peknamHble akumm un 1. g. MO
«DENTOMO» aHanuaupyet Tonbko usobpaxeHunsa KIIKT, koTtopble npegocTtaBnsawT OGonee
noapobHy0 TpexXmMepHyo MHpopMaLmIo, Yem CTaH4apTHbIE PEHTreHOrpaMMbl UM NaHOPaMHbIe
n3obpaxeHnsa. Mopgenb wuckycctBeHHoro wuHTennekta DENTOMO onpegensetr po 14
XapakTepucTuK, B TOM 4ducne 5 3aboneBaHui (kapuec, UCTUpaHue, PeTUHUPOBAHHLIN KOPEHb,
PETUHMPOBAaHHbLIN 3y6 1 gucTonusa) n 9 BUAOB NeyveHus (KOPOHKW, MIomObl, 3yOHble MOCTbI,
nmnnaHTatbl, OpekeTbl, peTenHepbl, BWHWPbI, CTOMATONOrMyeckMe WTUPTbl U NPU3HAKM
9HOOOOHTMYECKOrO NeYeHns).

Mopgenb nckycctBeHHoro uHtennekta NO «DENTOMO» 6bina oby4veHa ¢ cnorb3oBaHUEM
6onee yem 2.000 KJIKT — nsobpaxeHuin nauneHToB, 4OCTUrHYB 85% TOYHOCTU OBHapyXeHus
3y60B 1 95% TOYHOCTU (CpeaHer No BCeM XapaKTepucTnkam).

PaspaboTaHHas TexXHONOrnst NO3BONSET OCYLLEeCTBNATL:

. MoMoLLb B KNMHUYECKOW AMArHOCTUKE: NyTeM aBTomMaTmsaummn ngeHTndmkaumm

naTonornin poToBoK NONOCTU U NPeabIOYLLEro fieyeHunst nocpeacTsoM nHTepnpetaunn KIKT -
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n3obpaxxeHun B popmate DICOM, a Takke nocpeacTBOM UCMONb30BAHNSA TEXHOSOMUNA,

ynyydLaroLmx n3obpaxkeHme, Takux Kak MCKYCCTBEHHbIN MHTENNEKT U MalUMHHOE 0By4eHme.

. YnpaBneHne n co3gaHue KIIMHUYECKUX OTYETOB: NMOCPeACTBOM NoApPO6HbIX OTYETOB, B
KOTOpbIX MpeAcTaBrneHa TovHas M OObeKTUBHAsA MHOpMauns O COCTOSHMM MOMOCTU pTa
naumeHTa.

OcHoBHble npenmyLlecTBa ncnonb3oBaHusa «MO «k DENTOMO»:

e Cokpalaet Bpemsa nHtepnpetaumm KIKT nsobpaxenni

e CHwxaeT akoHoMun4veckne nsgepxu aHanmsa KJIKT nsobpaxeHnin

e bonee ToYHblEe N OOBLEKTMBHbIE pe3ynbTaTbl aHanuaa KITKT

e [lepcoHnnumpoBaHHbIi N NPEOUKTUBHBLIA NOAX04 K FIeYEHMIO NaLMEHTOB

e HesaBncumoe MHeHue

MO «DENTOMO>» He npegHa3HauyeHO ANs yAanéHHON NOCTAHOBKW AuarHosa B
COOTBETCTBUM C TpeboBaHusaMU N. 3 cT. 36.2. ®3 N 323: Npu npoBeAeHUN KOHCYNbTaLUN
C MpPUMMEHeHueM TenemMeAULMHCKUX TEXHONMOruuM rnevyawmm BpayoM  MOXeT
OCYLLEeCTBMATLCA KOPPEKUUs paHee Ha3Ha4YeHHOro fie4YeHusi Npu ycrnoBumn ycTaHOBIEHUSA
MM AMarHo3a u Ha3Ha4yeHus fevYeHnst Ha OYHOM npuemMe (OCMOTpe, KOHCY bTauum).

MO «DENTOMO» HM B KOeM criyyae He 3aMeHSieT MHeHWe cTomaToriora u ABnsieTcs
CUCTEMOW MOMOLLM NMPUHATUSA pelleHUs ONns Bpaya cTtomartoriora. 9TO O3Ha4daeT, 4To
MHeHue npodpeccuoHanoB B obnactu cromaronorum Bcerga 6yayT npeobnapaTtb Haa

MHeHueM, KoTopoe MoxeT noctasuTtb [MO.
MoTteHunanbHble noTpedbuTenu MO «DENTOMO»;

Llenb MO «DENTOMO» — BbisiBNieHME NaToNorMi NonocTy pta n NpU3HaKkoB NpeablayLwero
CTOMaTONIOMMYECKOro fIeYeHnss ¢ NomMoLlbio MHTepnpeTaumm mnsobpaxeHun KIIKT B dopmate
DICOM 1 nCcnonb30oBaHMS BbICOKOTEXHOMOIMMYECKUX TEXHOSIOMMNA, TaKMX KaK WMCKYCCTBEHHLIN
WHTENNEKT W MaliMHHoe obOy4veHne. HenocpeacTBEHHbIMU MONb30BATENSIMU  MNpPOAYKTa
SIBMISAKOTCS CTOMATONOru, Kotopble ncnonb3ytoT cHuMkM KITKT 34C nauneHToB Anst AMarHOCTUKM
B MNOBCEOHEBHOW npakTuke. Bmecte ¢ Tem MoAaynuM ynpaeneHuss oTdyeTamu MOryT
3KCMNSyaTMpoBaTbCs  BCMOMOraTesfibHbIM  NEepcoHariom, ecnv  cneunanuct  CouTeT  3To
uenecoobpasHbiM. [laumMeHTbl ABMASKOTCA  KOCBEHHbIMW  MOMb30BaTENSAMU  MPUITOXEHWS,
MOCKOSIbKY OHM MOfydaT KavyeCTBEHHYK, OOBLEKTUBHYO AMArHOCTUKY M B TOXe BpeMs

cokpaweHue Bpemenmn aHanmaa KIKT, a Takke nepcoHannanpoBaHHyto kapTy cocTosHna 34C.

MokasaHusa ansa ncnonb3oBaHua MO «DENTOMO»
1. [marHoctvka COCTOSIHMSA 3yGOYENOCTHON CUCTEMBI B3POCTIOro YenoBeka

2. Ananusy nognexat KIKT 3y6ouentocTHOM cuctemsbl
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3. AHanusy nognexart nsobpaxenusa B gopmare DICOM
4. NpeHTndurkaums aHaTOMUYECKOro CTpoeHus 1 natonorum 34C
5. Wnutepnpetauma KJIKT 34YC wu ¢dopmupoBaHne otdeta B Buae rpadmnyecKkoro

VI306pa>KeHVIFI N TEKCTOBOIo onncaHumA

MpoTnBonokasaHusa ans ucnonb3oBaHusi MO «DENTOMO»

1. 2D unsobpaxeHusa 34C
2. KJIKT B no6om gpyrom coopmaTte kpome DICOM
3. KIIKT He 3y004entoCTHOM CUCTEMBI
4. KIJIKT 3y604entoCcTHON CUCTEMbI OETEN
OnucaHune NO «DENTOMO»
MO «DENTOMO» — 9710 nporpammMHoe obecnevyeHne, npedHasHa4YeHHoe Ans

naeHTMduKaumMmM naTonorni nonoctu pra u obpaboTkn unsobpaxeHun 3yO0B C MNOMOLLBIO
nckyccteeHHoro wuHtennekra. NO «DENTOMO» npepocTtaBnsietr psg NpevMmyLLecTB Aans
CTOMaTosI0roB, Nomorasi NpogeccmnoHany B ANarHOCTUYECKOM NpoLecce, CHUXKaa BEPOSITHOCTb
oLwnGKK, BbI3BAHHOM YernoBevecknum daktopoM. B To xXe Bpems OH noMoraeT cosgaTb npodunb
naumMeHToB u onpegenutb 6onee adeKkTMBHbIE MeToAbl CTOMAaTONOIMMYEeCcKoro neyeHus B
KNWHUKEe, Takue Kak nnaHupoBaHuWe YCNyr u cocTaBfneHve (OUHAHCOBOrO MfaHa neyeHus,
NPOrHO3npoOBaHMe NPoaaX U NepCOHanNM3MPOBaHHbIE PeKNaMHble akuuu.

NO «DENTOMO» pa6botaeT c u306paxeHUssMM KOHYCHO-Iy4EBOW KOMMbIOTEPHOM
Tomorpacum 3ybouventoctHon cuctembl (34YC), koTopble NpegocTaBnsAlT Gonee nogpobHyto
TPEXMEpPHYD  MHOpMauuio, YeM CTaHOapTHble  PEHTreHOBCKME WnM  NaHopaMHble
n3obpaxeHus. WckycctBeHHbin wuHTennekt MO  «DENTOMO» obHapyxuBaeTr po 14
XapaKTepUCTUK, B TOM uyucne 5 3abonesaHunin (kapmec, NaTonorm4yeckyo cTupaeMocTb 3y6oB,
OCTaBLUMNCA KOpPEHb, PEeTEeHWPOBaHHbIN 3y6 W AUCTONMPOBaHHBLIN 3y6) M 9 Npu3HaKoB
npeablayLero CToMaToNorMyeckoro neyvyeHnss (KOPOHKW, MrnoM6bl, MOCTOBUAOHbLIA MpOTes,
UMNNaHTaTbl, OpekeTbl, peTeNHepbl, BWHUPbI, WTUPTEI U MPU3HAKM SHOOOOHTUYECKOrO
nedvenus). MO «DENTOMO» Core — 3TO anroputMm, OCHOBaHHbIA Ha rrybokoM MallUMHHOM
00y4YeHnn, NOCTPOEHHbLIN B MPOrpaMMHOM UHTeEpdence NpuknagHoro nporpamMmmpoBaHus. ns
obyyeHnss aToro anroputma, Obin npegoctaeneH Habop AaHHbix KJIKT 34YC. Anroputwmbl
MaLLUMHHOIo 0by4YeHus, OCHOBaHHbIE Ha pa3paboTaHHOM Mogenun, BOCNPUHUMAIOT N300paKeHnst
n3 obyvawuwero Habopa AnNs co3gaHus MoOeNnu OanbHEeMWero COBEPLUEHCTBOBAHUS U
ob6y4yeHus anroputma. Nocne Toro, kak Moaenb oby4veHa, n3obpaxeHus n3 Habopa NPoBEpPKM U
TECTUPOBaHUSA NPOBEPAIOT MPaBWUiIbHOCTb WHTepnpeTauuu. [locne 4ero mogenb rotoBa K
nonyyYeHuto n3obpaxeHun M3 pasHbIX MCTOYHMKOB. [Ona cosgaHua anroputma WU ans

nHtepnpetaumn KJIKT 34C 6bina nogrotoeneHa 6asa KJIKT 34C, coctosiwas m3 10 000
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JenepcoHann3anpoBaHHbiX pasMmedveHHblx KITKT naumeHToB, B Tom umcrne 3 000 LIBKT 3gopoBbix
NnauMeHTOoB.

Ona cosganua MO «DENTOMO» 6binn mncnonb3oBaHbl 2000 npoaHanv3MpoOBaHHbIX Y
AHOHUMM3MPOBAHHbIX KOHYCHO-Ny4eBbIX KOMMbIOTEPHbIX ToMorpamm (KINKT) B doopmate DICOM
(MapameTpbl n3obpaxeHuin: Planmeca Promax 3D Classic, FOV 8*8, 8*5, 5*5, 14.2*8, 90 kB,
14 mA, Bpems akcnosnumn 12 C n 24 C gna FOV 14.2, pasmep Bokcenst 110-200 mkm, 6uT Ha
nukcens 15) ¢ nogpobHbIM oNMcCaHNeM COCTOSIHUA 3yBoYentoCcTHOM cuctembl. [nsa co3gaHus m
obyuyeHnss UM 6Gbinn paspabotaHbl NogpobHble CTOMATONOrM4Yeckne KapTbl C AeTanbHOM
uHpopmaumen o coctodaHum 34YC B 4YaCTHOCTU: TBepAbIX TKaHen 3y6oB, cUCTEME KOPHEBbIX
KaHanoB, MapOA4OHTe, NepuanukanbHbIX  TKaHAX, MMEKLWMUXCS  pecTaBpauusax  u
9HOOOOHTMYECKOM  JIEYEHUN  MMEIOLUMXCA  PEHTTEeHONMOMMYEeCKMX Mpu3HaKkax naTonornu
3yboyentocTHoM cuctembl. CTomaTonornyeckue KapTbl BKNOYawT B ceba 19 npusHakos
cTomMaTonornyeckon natonorum n 20 TMNOB NPU3HAKOB NIEYEHMUS, COrMacoOBaHHYO C LMEPOBbLIM
knaccudukatopom meanumHckon oHtonorn SNOMED.

Ha HavyanbHOM aTane cnyyanHbiM 06pa3om BbibpaHbl n obpabdoTtanbl 2000 KITKT, n kaxaas
CTpykTypa B o0Obeme Obina cerMeHTUMpoBaHa CTOMAaTOMIOrOM M crneuuanuctamym Mo
KOMMbIOTEPHOMY 3PEHMI0 HE3AaBMCMMO APYr OT Apyra C NOMOLLbK nporpaMMHoro obecneyeHus
ITK-snap. Ha cneaytowem atane wmogens WA MO «DENTOMO» 6bina obydeHa
pacrno3HaBaHUIO M300paXkeHW, MofyvYeHHbIX Ha Tomorpadax (Sirona, Vatech, Kodak
Carestream, Gendex). O «DENTOMO» npoTecTMpoBaHO W u3yyeHa IPPEKTUBHOCTb
pacno3HaBaHWs aHAaTOMUYECKNX CTPYKTYP U NaTonornin 3ybo4entoCTHON CUCTEMBI.

Bboina cosgaHa Mmopenb uckyccTtBeHHoro  uHTennekta 1O «DENTOMO»  ang
aBTomaTtudeckon uHTepnpetaummn KIKT 3y604entoCTHOM CUCTEMbI, OCHOBaHHas Ha 2 rny0oKux
CBEPTOYHbIX HEWPOHHbIX ceTsx. [lepBas HeWpOHHas ceTb — pacrno3HaeT W onpegenset
nonoxeHne kaxgoro 3yba B akcuanbHbix pedopmartax KIIKT obbema, n 4TOObBI
naeHTMdpuunpoBaTb OTCyTCTBYOWME 3ybbl. [laHHas ceTb COCTOMT M3 Tpex pas3genos Ang
poHTanbHbIX 3y60B, NPemMondApoB W MonspoB. BTopas HeWpoHHass ceTb pacno3HaeT
naTtonorMnm U1 TMpU3HaKM paHee MpoBOAUBLLErocA IedeHud. Ha paHHbin  momeHT [10
«DENTOMO» uaeHTUMUMpYeT crneaylolmne peHTreHonornyeckne n3obpaxeHus: 340pOoBbIn
3y6, Kapuec, ocTaTkn KOPHS, NaTONIOMMYECcKyo CTMpaeMocCTb, guctonuio 3yba, peteHuuio 3yba, a
Takke OTCYTCTBYKOLWMA 3y6, MMNNaHTaT, MCKYCCTBEHHAA KOPOHKA, nromba, aHkepHbIn WTngT\
KynbTeBas Bknagka, nromMbupoBka KOPHEBOro kaHana, 6pekeTbl, peTenHepbl, YacTuyHas
nnombupoBka, MOCTOBMAHAsi opToneauveckas KOHCTPYKUMSI, BUHUP U pasnMyHOe co4veTaHue

9TUX NPU3HAKOB.
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ApxuTtektypa MO «DENTOMO»

TexHonornyeckon nnatdopmon MO «DENTOMO» saensetca Amazon Web Services.
Cnegysa npasunam Amazon, npuv pasBepTbiBaHMM U MacliTabupoBaHUM  YPOBHEWN
6e3onacHOCTW, OOCTUraeTca Haunydllee KavyecTBO, B NfnaHe AOCTyna K cepBuMCaM, XpaHeHun
AaHHbIX, 6e30nacHOCTN BO BCeX MpoLeccax, packpbiTUM KMMEHTCKOro KOHTEHTa U obecneveHmm
6esonacHocTn. MO «DENTOMO» HaxoguTcs B YacCTHbIX CETSIX, KOTOpble MO3BOMSOT Jerko
KOH(urypmposate ¢ ©OpaHgmayspamm u  Genbim  cnmckom IP-agpecoB M NpOTOKOMOB,
KOHTPONUPYSA, KTO MOXET MNOMyYuTb [OCTYN U K 4YeMy OHM MoryT nonyyuutb goctyn. O
«DENTOMO» ocHoBaH Ha knactepe ECS ¢ mawmHamun, KOTOpble OenalT BeCb CepBuUC
aBToMaTudeckn macwTabupyembim. AWS obecneunmBaeT rmMOKOCTb MaclUTabupoBaHUA WU,
KOHeyHo, 6e3 noTepu CepBUCHbIX BO3MOXHOcTeW. AWS Takke wuMeeT MexaHU3MbI
aBTOMATUYECKOro MacwTabupoBaHusl, 4TO Mo3BonseT obcnyXuBaTtb CTOMBKO 3anpocoB,
ckonbko obpauleHnint ectb k cepsucy. MO «DENTOMO» mmeeT aBa OCHOBHbIX KOMMOHEHTa
xpaHeHunsa. C ogHoun ctopoHbl, S3 Bucket ana xpaHeHusa 6onbluMx Mogenen, YTo nos3sondet
XpaHuTb Oonblwon ob6beM AaHHbIX 6e3 orpaHuveHun. KopsuHbl S3 AOCTYMHbI B YaCTHOM
nopsake ¢ nomouubto cepsucos GesonacHoct AWS. C gpyron ctopoHbl, MO «DENTOMO»
onupaeTca Ha 6a3y aaHHbix RDS Aurora. Aurora — 3T0 pensumoHHasa 6a3a gaHHbIX, KoTopas
XpaHUT MeTagaHHble W ynpaBnseT nonb3oBatensmu. O6e ycnyrm aenawTca  SaaS
(nporpammHoe obecnevyeHne kak ycnyra), 4YTO O3HavaeT, 4YTO Mbl He ynpaBnsem
obcnyxmBaHMeM MaluvH, BEPCUI NPOrpamMmHOro obecneyvyeHnss unu Bepcuin onepaumoHHOWN
cuctembl. ATO npuBoauT K ©GesonacHocTn cepeuca. Front-size nutaetca ot CloudFront,
KOTOpbI ynpaBnsieT Cny>060n CTaTU4YecKux CepBUCOB, Npeanarasi LWMPOKMI CEepBUC NO BCEMY
MUPY, NPeaoCTaBnsas ovYeHb HU3Koe Bpems goctyna. OAHMM M3 OCHOBHbIX KOMMNOHeHTOB AWS
asngaetcs koHuenums VPC (Virtual Private Cloud). VPC BeaeT cebs kak yacTHasi ceTb, KOTopas
nmeeT OYeHb CTporve npasuna goctyna, rae |P-agpeca, npoTokonbl M MOPTbl MOryT ObITh
BKMOYeHbl B 6enbin cnncok. B aTom cnyyae Aurora RDS n S3 Bucket HaxogaTcst B 4acTHbIX
ceTsx, un Tonbko APl MO «DENTOMO» umeeT oCTyn K HAM, U, KOHEYHO, HU OOMH U3 HUX HE
umeeT nybnuyHoro poctyna. AWS oTBeTCTBEHHA 3a OOCNyXMBaHME NPOrpamMmMHOro
obecneyeHunsn, obecneunBas NOAroTOBKY WMHAPACTPYKTYpbl B OTHOLUEHWMM XpaHUNUW, U Beb-
cepBepoB. OgHom M3 cunbHbiXx cTopoH AWS aBnseTcs CnocoBGHOCTL CNpaBnATbCS C PE3KNMMU
nMkamm pocta obpalleHMn 3a cyeT aBTOMaTUM4eckoro maclwtabupoBaHus. ITOT MeTop
no3BonseT AMHaMMYecKM co3fdaBaTb 9K3EMNNSAPbl MalMH Ha OCHOBE psga MOPOroBbIX
3Ha4YeHUN, KOTOPbIE NPU NPEBbLILLEHNN CO34a0T HOBbIE CEPBUCHI HA 3TUX MaLLMHAX.

CBepeHusa o Hannuum B MO «DENTOMO» TeXHONOornm MCKyCCTBEHHOIro UHTENJIeKTa,

n nx onncaHume,;
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MO «DENTOMO» ncnonb3yeT anroputmMbl MICKYCCTBEHHOIO MHTENNEKTa ANs 0OHapyXeHus
naTonornin v npeabiaywmnx MeTogoB NeyveHns ¢ nomoulbio n3obpaxerns KIKT. OTn anroputmbl
NCNonb3yTCA Kaxabll pas, korga n3obpaxeHune atoro tuna sarpyxaetcs yepe3 HTML-copmbl
Ha cepBep. ABTOMaTU4eCKN M300paxeHne obpabaTbiBaeTCA C UCMONb30OBaAHWEM OOY4YEHHOMN
MOZENN UCKYCCTBEHHOIO UHTESMNEKTa, KoTopasa npeacrasngeT pesynstat uHtepnpetaunm KINKT
B Buge ot4yeta. Mogenn npownu obyyeHue ¢ Gonbwmm Habopom wmsobpaxeHun KIKT c
NCNoNb30BaHMEM anropuTMOB UCKYCCTBEHHOrO MALUMHHOIO 3peHust Ansg OOCTUXKEHUS CpeaHen
TOYHOCTM AN BCeX naTonorni n npusHakos nedveHuns bonee 94%. bnarogaps aton yHKUUK
aHanmsa wusobpaxeHun, O «DENTOMO» aBndetca OObLEKTUBHBIM WHCTPYMEHTOM A1is
ANarHocTukM 1 nossonseT 6bIcTpo aHanuanposaTb AaHHble KJIIKT udobpaxeHus. ObpaboTka
n306paxeHUn OCyLLECTBNAETCH C UCMOSb30BaHNEM METOL0B KOMMbIOTEPHOIO 3pEeHNsi, KOTopble
yaaeTcsl U3BMeYb XapakTepuCTUKU wu3obpaxeHun un metofoB rnybokoro obydeHus ans
NOMy4YeHUs MakcumanbHO BO3MOXHOro 0600LeHus, YTO MO3BOMSET anropuTMy HayyuTbCs
WHTEPNPEeTUPOBaTb Kaxabll W3 MNUKCenem BXoAHOro wusobpaxeHus. OOyvyeHne Mogenu
nposoauTCcA Ans (PUKCUPOBAHHOINO KONMUYecTBa NaTonorMm U feyvYeHusi, KoTopble UMeKoT
n3obpaxeHusa. C oby4eHHON MoAenNb OHa CTaHOBUTCHA AOCTYMHOMW AN18 nonb3oBaTtenen (nvbo

Yyepes nosnHyto Beb-nnargopmy, Nnbo ans ucnonb3osaHus B popmate API-REST).
CocTtaBHble Yactu MO «DENTOMOn»;

LleHTpanbHbiM anemeHToM 1O «DENTOMO» gaBnsietca knactep ECS ¢ annapaTHbiMu
nnatopmMamu, KOTopble AenatT BECb CEPBUC MaclwTabupyemMbiM. B HacTosiLee Bpemsa cepBuc
obcnyxnBaetcs nnatgopmon C5XLarge co cneumdukaumsasmm 8 b n 4 sgpamun. AWS
obecneymBaeT rMbKkoCcTb ANa OOGHOBNEHNS N, KOHEYHO Xe, nepexoaa Ha 6onee paHHIo BEPCULO
6e3 notepu cepBuca. AWS Takke MMeeT MexaHu3Mbl AN MPUMEHEHUS aBTOMAaTU4ECKOro
MacwTabupoBaHusi, 4TO MNO3BONSET HaM obpabaTbiBaTb CTONBbKO 3anpoCOB, CKOSbKO Mbl
nornyyaem.

MO «DENTOMO» cocTonT 13 OBYX OCHOBHbIX KOMMOHEHTOB XpaHeHusi. C 04HOW CTOPOHHI,
310 S3 Bucket ona xpaHeHus Gonblwnx MoAenen, YTo No3BoNsieT XpaHUTb GoNbLIo O00beM
AaHHbIX 6e3 orpaHuyeHnin. Hawm kop3uHbl S3 OOCTYNHbI B YaCTHOM MOPSAKE C MOMOLLbIO
cnyx6 6esonacHoctn AWS. C gpyron ctopoHbl, MO « DENTOMO» 6a3a gaHHbix RDS Aurora.
Aurora — 3TO pensiuMoHHasi 6as3a OaHHbIX, B KOTOPOW XPaHSTCA MeTafaHHble, OTYeTbl U
ynpaeneHue nonb3oBatensmun. Obe ycnyrn apndatca SaaS (nporpammHoe obecnedeHne Kak
ycnyra), YTO O3HayaeT, YTO Mbl He ynpaBnsieM OOCMyXMBaHMEM MaLUMH, a TakkKe BEepCUsiMU
nporpaMmmMHoro obecneyeHnss UnM onepauMoHHOW CUCTEMbI. OTO MpPMBOAUT K Ge3onacHOCTM

ycnyr n nossonset NO «kDENTOMO» 6bITb HeE3aBUCUMbIMUM OT YCHyT.
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Nutepdenic pabotaetr Ha CloudFront (oGnayHbin MHTEpPdENC), KOTOpbIA YynpaenseT
CTaTM4YeCcKUM CEPBUCOM, Npeariaras KOMIMIEKCHbIA CEPBUC MO BCEMY MUpY, obecnevmBasi O4eHb
HU3KOe BpeMs 4ocTyna.

OaHum 13 ocHOoBHBIX KoMnoHeHToB AWS saBnsieTcsa koHuenuus VPC (Virtual Private Cloud).
VPC Beget cebs kak YacTHas ceTb C OYE€Hb CTPOrMMM NpasusiaMmy 4OCTyna, B KOTOPOM MOXHO
cosgartb 6enbin cnmcok IP-agpecos, NpoTokonoB 1 noptoB. B atom cnyyae n Aurora RDS, n S3
Bucket HaxogsTcs B YacTHbIX ceTsx, n Tonbko MO « DENTOMO» APl umeeT k HUM JocTyn, U,

KOHEYHO Xe, HXM OONH U3 HNX HEe nMeeT I'Iy6J'Il/I‘-IHOl'O aoctyna.

Integracién Dentomo AWS

AWS vpc AWS Private Subnet

Y Docker Image container
(& g

p API Dentomo

'R

API Market

Auth
*—-“‘% Basic
Digest (D
KEY based —' Patient

managment

Dentomo Engine & reports

detection Library

N

.L:-: Cloudfront
Anonymizer 0
D Fr?nt Lambda
entomo Function $3 Bucket
models

Puc 1. PasBepTtbiBaHue MO «DENTOMO» Ha Amazon Web Services

YnpaBneHue Kogom

Wcnonb3yemasa cuctema koHTpons Bepcui - GitHub. [NpoekTbl opraHu3oBaHbl No Tpem
OCHOBHbIM HanpaseHUsAM:

* master: BeTka C KOOOM, KOTOPbIA pas3BepHYT B NPON3BOACTBE.

e staging: BeTka c kogoMm, oTobpaxxaeMblM 1 NPOTECTUPOBAHHLIM Ha aTarne NoAroToBKU K

NPOV3BOACTBY.

* pa3paboTka: B 3TON BeTke obbeanHAeTCa Kog HOBbIX pa3pabaTtbiBaemblx yHKUNA. OH

COAEPXUT KO, KOTopbI ByaeT pa3BepHyT B cpefe pa3paboTku (Npy ee Hanu4um).

OTn Tpu BeTkM 3abnokuposaHbl B GitHub, noatoMy Henb3s NpUMEHWUTbL KOA4 K HUM.
EanHcTBeHHbIM cnocob o6HOBUTL MX - ucnonb3oBaTtb cuctemy «Pull Requestsy, roe peueHseHT

OoTBEYaeT 3a NPOoBEPKY NpaBUIibHOCTU KOAA, KOTOprVI HY>XXHO OBHOBUTD.

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.
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Kaxxgast n3 dyHkumn paspabaTbiBaeTcd B HE3aBMCUMbIX BETBSX OCHOBHOrO koga. JTo
Nno3BOSISIET Nepedatb Kaxayl (OYHKUMIO Ha ayTcopcuHr n pabotatb B uyucton cpepe. Korga
pa3paboTka (PyHKLMN 3aBepLUeHa U «3anpoc Ha U3BreyYeHe» BbINOSTHEH, OHA UHTerpupyeTca B
BeTBb pa3paboTku, rae, ecnu oHa MPOXOAMT NpoLecc MPOBEPKM U TeCTUPOBaHUA, 3adaya
nepeBOANTCA B COCTOsIHME «[ OTOBOY.

HenpepbiBHasa nHterpaumns (Cl)

CuctemMbl HeNpepbIBHON MHTErpaumnm UCNonb3yTca 4SS NPOBEPKN TOro, YTO KOA, KOTOpbIn

WHTErpupoBaH B BETBW, HE HapyllaeT npeablayLnii Kog M YTO OH MaearnbHO MHTEerpupyeTcs,

Oyab To B pa3paboTke, HACTPOKMKE UM OKOHYATENbHOW BETBU.

dentalxr-frontend -

dentalxr-api ¢

Puc. 2. NMocnepnoBatenbHOCTL pa3BepTbiBaHMA Jenkins:

Mcnonb3yemMblid MHCTPYMEHT HenpepbiBHOWM WHTerpaumm - Jenkins, KoTopbii NO3BONSET
aBTOMaTM3upoBaTb 3ajaudv npouecca, MPOBEPKU W pas3BepTbiBaHUSA, KOTOPbLIM BO3BpallaeT
pe3ynbTaTbl B 3aBUCMMOCTM OT TOro, 6bina nv 3agadva 3aBeplueHa unu Het, obecneymsas
pes3ynbTaT 418 Kaxgoro atana.

MyTb, NO KOTOpPOMY cnegyeT KoA, KOTOopbi ByAeT 3anyweH B MPOM3BOACTBO, LOIDKEH
COCTOATb M3 CreayoLmX 3Tarnos:

e TectupoBaHue (testing): TecTbl, oOxBaTbiBalLWMe BCe BO3MOXHble  Cchny4vau
NCNonb30BaHMA NPOAYKTa.

e [eHepauusa OOKyMeHTauuwu: HOBble (PYHKLUMM CBSI3aHbl C JOKYMEHTauunewn, ykasaHHON B
pokymeHTe «SOP-01 Documentation Control».

e Co3gaHue KypHana W3MEHEHWW: CrUCOK YIyyleHMn — HOBOEe NpOorpaMmHoe

oGecneyeHune, kKoTopoe gobGaBnseTcs B Buae mMoaudumkauui, UcrpasreHuid OLKnOBOK, HOBbIX

dyHKUMI 1 T. [.

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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e dukcaumsa Bepcum (Ter): 3adMKCMpoBaTb BEPCUIO OO COCTOSAHUS, NPY KOTOPOM B Clyyae
BO3MOXHOWN KpUTMUYECKOM OLUMBOKN OHa MOXeT OblTb BO3BpaLLEeHa.

e [logrotoBka W nybnukaums naketa: npu HeobxoAMMOCTW, [AONs  pasBepTbiBaHUS
co3faeTcs nakeT, CBSA3aHHbIM C NPorpaMMHbIM obecrneyeHnem.

e PacnpocTtpaHeHMe unu pasBepTbiBaHWE MPOrpaMMHOro obecneveHusi: pasmeLleHune
OOHOBMEHHOrO nporpamMmmHoro obecnevyeHuss Ha Habope MalluH, KOTOpbiM TpebyeTcs 37O
nporpaMmmMmHoe obecneyeHve, n ero nybnukaums.

e OnoBelleHNe KNUEHTOB: COObLLEHNEe KrMeHTam, 4YTO AOCTynHa HoBasi Bepcus 10, K
KOTOpor oHKM obpawiatotca (ecnu TpebyeTca ycTaHOBKA), UMM UMEETCH OKHO, yBedoMIisioLlee
KIMEHTOB O BEPCUN, Ha KOTOPOM OHM paboTatoT.

Mocne Toro, kak Bce 3Tu warn 6yayT BbINOSIHEHbI, KNMEHTY ByaeT AOCTynHa HOBas BEpPCUS
nporpammMHoro obecneveHus.

Homep Bepcum

Homep Bepcun OyneT yBenMumBaTbCA B COOTBETCTBUM C YCOBEPLUEHCTBOBAHHLIMU U
Ao6aBneHHbIMN PYHKLUNOHANBbHBIMU BO3MOXHOCTAMM.

MO «DENTOMO» ucnonb3yeT yHUKanbHbIA HOMEpP BepCUU, YTOObI OTNnYaTh O4HY BEPCUIO
OT Apyron. ATa npoueaypa Ncnonb3dyeTcsa s BCEX JOKYMEHTOB, A5 KOTOPbIX CyLLEeCTByeT uUnm
MOXeT cyliecTBoBaTb 6onee ogHon Bepcumn B ByayuieM. Vicnonb3dyemas cuctema Hymepauum
ucnonb3dyeT nocnegosaTtencHble Homepa, T.e. Bepcua 0.0 gnsa nepsoro, Bepcua 1.0 ans
BTOPOro M Tak Aanee. B cnyyae 3HauMTenbHbIX M3MEHEHUI HOMEpP BEPCUM YBENNYMBAETCSH
nocneposatenbHo ¢ warom 1. Hanpumep, Bepcuss 0.0, Bepcus 1.0, Bepcua 2.0. Ons
He3Ha4nTeNbHbIX U3MEHEHWUIA HOMEP BEPCUM YBENUUMBAETCS nocrnegoBartenbHo ¢ warom 0,1.
Hanpumep, Bepcus 0.1, 0.2 vnu 3.1, 3.2.

CornaweHune o6 nmeHax cpannoB

Cnepys cornawenuto PEPS8, dannbl Python umetot crneaytouwmne npasuna:

e Y moaynen AomkHbl 6bITb KOPOTKME MMEHA, BCE B HWXKHEM peructpe. B HasBaHun moayns
MOXHO MCNONb30BaTb MOAYEPKMBAHME, €CNN 3TO yrnyywaeT yntaemocTb. lMakeTol Python
Takke OOIMKHblI MIMETb KOPOTKME MMEHA, BCE B HUWXKHEM perucTpe, XoTs noayepKkmBaHne He
pekoMeHAyeTCS.

e  [lnsa knaccoB: B MMeHax KraccoB 0ObI4HO crieqyeT ucnonb3oBaTh cornawenne CapWords.

e lmeHa dyHKUMIA W (NOKanbHbIX) MNEPEMEHHbIX AOSMKHbl OblTb B HWXXHEM perncrpe, co
cnoBamu, npu HeoBXOAMMOCTW, pasdeneHHbIMUM MNoAYepKMBaHMEM, 4YTOObI yryylWuWTb
YNTaAEeMOCTb.

Mpouecc Bbinycka BEPCUN TEXHUYECKUM MEHeaXXepoM

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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CywecTtByeT aBe otagenbHble cpegbl, PRE n PRO, gns nogaensitowero ©onbLIMHCTBA
cBounx npoektoB. Obe cpenbl OXBaTbIBAKOT pasHble acnekTbl, HeobXoaMMble Ot HOPMAarbHOro
PYHKLMOHMPOBAHUSA ONTUMaIIbHON METOL4OMOMMN paspaboTKu.

C TO4KM 3peHmnsa GesonacHocTn obGe cpedbl MOJSTHOCTBIO WM30MNMPOBaHbLI, YTO MO3BOMISET
nogoepxmeaTb  BbICOKMW  cTaHgapT OGesonacHoctn. Ecnm  ogHa w3 cpeg  6Gbina
CKOMMPOMETUPOBaHA, Mbl MOXEM ObiTb YBEpEeHbl, B npegenax nopsigka, uto gpyrad cpega
ocTaHeTcsa 6esonacHomn.

C ogHon ctopoHbl, PRE — 310 npennpon3BoaCcTBEHHAA cpeda, B KOTOPOM pa3paboTymkm
UMelT [OCTyn, 4YTOObl MMETb BO3MOXHOCTb MNPOBOAMTL HEKOTOpble TEeCTbl, MaKCUMarbHO
nNpubnmxeHHble K MNPOM3BOACTBEHHOW cCpede, He MoaBeprasi OMacHOCTM ee wunn  ee
nonb3oBaTenen.

O6e cpeabl ynpaensatoTca B obnake, B 4actHoctu B Amazon Web Services, ¢
npMMeHeHnemM meTogonormm SaaS, nporpammHoe obecneveHue kak ycnyra. OTo AaeT Ham

0onbLyto rMbKkocTb M MaclWTabnpyemocTb.

8080
Push Hook

Ubuntu Virtual Machine

-git clone

-test

-build

-docker compose up

Jenkins

el o, /%:5000

D 80 NG:MX [:c'?"q’ /45001
=

Client

Puc. 3 MNMpouecc Bbinycka Bepcun MO TeXHNYECKMM MeHegKepoM

MpepBapuTenbHoe NPoM3BOACTBO

Bca nnatgopma PRE aBTOMaTMaupoBaHa, 4TO O3HayaeT, YTo 3arpyska B penosutopum
PRE 3anyckaeT cobbitve ana Jenkins, mMeHemxepa HeNpepbiBHOM MHTErpaumu, KOTOpbIv
OoTBeYaeT 3a CoCcTaBneHue pasnuyHbIX CEPBUCOB, KOTOpble nepegatTcs B obnako, 6e3 pyyHoro
BMeLLaTenbCTBa.

Mpouecc Jenkins cocTouT U3 pasnUyHbIX 9TanoB, Ha KOTOPbLIX NPOBEPAETCs LLeNOCTHOCTb
BEPCUM, MOCTPOEHME MPUIIOXKEHNS, KAYEeCTBO KoAa, NpoBepka yYHUTapHbIX TectoB U T. [1. Ecnun
OOMH K3 3TanoB He MNpoxXoauT, pasBepTbiBaHWE OTMEHSETCHA, W OTBETCTBEHHble nuua
yBe4OMMSIOTCS.

®a3bl pa3BepTbiBaHUA B 00LINX YepTax AensaTca Ha cnegytowme asbl.

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.
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e YBeOoMsieHne OTBETCTBEHHbLIX fNL, O Ha4ane KOHCTPYMPOBaHUA.

e QOuucTtka pabouyen obnacTu u 3arpyska nocrieaHen BEPCUN peno3nTopus.

e [lpenBaputenbHasa koHdurypaumss paboyen cpegbl, Onbnuotek M HeobxoaMMbIX
KOMMOHEHTOB.

e 3anyck GroKk-TecToB.

e CocTaBrneHme nnm NoCTPOEHNE NPUIOXKEHMS.

e [lybnukaums no MecTy HasHa4YeHus.

e YBepgomreHune o6 ycnexe unum Heygade.
MpounssoacTBo

MpounseogcteeHHasn cpega (PRO) He MOMHOCTBIO aBTOMAaTM3MpOBaHa, MPOLECC YacTUYHO
BbINOMHAETCSA BpYydYHylo. [locne npegbigywen komnunsaumm B PRE onpegeneHHble TOYkM
nomevatorca B Git H ub no BpemeHu, oTmevasa mx Terom. C NoMoOLLbLIOD 3TOro Tera Bepcus
cosgaetca us AWS, a nosxe [KEHKUHC OTBeYaeT 3a co3fdaHune n3obpaxeHus, ero 3arpysky u

oTobpaxeHue.
CBeaeHus o Tekyuwen Bepcum MO «DENTOMO» u nopsaaok ero o6HOBNEHUS;

Ona nonyyeHuMs cBedeHWA O TeKywlen BepcuM MpPOrpaMMHoro obecneyeHus
«lMonb3oBaTenb» MOXET OTNPaBUTb 3anpoc Yepes HTepdenc obpaTHoOM cBs3Kn, YTOObI cnyxba

nogaep>Kkn mMmorna coobWmMTb TEKYLLYH BEPCUIO.

DENTQMG =
Feedback

Send us your feedback

c)

Puc. 4. OkHo MO «DENTOMO» ans o6paTtHoun cBsA3u «FeedBack» co cnyx6ou noaaepxku

MaBHas ocobeHHocTb MO «DENTOMO» - aHanus nsobpaxeHun KJTKT.

Anroputm oencTBun:

Bbibepute nsobpaxeHue anga sarpysku. [nanoroBoe OKHO NMO3BOSIUT BaM MCKaTb B BalUew
nokanbHoOM hannoBomn cucteme.

UHAankaTop BLINOMHEHUSA: NOSIBUTCS OManoroBoe OKHO, MHopMUpytoLee Hac O TOM, YTO

3arpys3ka BbIMOJIHAETCA, UHONKATOP BbINOJTHEHNA MOKaXeT, CKOJIbKO OCTasfioCb A0 3aBeplueHnd

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.
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3arpysku (Bo Bpems 3TOro npouecca, KOTopbl 3aMMeT HECKOSNbKO MWHYT), B 3aBUCMMOCTU OT
Bawero MHTepHeTa. coeQuHEHME, He HY>XHO 3aKpbiBaTb Opaysep unu nepesarpyxaTb CTpaHuLy,
9TO MOXeT npepBaTb 3arpy3ky UM UCNOPTUTb KOHEYHbIN pe3ynbTaT)
FeHepauma oTyeTOB: Nnocre TOro, kak 3arpyska OyaeT 3aBeplueHa, NosABMSeTCs HOBOE
OKHO, YKasblBalolLlee, YTO OTYET B HACTosILee BpeMsi co3faeTcs
U3obpaxeHue: nocre aToro msobpaxeHme OygeT NpOHYMEpPOBaHO M OygeT AOCTYMHO
BMECTE C APYrMMU paHee 3arpy>KeHHbIMU 300paKeHnsiMI.
B pepaktope msobpaxenun KIIKT nonb3oBatenb MoOXeT npocMaTtpuBaTb ABYXMEPHYIO
nHTepnpeTaumo nsobpaxeHus KITKT, kotopyto cosgaeT MO «DENTOMO».
MO «DENTOMO» peanusyeT psg dyHKLUWN:
e [loabop Buayanusauum
e BbisiBNeHHble naTtonorum
e [lpegblioywue npoueaypsbl
e 3p0poBble YacTu
e OrTcyTCTBYIOLWME HYacTH
e Co3pgaHue KnMHMYEeCcKoro oTyeTa
e KommeHTapun npodeccmoHanos
Bbi6op aucnnes
MO  «DENTOMO»  npegnaraetr  nosfb3oBaTenio  gBa  cnocoba  npocmoTpa
cTomMaTonornyeckoro otyeta (cm. N3obpaxeHus):
MaHopaMHbIN BuUA: OBYMEPHOE U300paxeHMe 3yO0O4YEntoCTHOM CUCTEMBbI MauueHTa Ha
OocHOBe uHTepnpeTauun wusobpaxeHua DICOM. 3pgecb nartonorun, npegblgyliee neveHue,
3[0pOBbl€ MMM OTCYTCTBYIOLLME YacTh ByayT OTMEYEHbl KPY>XKOM onpefeneHHoro ugeta. (Cm.

naTonorunio)

1D de paciente Nombre Género Fecha de nacimiento DN

Detalle del diente

Radiografia panoramica

Patologias Tratamiento

Concelar

M Sano [ Tratamiento Patologia Pieza ausente

Puc. 5. CtromaTonorm4yeckum ot4yeT U NnaHOpPaMHbIA BUA,

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.
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Pa3BepHyTb MaHOpaMHbIM BUA: YTOObI YBMAETb YBENWYEHHYHD BEPCUMIO MaHOPaMHOrO
PEHTTEHOBCKOTO CHMMKA, LLENKHUTE COOTBETCTBYIOLLMIA 3HAYOK B MPABOM HWXKHEM yriy. JTO
NO3BONMUT MOMYyYNTb OOCTYN Yepe3 BCMMbIBalOWEe OKHO K MaHOPaMHOMY PEHTreHOBCKOMY
cHMMKy 6e3 aHanmsa MO «DENTOMO» ansa 6onee ygoGHoro npeaBapuTesibHOro nNpocMoTpa
Bpayom.

OpoHTorpamma (pucyHok 6): npegctaensieT cobon nukrtorpaduyeckoe usobpaxeHue

Kaxxgoro u3 32 3y6os.

- :
=
v

Puc. 6. CTomaTonorn4yeckuin ot4yeT, UHTEPAKTUBHasi OQOHTOrpamMma

JTiobon n3 aByx BapmaHTOB NO3BOSISIET NONb30OBATENO NepemMeLllaTbes no 3ybam n nsyyatb
BO3MOXHbl€ NaTONOrMn U paHee HangeHHble MeTOAbl NeYeHus!.
NHTepnpeTaums nsobpaxeHus
MaTtonorun, o6HapyxxeHHble MO «DENTOMO», 6yayT 0603Ha4YeHbl KpacHbIM Kpyxkom. Ha
AaHHbI MOMeHT MO « DENTOMO» MoXeT naeHTMdunumMpoBaTh:
e Kapuec
e OcTaBLUMIACSA KOPEHDb
e [Nwnctonuto
e [laTtonorunyeckyto CTMpaemMocTb
e PeTeHMpOBaHHble 3yObl
Mpu3Hakn npeablAyLLEro CTOMaTONIONMYECKOro fneyYyeHus
Ha cerogHsawHun geHb MO «DENTOMO» moxeT onpegenntb OeBATb NpeaBapUTENbHbIX
npouenyp, kotopble 6yayT ob6o3HAYeHbl Ha MaHopame OpaHXEBLIM KPYXXKOM. OTO CMMCOK
npeasapuTenbHbIX Npoueayp:
e  MmnnaHt
¢ [ckyccTBeHHast KOPOHKa

e CTomaTtonormyeckumn wingT

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.
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e [lnomba, pectaBpauus

e [lnombupoBaHMe kaHana

e bpekeTbl

e PeTtenHepsbl

e YactnyHoe nnombuposBaHune kaHana
¢ MocToBMAHbIN NpoTE3

e CTOoMaTonorn4yeckmm BUHUP

MO «DENTOMO» ocHoBaH Ha Beb-cepBuce, To €CTb OH pasfenieH Ha ABe 4YacTu, C OOQHOM
cTopoHbl — font-end, ¢ koTopow paboTaeT nonb3oBaTesNb, a C A4PYron CTOPOHbLI — 3TO back-end,
KoTopass obpabaTtbiBaeT 3anpocbl. 3TU 3anpocbl obpabaTtbiBatoTca dpenmsopkomM Python,
KoTopbii obpabaTbiBaeT 3anpocbl M OTNpaBAAeTCd B MexaHuM3M o00paboTku mnsobpakeHun,
KoTopbI BygeT oTBevaTb 3a 06Hapy)XeHne naTonornni n nevyeHnsa. Ha npoTspkeHun Bcero cpoka
cnyx6bl, ecrnv He ByaeT caenaHo HOBOE M3ydeHWe HOBbIX HAabOPOB M300OpaXeHUn Onst HOBbIX
naTtonorMn 1  JNe4YeHusa, CepBUC OCTaeTCa  HeuaMeHHbiM. DyHKUMOHanbHasi  uenb
nogaepXmBaeTcss C TeYeHUMeM BpPEeMeHW, Aaxe ecnv HOBble MOoKoneHust GpaysepoB OyayT
obpawartbcea K cnyxbe, 6a3a ons oTBeTOB ByAET NO-NpPeXXHEMY COBMECTMMa Mexay cepBepammu
n 6paysepamu, nogaep>KmBasi OCHOBHYIO LiefNlb TEXHOOMUN.

Axanuns puckos 10 «DENTOMO» no3sonun BbisiBUTb psia U3 HUX (Tabnuua 1).

Ta6bnuua 1.

MepeyeHb PpUCKOB ANA NOTPe6GuUTeNns, MAEHTUPULUPOBAHHBLIX B NpoLecce aHanu3a pucka

OIMACHAS CUTYALNA UCTOYHUK IMOBPEXXLQEHUA MEPbI KOHTPOJIA

Cospaiite kHonky «BoccTaHOBUTB
Monb3oBaTternb HenpaBUbHO

Mnatdopma HegocTynHa

BBOOUT Naposb

naporsb», YTO6bl ero MOXHO 6bINo
cbpocuTb

Mnatdopma HegocTynHa

Y nonb3oBaTtens HeT NOAKNIOYEHNS
K WUHTepHeTy

Monb3oBaTenb JOMKEH CBA3aTHCS
CO CBOMM VHTEPHET-MNPOoBaiaepoMm.

[unarHoctuyeckas nogaepxka He
npefocTaBnsieTcs.

Y nonb3oBaTens HET NOAKIOYEHNS!
K cepeepy

Dentomo cooblLuaeT, 4To
Npou3oLLIia BHYTPEeHHSSA olunbka

HenpaBunbHbIA OKOHYaTENbHbIN
aunarHos

Monb3oBaTtens He npoBepsieT
BbIBOZ, U NOSTHOCTLIO YBEPEH B
pesynbTate

Monb3oBarenb OOMKEH NPOBECTU
OKOHYaTernbHYH NMPOBEPKY,
HanucaB HECKOMbKO CTPOK

3aKMoYeHns.

Ownbka naeHTudrkaumm nayneHTa

[Monb3oBaTtenb HenpaBuITbHO BBES
UMAa naumeHTa

MopTBEpXAeHe nauneHToM
NpaBWNbHOCTM UHGOPMaLNK,
BBEJEHHON Ha nnaTdopme

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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Cnuncok nauneHToB, HasHaYeHHbIX
[okTopy, He oToGpaxaeTcs.

[Nonb3oBaTenb ¢ BLICOKMMU
NpuBUMErMsMK He fan 4ocTyn K
Bpayam

Ecnn 6onee Hu13kasa ponb He BUAUT
naumneHToB, NosiBNsAeTcs
co006LLEeHME C yBEAOMIEHNEM O
TOM, YTO Bbl JOJKHbI 3aMpPOCUTb
npUBMIErnu.

B anarHoctuyeckux BbiBOAax eCcTb
oLInbKM

AnNroput™m MHTEpnpeTaumm
N306paxxeHnsa HenpaBuIbHbIN

MHCTpYMEHTbI ANs U3MEHEHUS!
BblBOAA anroputma, coobLieHus 0o
owmbKax n HaCTPOMKN ANarHOCTUKK

Koppekuusi naTonormm He XpaHuTcs.

Monb3oBaTtenb He HaxumaeT
KHOMKY « COXpaHWUTb», 4TOObI
COXPaHUTb U3MEHEHWS.

BcnnbiBatoLee okHo,
yBedomnstoLLee Nonb3oBaTens o
TOM, YTO U3MEHEHUS He Bbinu
COXpaHeHb!

CosgaHHas KnuHMKa He NosiBNsieTcst

[Nonb3oBaTenb yaanun KNnHUKY

Sanpocme noareepxageHune nepen
OKOHYaTesJlbHbIM yaaneHnem
KIMMHUKN

Monb3oBaTenb He nony4vyaet
pe3ynbTata U3-3a HenpaBUIbHbIX
MCMpaBfieHUN UM MHTepnpeTaumm

O6bsAcHeHUe NpoayKTa KOHEYHOMY
Nonb30BaTenNto HEBEPHO

PasbsicHeHWe AOMNOMHEHO BMAEO U
pyKkoBOACTBOM Nofb3oBaTtena

Monb3oBaTtenb He MOXET NOMyYnTb
pesynbtaThl [10 «DENTOMO», notomy
YTO He 3HaeT, KaK NoJSIb30BaTbCH
nnatgopmon.

O6bacHeHne NpoayKTa KOHEYHOMY
nonb3oBaTento HEBEPHO

Pa3bsicHeHMe JoNoONHEHO BUAEO 1
PYKOBOACTBOM MMoOJib3oBaTeNdA

AnNropuT™ JaeT oMGKU B ANArHoCTMKe
B HOBOW BEPCUM NPOrPamMmMHOro
obecneyeHusi, YTo HUKOrga He

NPOUCXOAMINO paHbLLe.

V3meHeHns B anroputme B HOBOM
Bepcum paboTarT xyxe, Yem
paHbLUe

TecTbl TOYHOCTU ANArHOCTUKM NSt
obecreyeHns: Takomn xe Unm
GonbLUei TOYHOCTH, YTO U B
npeaBapuTensHON Bepcum.

AnropvTtm gaeT pasnuyHble
pe3ynbTaTbl ANS TOro Xe BXxoda B
HOBOW Bepcun

M3meHeHns B HOBOW BeEpCUK

TecTbl B koae Ana obecrnedyeHns
BOCMPOW3BOANMbIX Pe3ynbTaToB

AnropuT™ He faeT HUKaKoro
pesynbTaTta

MameHeHns B HoBOW Bepcumn
HapyLlarT Kog

TecTbl kOAa ANA NPOBEPKU
paboTocrnocobHOCTM anropntma

MO «DENTOMO» He paeT pesynbTarta,
NOTOMY YTO TUM BBOAA HE NPUHSAT

Tun BXOAHOrO M30BpaxeHns He
asnsetcsa davinom DICOM

Ob6bscHMTE BO BCMNNbIBAOLLEM
OKHe, YTO NMPUHUMAIOTCS TOSNbKO
dawnel DICOM.

Dentomo He gaeT HMKakoro
pesynbTaTa, NoTOMY YTO OH floMaeTcs
n3-3a TOro, YTo BBO He ABMsieTCs
CTOMAaTONOrMYECKUM U306paKeHneM
KNKT.

BxogHoe n3obpaxeHue He
SIBNSIETCS1 CTOMaTONOMMYeCKUM
n3obpaxeHnem KIKT.

BcnnbiBatowwee cooblueHne o ToMm,
YTO MPUHMMAIOTCS TONBKO CHUMKU
3y6os KNKT

MNpocTon MNMonb3oBatens nnn
agMVHUCTPAaTOp MOXET BUAETb
NauMeHTOB U3 APYToi KNUHUKA UK
opraHusauuu.

Y nonb3oBaTtens CAULKOM MHOFO
NOSTHOMOYUI UNN OH HE MPUMEHSET
npaBunbHy0 Ponb

NPUMEeHNTb NpaBuiibHble
NOSTHOMO4MA K NoJsib3oBaTENO

Y wraTHOro nonb3oBarens
crnpalmBatoT KIMMHKKY, B KOTOPOWA
paboTtaeT

He ABnseTcs NpobaemMoi pa3paboTkm

NpaBuIbHO ONpeaennuTb porb
nonb3oBaTens, kKoraa OH nonagaet
Ha nnatdopmy

Monb3oBaTens unum aAMUHUCTPAaTOpa
He cnpawunearT, B KaKOWM KMMHUKE OH

He aBnseTca npobnemon
pa3paboTku

npaBuIbHO onpeaeniTb Porb
nonb3oBaTens, Koraa oH nonagaet

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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paboTtaet

Ha nnatgopmy

MpocTon nonb3oBaTenb MOXeT
BUAETb MYHKTbI MEHIO MONb30BaTENS,
KOTOpble, Kak npegnonaraeTcsi, OH He

[OMKeH BUaeTb

He siBNsieTcs npobnemon
pa3paboTku

npaBuIbHO onpeaensiTe porb
nonb3oBaTens, kKoraa OH nonagaet
Ha nnatdopmy

MpocToii nonb3oBaTeslb MOXET BUAETb
MYHKTblI MEHIO OpraHu3aLum, KOTopble,
Kak npegnonaraercs, He
[AOIMKHbI BUOETD

He siBNsieTcs npobnemon
pas3paboTku

npasBunbHO onpedensTb porb
nonb3oBaTens, Koraa oH nonagaet
Ha nnatdopmy

[Monb3oBaTenbCKuii onepaTop He
MOXeT HalTu Nonb3oBaTenen B CTPOKe
novcka

Mounck He paboTaeT JOMKHBIM
obpasom

ncnpaeuTb front-
end/nonb3oBaTenbCKyHo
pa3paboTKy

M aeHTUMKaLNOHHbIN HOMEP
nauueHTa nosTopsieTcs 1/ unm
HapyLuaeTcs

MepeaHun ansanH He peann3oBaH
OOIMKHBbIM 06pa3om

ncnpaeuTb front-
end/nonb3oBaTenbCKyto
pa3paboTKy

B cnucke nauneHToB
AaTtbl HeENpaBuITbHO 0ThopMaTUpPOBaH
bl

MepeaHun ansanH He peann3oBaH
OOIMKHBbIM 06pa3omM

ucnpasuTb front-
end/nonb3oBaTenbCKyHo
pa3paboTky

B CM1CKe OTYETOB AaThl
HenpaBuIIbHO 0ThOPMAaTUPOBAHbI

MepeaHunn gnsanmH He peann3oBaH
OOIMKHBIM 06pa3om

ncnpasuTtb front-
end/nonb3oBaTenbCKyto
pa3paboTKy

Monb3oBaTernb-onepaTop He MOXeT
penakTpoBaTth NpoduIb NauueHTa

MepeaHun ansanH He peann3oBaH
OOIMKHbIM 06pa3om

ucnpasuTb front-
end/nonb3oBaTenbCKyo
pa3paboTky

PepaktnposaHue npodunsa nauneHTa
HEBO3MOXHO M3MEHWUTb AaTy poXaeHus

DatePicker HenpaBunbHO
peanv3oBaH

ucnpasutb front-
end/nonb3oBaTenbCKyto
pa3paboTky

Mocne 3aBeplueHNs peaakTMPOBaHUA
npocuns nauMeHTa HEBO3MOXHO
COXPaHUTb AaHHbIe

cdopma AaHHbIX NauneHTa
oTnpaenseTcs u3-3a 6akaHaa nnm
BHeLLHero uHTepdetrica

ncnpasuTb back-end/BHyTpeHHIO0
pa3paboTky

3arpy3uTb HOBOE uU3obpaxkeHne
HEBO3MOXHO

OTNPaBWTb HE yAanocb, cepBepHasi
YacTb He paboTaeT unu NHTepHeT
He paboTaet

mcnpaeutb back-end/BHyTpeHHIO
pa3paboTKy

PenaktpoBaHue npodunbHoro 3yGa
He coxpaHsieTcst

6a3a AaHHbIX NOAKIOYEHNS! He
paboTaeT AOMmKHBEIM 06pa3om

ucnpasuTb back-end/BHyTpeHHI00
pa3paboTky

Mpu Wwenyke No ogHOMY LIEHTparnbHOMY
3yby oToGpaxaeTcsi HENPaBUITbHbIN
BbICTYN C ero npodunem

He onpegenseT TekyLmn 3y6 nnu
A3bI4OK HE OTKpbIBaEeT Npodunb

ucnpasuTb front-
end/nonb3oBaTenbCKyHo
pa3paboTky

HEBO3MOXHO 3KCMOPTMPOBAaTb TEKYLLUIA
ot4yeT B popmarte PDF ans
n3obpaxeHus KIKT

OTO MOXET ObITb BbI3BAHO
npo6remon B CEpPBEPHON YacTuh

ucnpasuTb back-end/BHyTpeHHI00
pa3paboTky

Mocne peOakTypoBaHUs 1 3aKpbITUNA
pa3fenos BKMNagokK LEeHTpbl 3y6oB
TepsoTca

MepeaHAs KOHCTPYKUMS He
perynupyeTcs 4OMMKHbIM 06pa3om,
Koraa kopobka 3akpbiTa

mcnpaeutb back-end/BHyTpeHHIO
pa3paboTky

Bonblive nanbubl otyeTa
COOTBETCTBYIOT He Kaaomy 3yGy

MepegHuii oM3anH He peanv3oBaH
OOIMKHBIM 06pa3om

ncnpaeuTb back-end/BHyTpeHHIO0
pa3paboTky

CeaHcbl BXxoAa TepsoTcs npu
3aKpbITUK Bpaysepa

PPOHT HE KOHTPOMMPYET KyKM

ucnpasuTb front-
end/nonb3oBaTenbCKyHo
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pa3paboTky

KOMMeHTapVIM B OT4YeTe TepAalTCA

63KaHA He nonyyaeTt unu nepesHui
He oTnpasnseT

mcnpaBuTb PPOHT/O63KIHA
nonbL30BaTeNbCKUIN Y BHYTPEHHWI
ansanH

B MO «DENTOMO» HEeT BO3MOXXHOCTH
HanucaTb OT3bIB, BbIpa3nTb xarnoby,
OLUMOKY UNUN NpeanoxXeHne.

Eule He paspaboTaH

pa3paboTka 3ToM HOBOW (hyHKLMM

OTcyTCTBYET YAOCTOBEPEHNE NTUYHOCTH
C MAEHTUMDUKATOPOM NULLEH3NN,
ochuumansHbIMU NoroTUNamu,
ceptudmkatamm n 1. [.

Eule He paspaGoTaH

pa3paboTka 3ToM HOBOW (hyHKLMM

[nsa Bcex natonorun yctaHoBneH
o6wwmi nopor ¢ RPF <5%.

HekoTopble natonornm ¢ nydwmMn
06Hapy)KeHI/1ﬂMI/1 MOryT UMETb
nyyiwimne pesynbraThbl.

OTOT Nopor AMHaMUYECKUM U
BCerfga cHayana NnoHUuMamTe TOYKY,
6nwkanwyto kK kpueon. Ecnm aTta
TouKka Huxe 95%, ybeantech, 4TO
FPR <5%. 370 yny4ywaeT peakuuio
Ha Te MaTofiornm, KoTopble fny4lle
BbISBAOTCS.

MO «DENTOMO» paeTt HeagekBaTHbIN
pesynbTaT Npu UCMOMb30BaHNK
n306paxeHni c
MOJOYHbIMW/BEPMEHHBIMU 3yHamm.

B pykoBoacTBe nonb3osartens
MOSICHAETCS, YTO MHCTPYMEHT
npegHasHavyeH TonbKo Ans
B3pocnbix 3y6oB. ANroputm He
obyyeH aHanuaupoBsaTb
N306paxxeHns MOMOYHbIX 3y6oB.

B pykoBoacTse nonb3osarens
NOSICHSETCS, YTO MHCTPYMEHT
npegHasHayeH TomnbKo ANns
B3poCnbIX 3y6oB. ANroputm He
obyyeH aHanuampoBaTb
n3006paxeHns MOMOYHbIX 3y6O0B.

TexHunyeckue xapakrepmnctmkm MO «DENTOMOy;

[ns nporpaMmHoro obecneyeHnss HEO6XoaUMO, YTOOLI B CUCTEME OblNT YCTAHOBIIEH TOMBKO

Be6-6payaep.
TpeboBaHuA Kk bpay3epy:

Mockonbky MO «DENTOMO» — ato Beb-npunoxeHve, noHagobutca OGpaysep, 4TOObI

ucrnone3osatb 10

6narogapa React.Js,

«DENTOMO».

KOTOpPbIN

BHewHun wHTepdenc MO

«DENTOMO» paspaboTaH

6yp,eT COOTBEeTCTBOBATb MUHMMAlIbHbIM Tpe6OBaHI/I$|M

Opaysepa. Ncnonb3oBaHne React.js nogpasymeBaeT, 4yto Gpay3ep nogaepxusaet ES6. Euwe
oanH koMmnoHeHT MO «DENTOMO», KkoTopbli MO3BOMMT Ham BU3yanu3mMpoBaTb MoAenu
Biodigital, BcTpoeHHble B npunoxeHue. OTM Modenwn npeactasrneHsl B 3D n ucnonbsytoT
TexHonornto WebGL, noaTomMy oHM NoBbIWaT TpeboBaHus k 6paysepy n obopyaoBaHuIo.

Bo Bcex onepaunoHHbIX cuctemMax no ymondaHuio ycraHosneH 6paysep. NO «DENTOMO»

pekoMeHAayeT crieayrolve Be6-6paysepsbi:

Bpaysep Bepcus

56

Beinyck
01.2017

Chrome
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Fire Fox 54 01.2017
EDGE 79 01.2020
Safari TP 09.2016
OPERA 43 02.2017

Bonee nogpobHyo MHGopMaLMIO MOXHO HANTW 30eCh:

https://caniuse.com/?search=esé

https : // caniuse . com /? search = webgl

AnnapaTHble CUCTEeMHbIe TpeﬁoBaHVIﬂ K O60pynOBaHMIO:

TpeboBaHusi k o06opygoBaHWMO OydyT B OCHOBHOM OOYCIOBMEHbI MCMNOMb30BaHMEM

TexHonormn WebGL, koTopas TpebyeT 6Gonee BbicOkux TpeboBaHuMiA Npu OTOBOpaxKeHun

pe3ynbTaToB.
Mnatdopm OnepaunoHHas cuctema O6opyaoBaHue
a
Windows (1K) Windows 10 unu HoBee 8 'b O3Y (pekomenayetcs). 1 b +
Buaeonamsatb GPU.
Mac OSX 10.10.5 (Yosemite) wnu |8 I'b O3Y (pekomenagyetcs). 1 b +
HoBee Buaeonamsate GPU.
Linux Ubuntu, Debian, Fedora u T1.4.| 8 I'b O3Y (pekomeHgyetcs). 1 b +
Anpo 4.x nnu Hosee. Buaeonamsatbe GPU.

Hannuve noaxopsiwero MOHWTOpa Takke SBMSeTcA BaXHbIM daktopom. Korga peno
AoXoauT A0 NpocMOTpa M300pakeHWn, Ha KOTOPbIX OLEHMBAIOTCA BCE HIOAHCbI M OTTEHKW,
OYeHb BaXXHO MMETb BO3MOXHOCTb UCMnonb3oBaTthb npenmyuiectsa [0 «DENTOMO».

OntumanbHble napameTpbl MoHuTOpa 19 AworimoB  TpebyloTcs Ans  agekBaTHOro
B3aMMOLENCTBUA C NONb3oBaTeneM, XOTA ANS paspelueHus Bbicokon 4veTkocTn (1920x1080
nuKcenemn) pekomeHayeTcsa 24 gronma nnu onee.

MNoaoknioyeHne Kk UHTepHeTy:

MoakntoveHne K HTepHeTy nrpaeTt BaxkHyto porb B ucnons3oBaHun N0 «DENTOMO». MO
«DENTOMO» paboTtaet ¢ nsobpaxerHunsmu KIKT, paamep koTopbix YacTo npesbiwaeT 100 Mb
N MOXEeT pocTturaTb Heckonbkmx coteH MB. Tpebyetca MuHumym 100 MO6wuT/c, 4TOObI
obecneunTb afeKkBaTHYH PYHKLMOHANbHOCTb Nonb30BaTENbCKOro nHTEepdenca.
PekomeHayeTca mMcnonb3oBaTb ONTUYECKOE BOMOKHO BMECTO MeaHow napbl ADSL, NOCKONbKY
OMNTOBOJSIOKHO 0ObIYHO 06ecneunBaeT CMMMETPUYHYIO NOMoCcy nponyckaHus. Cnegyet OTMETUTb,
YTO MaKCMMarnbHas CKOpPOCTb HeOOX0AMMa B 3arpy3ke, YToObl ObICTPO 3arpy3nTb N30bpaxeHus,
No3TOMY PEKOMEHOYETCH MMETb CUMMETPUYHOE BOJTOKHO. Takum obpasom, MK unu Mac, 6ygb

To Windows 7 wnu Bbiwe, Linux unm macOS c¢ Bo3pactom okono 2010 roga, AOCTaTOYHO
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OOHOBMEHHLIN, C ObICTPbIM NogkntoYeHnemM K MIHTepHeTy, okono 100 Mowut/c goctaTtoueH gns
komcopTHOro nonb3oBaHus 10 «DENTOMO».

OTtknroyeHne UHTepHeT-coeAMHEHUA He BnedveT 3a cobon Kakmx-nnbo puUCKoB W/mMnu
HeraTMBHbIX MOCNEACTBUA NO OTHOLLUEHWUIO K MaumeHTy. HapylaeTcs nuwb npouecc 3arpysku
unu aHanmsa KJ1KT (B 3aBUCUMOCTN OT MOMEHTA, B KOTOPbIA NPOM30LLEN pa3pbiB), 3arpy3ky nnm
aHanua KJIKT MOXHO nepesanycTUTb Mocfne BOCCTaHOBMEHUS VIHTepHeT-CoeanHeHns W

nony41Tb NonHoueHHbIn pedynbtat oT MO «DENTOMO».
UHdopmaumsa o npoTokonax oomMeHa gaHHbIMU Ans ncnonb3oBaHus N0 « DENTOMOy;

Mockonbky MO «DENTOMO» sensietcs Beb-npunoxexHnem, HTTP aBnsieTcs NpoTOKONOM
obmeHa gaHHbiMKn O «DENTOMO». Bce genctBua HanpasnstoTca Ha Beb-cepBep, KOTOPbIv
nonyyaeT 3anpocbl OT cnyx0Obl REST. 37101 APl mmeeT psa MeTodoB AN MOMAyYeHUs U
obpaboTkm unsobpaxeHnn. OCHOBHOM KOHe4YHon Toukow (api/vi/report) APl saBnsetca ToT,
KoTopbI nony4vaet nsobpaxenne KITKT 1 Bo3BpawaeT popmaT, ONUCaHHbIN HKE. ITOT OTYET
MOXeT ObITb BbinyLleH, Hanpumep, JSON flat, unu npeobpasosaH B html unu PDF. HTTP - aT0
npotokon obmeHa gaHHbiMu MO «DENTOMO». Bce nelicTBus HanpaensawTcs Ha Beb-cepBep,
KoTopbl nonyyaeT 3anpocbkl oT cnyxbbel REST. B atom APl ecTb Heckonbko mMeToOoB Ans
nony4eHns n3obpaxeHun n nx obpaboTku.

OcHoBHast koHeudHass Todka ( api / v1 [/ report) APl - 31O Ta, KOTOpas nonyyaet
n3obpaxeHme CBCT u Bo3BpallaeT ¢opmMar, OMUCAHHbIA HWKe. ATOT OT4YEeT MOXeT ObiTb

odopMneH, Hanpumep, B nnockomM dopmarte JSON mnm npeobpasosaH B HTML nnn PDF.

"panoramic": "data:image/png; filename=asia.png;base64,< ---- Image
in base 64 -———— >",
"panoramic size": |
551,
401

1,
"top": {collection of teeth from the upper jaw},
"bottom": {collection of teeth from the lower jaw}

O6uwas cTpykTypa pasgeneHa Ha 3 yacTtu, naHopamHas dotorpadus, B base64, ¢ ero
pasmepamMu, Konnekumnsa 3y6oB BEPXHEN U HUXKHEN YENIOCTMU.

Kaxxabin 3y6 asnsietca JSON-06BHEKTOM CO cnenyoLen CTPYKTYPO:

llid": {

center: which defines the central position of the tooth, on which the
cuts are made,

exist: which defines whether the piece exists or not, in which case

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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the array images will be empty,

Health: whether you have associated pathologies or not,
Treatment: what treatments have been applied,

images: image array in base64 ready for presentation

}

For example:

"le6": {
"center": |
142,
120
I
"exist": true,
"healthy": false,
"pathology": [],
"treatment": |
"Crown",
"pont"
I
"images": ["data:image/png;filename=asia.png;base64< ---- Image
in base 64 —-——— >",
" data:image/png; filename=asia.png;base64< ---- image in base 64 —----
>"I
"data:image/png; filename=asia.png;base64< ---- image in base 64 —--—--
>V o0

B kayecTBe anbTepHaTMBbLI Mbl MOXEM NONY4YMTb NOpT B BUAe html-ctpanmubl nnu PDF:
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Puc 7. N'pachmuyeckuin ot4eT U onMcaHue NaTonorum Kaxaporo 3yba
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TIME 63.1 ms SIZE 343 KB 14 Minutes Ago

DENTOMY
Scan Report
Mon Oct 2115:00:54 2019
! o 8 A ‘ A & ‘ "
18 17 16 15 14 13 12 n il 22 3 24 5 26 27 28
48 47 46 45 44 43 42 41 E1l 32 33 34 35 36 37 1]
1 W reral W teoithy Amalng o
Tooth detail
Treatment and Treatrment and
n l Healthy 12 ‘. pathologies 13 ] pathalogies 14 l Healthy
L] Caries, Abrasion, fill 8 Abrasion, fill
. Treatment Tregtment "
15 No tooth 16 fill, part 17 fill, part 18 Mo tooth
Treatrnent and -
2 1 Healthy 2 l Healthy 5 | pathologies 24 ﬂ'lfom'em
& Abrasion, fill
Treatrment and Traatrment
5 1 Healthy Zﬁg pathologies 27 e ) 28 No tooth
fill
Caries, fill
¥ Pathologies ¥ Pathologies # Pathologies Treatment
L | Abrasion 52 ' Abrasion 3 ‘ Abrasion 3 fill

Puc 8. Npachmuyeckui oT4yeT U onMcaHue NaToNorMm Kaxaporo 3y6a

B MO «DENTOMO» HeT npouecca yCTaHOBKU UNW yAaneHUs Kak TakoBOro, NoTOMy YTO 3TO
Beb-cnyxba, koTopad He COXpaHAeTCs Ha KIMeHTCKoOM KomnbtoTepe. Loctyn k [10
«DENTOMO» ocyLlecTBnsieTca Yepes y4eTHble AaHHble, NO3BONsLWmMe OTKpbITh ceaHc. Nocne
3aBepLUEeHNs ceaHca Ha KOMMbIoTEPEe He OCTaeTCs HUKaKMX Cneaos.

Ona yctaHoBkn u nonb3oBaHuss 1O «DENTOMO» He Tpebyetcss AOMOMHUTENbHbIX
HaBbIKOB MNW KBanudukauuin, OOCTAaTOMHO yMEHWe BNageHUs KOMMbITEpPOM Ha «BObITOBOM

ypoBHe». [Ons pabotbl Cc BebG-Bepcmen HeOOXOAMMbI  TOMbKO  YyYE€THble  [aHHbIE,
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Nnonb30oBaTENbCKMA  MHTEPEENC WHTYMTMBHO MNOMOraeT mnosfib3oBaTtento npu pabote c
nporpaMmMHbIM obecnevyeHnem.

MO «DENTOMO» 6bin paspaboTaH B pamkax napagurmbl 6€30MacHOCTM, YCTaHOBNEHHOWM
ISO/IEC 27001:2017.

Uenb 1: 3awmTta MHPOPMaALMOHHbIX aKTUBOB

Kak nogpobHo ykazaHO B nonoxeHun 11, MHBEHTapu3auus akTMBOB U Knaccudukaums
WHpopmaumm, Hambornee BaxHass 4YacTb CuUCTeMa  ynpaeneHuss  MHGOpMaLMOHHON
6esonacHocTblo (CYWMB) GyaeT OCHOBLIBATLCA Ha MOMUTMKE N Mepax KOHTPOIS, MPUMEHUMbIX K
KaxxgoMy m3 Hux. C TOukM 3peHuns ynpasrneHust 6e30nacHOCTbIO KparHe BakHO obecneymnTb
3alWnMTy aKTMBOB W JOCTYN K HWUM TOMbKO Ans BbliOpaHHbIX pornen. Takum obpasom,
noaaepXmeas kak MoXHo 6onblue cerperauun, 6yayT 3almLLaTbCa akTUBbI.

[lns npoBeeHUs TaKoM cerperaumm Heob6xoAMMo YETKO onpeaenTb Poan B MHGOPMaLIMOHHOM
cUCTEME W TPYMMY WAKW TPYMMbl, K KOTOPbIM MPUHAONEXUT Kaxgas u3 HuX. Bnocnegcrteum
NPUBUETMIN KaXKA0M POan BylyT HACTPOEHbI A1 KaXKA0ro U3 aKTUBOB B CUCTEME.

3apayva 2: YnpaBneHue puckamum MHPoOpmMaLUMOHHON Ge3onacHOCTU ANsa nogaepKaHus

MX Ha NpuemMneMoOM ypOBHe.

lMonoxeHune 22 ykasbiBaeT Ha PUCKKU, KOTOPbIE CYLLLECTBYIOT B KadecTBe MHOPMAaLMOHHbIX
akTMBoB. B 9TOM nyHKTe yCTaHaBnMBaeTCsl NOAXO4 K 3TMM pucKam, a 3aTeM yKasblBaeTcs,
Kakoe BIIMSIHWE OHW OKa3bIBAKOT HA OpraHu3auuio.

MpoBepka NOASIMHHOCTH

Korpa peno pgoxoguT QGO 3awuTbl  akTMBOB, HeoOXoguMmo, uYTOObl  Kaxgbii  r3
YYBCTBUTESIbHbBIX aKTUBOB OpraHn3auumn Obin 3aLuLLeH 3a CUCTEMON NPOBEPKM MOAMMHHOCTH.

Mpn pgocTtyne K WMHGOPMALMOHHLIM aKTMBaM HeOoOXOAMMO Y4uTbiBaTb, YTO HE Bcerga
UMeEeTCH KOHTPONb Hag kaHanom. CyuiecTByeT BO3MOXHOCTb MMETb HEKOTOPbLIA KOHTPOSb Hapg,
foKanbHOM MHTpPaceTblo, HO Npu nepexoge depes VIHTepHET HeobXxoaMMo MMETb HadeXHble
cucTeMbl 4OCTyna, Takue kak Basic Auth, Digest Auth, Oauth unu JWT. Xopowei punocodguen
SABMAETCS AOMOMHUTL 3TN CUCTEMBI, FAe 3TO BO3MOXHO, CUCTEMOW ABOVHOM ayTeHTUmkaumn.

ABTOpUu3auuma

Mocrne npoBeEpPKU MNOANMHHOCTM HEeoGXOAUMO YCTaHOBUTbL aBTopuM3auuilo AocTyna Aans
aKTUBOB W CBSI3aHHbLIX C HUMUK pecypcoB. [ns oCcyLeCcTBNEHMS 3TOrO pa3peLleHms Heobxoammo
YyCTaHOBUTb NPUBUNENMM 3TUX aKTUBOB B 3aBMCUMMOCTU OT UX POfv U uneHctea. lMpaBa moryT
ObITb Ha NPOYTEHWE, 3anucb, BbINONHEHWE, YAaneHne u T.4., B 3aBUCMMOCTW OT TOrO, Ha KaKoMm
aKTUB OHM CccbinatTcs. OTU npaBa [ocTyna Takke MoryT ObiTb pasgeneHbl Nno-pasHoMmy Ha
Apyrve Kateropun, Takme Kak NpoekT, cpeaa, nornyeckas obnactb unmn obnactb nnm onepauus.
Takum o6pa3oM, nofb3oBaTeflb MOXET MONyYuTb AOCTYNn K MPOEKTy TOMbKO B
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npeanpon3BoACTBEHHOM Cpeae, B KOHKPETHOM PErMoHe, U C NpaBamMm YTEHUS, @ He NpaBaMu Ha
co3gaHve unv yaaneHue.

Taknm obpasom, ynpaBneHue HOBbIMM MNonib3oBatensmu B ISMS Tak ke npocTo, Kak
BKJIIOYEHME NX B COOTBETCTBYHOLLYIO Fpynny, TakuM ob6pa3om, OHM aBTOMATMYECKN Nnosny4vaT Bce
COOTBETCTBYHOLLME NpaBa AocTyna.

Uenb 3 LlenocTtHOCTb MHDOpMaLm

Llens naeHTMdumKaLmm OCHOBHbLIX aKTUMBOB KOMMaHUM 3aknioyaeTcs B 3aliuTe U 3awute
NHpopMaLMK, KOTOPYI0 OHU cofepaT. Llenb cocTout B TOM, YTOGbI COXpaHUTb LENIOCTHOCTb
AaHHbIX C TeyeHMeM BpemeHu. LlenocTtHocTb, MoOxeT ObiTb, CKOMMPOMETUPOBaHa M3-3a
PasnuUyHbIX MPUYMH, HENPOU3BONBHOIO WM HEXenaTenbHOro U3MEHEHUs! AaHHbIX, U3MEHEHUs!
TPETbUMU NMLAMU, KOTOPbIE 3NTOHAMEPEHHO CTPEMSATCS YHUYTOXWUTDL UM NPUCBOUTL AaHHbIE.

LlenocTHOCTb AaHHbIX

LlenocTHOCTb OaHHbIX, MOXET ObITb, OOYCroOBreHa HeckonbkuMmu akropamu. OHM MoryT
ObITb BbI3BaAHbI:
° TexHU4YecKumn cO0mn: TeXHMYECKNIN OO BO3HMKAET, eCin n3-3a TEXHNYECKON Npobnemsbl
cucTemMa BbIXOOMT M3 CTPOS, HaANPUMEP, KECTKUA AUCK MOBPEXAEH, U Mbl MMEEM MNOoTepio
AaHHbIX. YTOObI 3aWmMTUTL cebsi OT TakoW CUTyauuu, BaXHO UMETb perynsipHble pe3epBHble
KOMWM BalNX OaHHbIX.
° C6on nporpammHoro obtecrneyeHusa: cbOoOM NporpamMmMHOro obecneyeHus MoXeT
nNpmMBECTN K TOW Xe cuTyauun. Npobnema B 6a3e gaHHbIX MOXET OCTaBUTb MHAEKC Tabnuubl
nospexaeH unm coon B genctenm Cron MOXXeT OCTAaHOBUTL BbI3OB ONpeaeneHHoro npouecca.
o YenoBeuveckasa owwmbka: Yenoseyeckas owmnbka BO3MOXHA BO BCEX 3KOCUCTEMAX W
cpefax, U HUKTO He 3acTpaxoBaH OT Hee. YTobbl 3awmuTtntb ceba MU MUHUMU3NPOBATbL PUCK,
HeoOxoaMumo crnegoBaTb MNepefoBbIM MPaKTUKaM, KOTOpble MOryT BapbuMpoOBaTbCA OT
noaaepaHusa nopsigka B paboyven obnactv 4o oTkasa OT 4OCTYNa K KOHCOMW C NpUBUNETNSIMU
root 1 BO3MOXXHOCTU Cry4anHO YHUYTOXUTb AaHHbIE UK KoA,.
° YMbiWneHHaa aTtaka: YMbllWneHHas ataka B nobon ns ee bopm npeacrasnsieT cobomn
PUCK, KOTOPbI MOXET NOCTaBUTb MOA Yrpo3y LIeNOCTHOCTb AaHHbIX. OrpaHU4eHHOro peLueHus
ANs 3aWmThbl OT Hero HeT. PelleHne oxBaTbiBaeT HECKOMBLKO acnekToB, OT CaMoro cepBepa Ao
ceTu. VicnonbayeTcsa kpuntorpadmyeckoe WndpoBaHne, KoaNpoBaHme, LWNGpoBaHNE AaHHbIX,
pasgeneHve cpepd, OrpaHuyeHwe pAaHHblX B BupTyanbHbix ceTax (VPC), 6nokupoBaHue
poctyna k VPC, 6acTtnoHbl, 6paHamayapbl, MOHUTOPUHT COObITUIA U T.4.

LlenocTHOCTbL cucTeMbl

OnpepeneHne LENOCTHOCTM CUCTEM MpeanonaraeT, YTo cucTema Bcerga 6y,1:|,eT haBaTtb

nocriegoBatesibHble pe3yribTaTbl. C oaTton uenbio npu Bbl60pe TOrO, KakoM W3 HUX HaMm
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noaxoauT, HeobXoOMMO YYUTbIBATb acheKTbl MNPOM3BOAUTENIBHOCTUM W COrNlacoBaHHOCTYU
PasnMyHbIX ONepPaLMOHHbIX CUCTEM M apXUTEKTYPbl CUCTEMbI, TaK KaKk eCTb CUCTEMbI, KOTOPbIE
3aTPyOHSIOT Xakepy WMUTUPOBATb WM U3MEHsSITb MporpamMmmy OMepauuoHHON CUCTEeMbl Npw
MCMOSb30BaHUM BbICOKOrO YPOBHS 6e30nacHOCTy.

Be3oTka3HoOCTb

MeToabl NpoBepKM OTNPAaBKM U NONyYeHNs AaHHbIX obecneunBatoT 3awmTy n 6e3onacHoCTb
OT NpepbIBaHMS C NOMOLLBIO LIMPOBbLIX CEPTURPUKATOB MU KpunTorpadmm OTKPbLITOroO Krto4va angd
noanucaHus TpaH3akKuui, COOOLLUEHUA U COMPOBOAUTENbHbIX [AOKYMEHTOB, a Takxke
3EKTPOHHbIX NoANncen.

Be3oTkasHOCTb OTHOCUTCS K cnyxbe GesonacHOCTM, KOTOpasi MO3BONISIET AOKa3aTh y4yacTue
CTOPOH B coobLieHnn. Taknum obpasom, CyLLLeCTBYOT ABE BO3MOXHOCTMU:

* Be30TKa3HOCTbL B UCTOYHMKE: OTMPaBUTESb HE MOXET oTpuuaTtb, YTO OH OTNpaBus,
NOCKOSbKY nonyyaTenb UMEET 4oKa3aTeNbCTBO OTNpPaBKy.

* Be30TKa3HOCTb B NyHKTe Ha3Ha4YeHuUs:

Monyyatenb He MOXeT OTpULAaTb, YTO OH MOMYy4YUn COOBLLEHUEe, NMOCKONbKY OTNpaBUTeNb
UMeeT [oKas3aTerlbCTBO NosiyvyeHus. Hanuume pokymeHTa M CBSAA3aHHOM C HUM LMdPOBON
nognucu dynet achdekTUBHBIM JoKa3aTeNbCTBOM COAEPXKaHUSA 1 aBTOpa AOKYMEHTA.

KOHOUAEHUMUANBHOCTD

Monutnka Ge3onacHOCTU AOMKHA rapaHTUpoBaTh KOHMUAEHUMANLHOCTL UHOPMaLmMK, TO
ecTb:

KoHpungeHumanbHaa uHOpMauua XpaHUTCA B 4acTHbIX cpefax W 3awuueHa oT
HEeCaHKLMOHNPOBAHHOrO [0CTyna W BpedoHOCHbIX artak. B 3aBucumocTn oT TOro, rae
npomnsBoasaTca paboTbl, NOTPebyOTCA HEKOTOPbIE MexaHM3Mbl 6e30nacHOCTU Ans:

e [loctyna B IHTepHET 1 rapaHTua KOHOUAEHUNANBHOCTU HYXHO 3alimMdpoBaTh AaHHbIE C
nomoLLbo LUngpoBbix cepTudmnkaTtoB Secure Socket Layer (SSL) coeanHeHus.

e [loctyna k uHTpaceTtn ucnonwa3ytTtcsa Virtual Private Networks (VPN) ansa gocrtyna K
WHTpaceTn U nokarnbHbIM cepBucaM. Takke Ucnonb3yeTcs OOCTYN K MHTpaceTn Ans 3awuThbl
poctyna K ycryram, [JOCTYNHbIM TOMbKO W3 WHTpaceTu, Hanpumep, K nnargopme
npeasapuTenbHOro NPou3BOACTBA.

Uenb 4: peBn3sna peatTenbHOCTN No obecnevyeHnto 6e3onacHoOCTM.

Mpouecc ynpasneHus MHPOPMaLMOHHON 6e30MacHOCTEI0 — 3TO HEMPEPbLIBHBIA NpoLecc, U
B €ro pamkax HeobGXxoaMMO NPOBOAUTb PErynsipHble BHYTPEHHWE ayauTbl ANt NPOBEPKU BCEX
cucTeM. JTOT ayauT 3aTparMBaeT BCe CUCTEMbI OpraHu3aunm, Kak rokanbHble, Tak 1 obnaydHble,
cTauMoHapHble Mnn mobunbHble. OH BKMOYaeT B ce6S MOHUTOPUHI COObITUIA, CBSI3aHHbIX C

0e30nacHOCTblo, 4TOObl MOXHO ObINo KOHTPOJIIMpOBATb NOTEeHUMalbHble YA3BUMOCTW.
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Hanpumep, 3anncb 06 ycnewHoOM W HeyaadHoOM [ocTyne, KoHdwurypauum BeG-cepBepoB,
3arosioBKoOB 1 cepTudmkaToB U T.4. C NOMOLLBI0 3TOM MHGOPMAaLUM Mbl MOXEM OLEHUTb, KTO
YTO AenaeT U C KakMM ypoBHeM 6e30MmacHOCTU B Halux cuctemax. [ns 3Toro B MepByto
ouvepeab HEOOXOAMMO MMETb YeTkoe NpeAcTaBreHne O puUckax, KOTOpbIM NoaBepXKeHa Kaxaas
cUCTEMA, O KOPPEKTUPYHOLLIMX Mepax M NPUMEHSIEMbIX OEACTBMAX. Pe3ynbTaTtom 3TON NpoBepKu
SIBMSIETCA OTYET O HeCOOTBETCTBUSIX M 3aMeYaHUsiX, a Takke O Mepax, KoTopble HeobXxoaMmo
NPUHATL BO BHMMaHWe. Ha OCHOBe HacTOSILIEro ayaMTOPCKOro OT4yeTa Mbl MPUCTyNnaem K
pa3paboTke nnaHa AerCTBUIA, B KOTOPOM YYMTLIBAOTCS Mepbl, KOTOpPblE AOMKHbI ObITb MPUHATI
B KpaTKOCPO4YHOW nepcnekTnee. M B nocnegoBaTenbHbIX MTepauusix Te HEecoOoTBETCTBUSA,
KOTOpble ObINM 0GHapyKeHbl, ounwaTcs. CneayeT yunTbiBaTbh, YTO ONpeaeneHHbIe PUCKU He
MOryT OblTb YCTpaHeHbl, W MpeanonaraeTcs, 4YTO OpraHuM3auusi NpUHMMAET 3TU PUCKU WU
NoCneacTBUs, KOTOPbIE OHU MOTYT Bbi3BaTb, U UX YPOBEHb.

Llenb 5: ocywecTBNeHNe KOPPEKTUPYOLWMNX U ynyvywawwmx mep ana UFCH.

HeobxogMmo npoBoauTb pasnuune mMexay NpeBeHTUBHLIMM Mepamu, KOTopble MOryT ObiTb
NPUHATBLI B paMKax CUCTEMbI, U1 MepaMmn No UCNPaBNEHMIO NOSNOXEHUS:

e [lpeBeHTUBHbIE OEWCTBUS: OEWNCTBUS, NPEONPUHATbIE NS YCTPAHEHUS UMW CMATYEHMUS
NpUYMH MNOTEHUMANbHOr0 HECOOTBETCTBUS UMM OPYrorM MNOTEeHUManbHO HexenaTenbHON
cuTyauuu.

e Koppektupyowune [encTBusa: OEWCTBUSA, NPeanpuHaTble ANns yCTpaHeHuUs NPUYMHGI
BbISIBIIEHHOrO HECOOTBETCTBUSA UMM APYrOon HexenaTenbHON cuTyauuu.

KoppekTupytowime AencTBua MoryT ObiTb HamnpaBrieHbl HENOCPEACTBEHHO Ha ynyulleHune
CYWB vnu ycTpaHeHne NpuynH obHapyXeHHOro HECOOTBETCTBUS.

Meponpuatnsa,  HanpaB/ieHHble  Ha  COBeplUeHCTBOBaHMe  «CUCTeMbl  yrpaB/ieHuA
MHPOpMaLMOHHOM 6e3onacHocTbio» (CYUB):

e OOHOBMATL 3aMHTEPECOBaHHblE CTOPOHbI, KOrga MPOUCXOAUT WM3MEHEHME KOHTEKCTa,
Hanpumep, U3MeHeHe TEXHONOMN, KIMeHTa, PerMoHa unm cektopa.

e OG6HoBMNeHNe TpeboBaHWI N OXXNOAHUIA 3ANHTEPECOBAHHbBIX CTOPOH.

e [1naHvpoBaHMe aHanu3a 3aMHTEPECOBaHHbIX CTOPOH.

e Onpepenutb KaHanbl CBA3M M NMLO, OTBETCTBEHHOE 3a 0bLLeHne C 3anHTepecoBaHHbIMU
CTOPOHaMMW.

e [lnaHvpoBaHMe aHanuM3a pPUCKOB, BbI3BAHHbLIX  WU3MEHEHUAMW  KOHTEKCTa U
3aUHTEPECOBaHHbIX CTOPOH.

e AHanu3 BO34enCTBMS HOBbIX PUCKOB M 3aTPOHYTbIX 3aUHTEPECOBaHHbIX CTOPOH.

MpuBneyeHne meHemxkmMeHTa K npoueccam CYWB BHyTpu opraHmsaumu.

[lencTBUS, HanpaBneHHble Ha YCTpaHeHUe NPUYMH HECOOTBETCTBUS:
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e Ha ocHOBaHMWM MOSIBNEHUSI HOBbIX aKTMBOB W pe3ysibTaTOB aHanu3a PUCKOB MO 3TUM
akTBam OyayT onpefeneHbl COOTBETCTBYHOLLME AENCTBUS.

e ConoctaBnaTb KaXgoe W3 YXXe OCYLIEeCTBNEHHbIX OEWCTBUMA C aHanusuMpyembiMu
prCKaMmn 1 aKTUBaMW.

* YCTaHOBMNEHME KOHTPONS U NPUHATME MEP Ha OCHOBE 3aTpaT W BbIFOA OIS BbINOMHEHUS
06513aTenbCTB, YCTAHOBIEHHbIX B OTHOLLIEHMN yYeTa PUCKOB.

e [lonyyeHne OT BnagenbLEB aKTMBOB MNOATBEPXAEHMSI nrnaHa obpaboTku puckoB U
COOTBETCTBUSI NPON3BEAEHHbBIX OCTATOYHbLIX PUCKOB.

e [lonyynTb NPUHSATUE PYKOBOACTBA Ha NeYEHNE PUCKOB.

3apava 6: KoHTponb 3a cobnoaeHuem Tpe6oBaHMn MHPOPMaALMOHHON Ge30MNacHOCTHU

Cuctembl ynpaBneHusi MHAOPMAaUMOHHOMW ©e30MacHOCTbI0 MOAYMHAIOTCA NPaBOBbIM,
HOPMAaTMBHbIM M OOroBOpHbIM TpeboBaHusiM GesonacHocTn. OCHOBHas LEefb 3aknyaeTcs B
TOM, 4YTOObI U3bexaTb HaPyLUEHUST KaKUX-NIMBO opuandecknx Unn AoroBOpPHbIX 0643aTenbCTB.
[nsa ocylwecTBNeHUs aTMX Mep HEOBXOANUMO BbINOMHUTL CriegyoLmne Wwaru:

1. OnpegenuTb npaBoOBble, HOPMAaTMBHbIE W [JOroBOpHble TpeboBaHMs, a Takke
onpeaenntb U AOKYMEHTUPOBATb MNOAX0M KOMMAaHUKM K X COBNIOAEHMIO.

2. YctaHoBuTb npouenypbl Ans cobnogeHus 3akoHa 06 UHTennekTyanbHOW 3alumTte
(LPI).

HeobxogMmo wunaeHTMduUuMpoBaTb BCe akTuBbl, Tpebywowwme 3awmtel [MAC. 3710
HeobX0aANMO yYnTbIBaTL:

e [lepuoguyeckmin 0630p NpoLEeCcCoB U NHHPOPMALMOHHBIX CUCTEM.

e Agantaums TeXHMYecKon WHGPaCTPYKTYpbl (Hanmpumep, CUCTEMbl AMs 3KCnnyatauuu

XXypHarnoB, BHegpeHne Kpuntorpaduyeckoro KOHTpond, npuobpeTeHne unu paspaboTka

HOBbIX CUCTEM U T.4.).

e PeopraHunsauns BHyTPEHHMX NPOLECCOB U/MNN N3MEHEHNS ONepPaTUBHbIX NPOLeaYp.

*  AyYTCOPCUHI AeATenbHOCTU BHE OpraHu3aLmu.

¢ [IpmeHeHne MeXaHM3MOB MOHUTOPUHIa MHopMauumn 1 NpaB NoNb3oBaTenen.

e C6op gokasaTtenbCTB nepen NMLOM BO3MOXHbBIX KOMMNbIOTEPHbBIX MPECTYNMNEHUN.

e KOHTaKT C KOHTPOJSIbHbIMW OpraHamu, TpebyemMbiMn B 3aBUCMMOCTM OT KOHKPETHOIO

cnyyasa (AEPD n FCCSE).

Uenb 7: MoBbilweHUe ocBegoMmneHHocTtn o CYUM

BHeOpeHne cucTeMbl  ynpaBneHWst  MHGOPMaUMOHHOM  GesonacHocTblo  TpebyeT
TpeboBaHMIN K KOMMYHWUKAUMOHHBbIM nNpoueccaMm nboro 3anporpammMUpoOBaHHOMO, KOTOPbIN
CTPEMUTCS BHECTU WM3MEHEHUS1 UMK YnyylleHust B opraHusaumm. KoMMyHUuKaums HacTonbKo

BaXkHa, YTO OHa SBMSETCA OOHMM M3 Kntoden k ycnexy npoekta ISO/IEC 27001:2017, Ges
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COTPYAHMYECTBa N y4yacTusa Hamboree BaXKHbIX 3aMHTepecoBaHHbIX CTOPoH ISMS TepsieT cBoto
HanpaBneHHoCTb. C Apyron CTOpoHbI, ycnex MHpopMaLunoHHON 6e30nacHOCTN 3aBUCUT OT TOrO,
HACKOMbKO COTPYAHWKM OCO3HalT, ModyemMy Heobxoaum onpefdeneHHbI KOHTPONb  Wnu
aenicteue. Heobxogumasa motmBaums Heobxoanma AN OOCTUXKEHUSI Yero-To, YTO B NPOTMBHOM
cryvyae MOXeT NnokasaTbCsl Hepa3yMHbIM UM HeobxoanMbIM. W, HAKOHeL, OCO3HaHWE KITMEHTOM
HeobXxoOMMOCTN MoAAepXaHusa KynbTypbl 6e30nmacHOCTM BO BCexX npoueccax YChewHo
3aBepwaet ISMS. O1anbl BHegpeHus KynbTypbl MHOPMaLMOHHON 6e30MacHOCTU:

e [lpnBEpPXXEHHOCTb BbICLUErO PyKOBOACTBA MH(pOpMALMOHHON ©6e30NacHOCTH.

e (OOLLUeHMe ¢ YneHamu opraHnsauun.

e [logrotoBka un o6y4yeHMe UNEeHOB oOpraHusauMmM Mo BOMNpPOcaM WH(OPMaLMOHHON
6e3onacHoCTW.

e [lpnBEpPXeHHOCTb COTPYAHMUKOB.

b nJ'IaHI/lpOBaHI/Ie y‘-leGHbIX npoueccos A4 4neHoB opraHn3aunn Ha perynﬂpHon OCHOBE.

MpoTokonbl o06MeHa fgaHHbIMU Ans ucnonb3oBaHnusa MO «kDENTOMO»

Puc 3. PesynbTaTt otyeTa B PDF ¢hopmaTte MO «DENTOMO»

Puc 4. PesynbTtaTt otyeta B PDF chopmate MO «DENTOMO»

WHcTannauma n genHctannaums He npumensetcs, Tak kak [10 «DENTOMO» He Tpebyet
yCTaHOBKU. TOnbKO ydeTHble AaHHble, npegoctaBneHHble komaHgon [10O «DENTOMOv,
Heobxoaumbl Ana gocTtyna K nnatgopme, a Takke ANng NpocToro O3HakoMmmeHusa ¢ paboton
nporpammMHoOro obecneyeHusi. ToOMNbko y4eTHble AaHHble, NpefocTaBreHHble Komangon [10
«DENTOMO», Heobxoaumbl ona goctyna K nnatgopme, a Takke And npocToro 03HaKOMSEHUS
¢ paboTon nporpammMHoOro obecneyeHus.

Kaxgpih pas, korga KomaHga TeCcTMpOBaHWsS MNOATBepXAaeT, 4YTo  (PYHKUMOHAasbHble
BO3MOXHOCTM ObINM OXBayeHbl MU YTO OHU COOTBETCTBYIOT LENSAM BbiMyCKa, MEHEOXXep TECTOB
nogTeepXxaaeT meHemkepy Devops, 4To pa3BepThiBaHNE OOIMKHO ObiTb BbINONHEHO. M3 github
cospgaetca TAG, KOTOpbIM mMAEHTMUUUPYET «(OTO» PENO3UTOPUA C TEYEHWEM BPEMEHMU.
Mocne 3aBeplueHns Bbinycka. B AWS pasBepTbiBaeTcsa onpeneneHHas Bepcusi penos3ntopusi.

Bepcuu teros Github
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Pipeline PROD-Frontend-Dentomo-AWS

nnnnnn

w
Recent Changes
e

Stage View

BUILD BUILD
Clean & Pull Config Testing Build Publish Invalidate
STARTED SUCCEED

Average stage times: 749ms 3s 22s 4s 165 8s 8s 452ms
(Average Full run time: ~1min 4s) = — - — - -

Novzs
1059

Mar 03
1207

Janis ’—| 17s as 18s
217

g 225 21s
142

Pipeline PROD-Backend-Dentomo-AWS

aonanang
=" Recent Changes
—

Stage View

Pull code,
build & push
docker images

BUILD
STARTED

dentalxr-api- dentalxr-api- Sonardube BUILD
proxy proxy-clients 4 SUCCEED

Average stage times: 376ms 27ms 22s 1min 55 2s 311ms
(Average Full run time: ~1min b ' — =
10s)

Dec17 .
i 22s 1min 5s
11:59

SonarQube Quality Gate

dentalxr-api

server-side processing:

Puc 9. Bepcus penosutopusa B AWS

MO «DENTOMO» He siBnsieTCsl OKOH4YaTENbHbIM ANArHOCTUYECKMM WHCTPYMEHTOM, 3TO
cMcTeMa MOMOLLM NPUHATUA pelleHns Ans NpogeccuoHanoB B UX NOBCeAHEBHOW paboTte, HO
OH HUKOrAa He MOXET 3aMEeHUTb UX MHeHUs U pelleHus. OCHOBbIBAsiCb Ha 3TON hunocoduu,
nocne ob6HapyxeHns ownbkn unu owmnbkn U NOATBEPXKAEHUS TOro, 4YTO OHa Bcerga
BocrnpoussoauTtcs. B pasgene «O6GpaTHas cBA3b» nonb3oBaTenb [OMMKEH AaTb onucaHve
XapakTtepa owmnbku, Wwarm no ee BOCNPOU3BEAEHNIO U Cpeabl, UCNONb3yeMOoWn norib3oBaTenem.

MO «DENTOMO» HM B KOeM criy4yae He 3aMeHsleT MHeHWe cTomaToriora u fiBnsieTcs
CMCTEMOW MOMOLLM NPUHATUSA pelleHUs ANns Bpaya cTtomartoriora. 3TO O3Ha4yaeT, 4To
MHeHue npodpeccMoHanoB B obrnacty cromartoniormm Bcerga 6yayt npeobnagaTtb Hag

MHEHUeM, KoTopoe MoxeT noctaBuTb MO.
TexHn4eckoe conpoBoxaeHue u nogaepxka NO «DENTOMOy;

Mnatdopma nopoepxmBaetcs Amazon Web Services. Bce uwactu npunoxenuns MO
«DENTOMO» ocHoBaHbl Ha SAAS, To ecTb Software as a service. ToT cakT, 4to Beb-cepBepbl,

6a3bl AaHHbIX, 6ANaHCMPOBLUMKN Harpyskn n 1.4., 06CnyxmBatTca Takum obpa3om, o3Havaer,
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YTO 3adaun obCNyXMBaHWsi CBOOATCS K MUHUMYMY, OCBOOOXOas agMUHMCTpATopa OT Takux
3aay, kak OOHOBMNEHME OMepauMOHHON CUCTEMbI UMK yCTaHOBKa MyTewn goctyna. [ockonbky
370 BeDb-cepBUC, HET HEoBXOAMMOCTM OOCNyXMBaTb €ro CO CTOPOHbI MONb3oBaTenNsd, KpoMe

nogaepxaHusi pabotocnocobHOCTU BED-KINMEHTA.

Mepbl 1 cpeacTBa 3alWmTbl OT HecaHKUMoHUpoBaHHoro aoctyna k MO «DENTOMO», n 06

obBecneyeHue ero kKubepbesonacHocTu, B TOM Yucne:
AHanuns puckos

B cnydae, ecnu kakon-nnbo M3 OCTATOUHbLIX PUCKOB, CBSI3aHHbLIX C MepBOHAaYanbHbIM
pUCKoM, cumTaeTcs HenpuemnembiMm, nocne nposeaeHns COOTBETCTBYIOLLNX
npodunakTuyecknx nencteui 6yaeT oOcylecTBNeH OOMNOMHUTENbHbBIA KOHTPOMb PUCKOB.
BHegpeHne JONOMHUTENBHOIO KOHTPOSS PUCKOB MOXET NPUBECTU K BbISIBIEHUIO HOBLIX PUCKOB
WM ONacHbIX CUTYaUWin, KOTopble Takke ByayT OLEHMBATLCA U PErMCTPUPOBATLCS B JOKYMEHTE
A2_SOP_02_RISK_Management_Matrix, BkntovyeHHOM B 4acTb E.- AHanum3 npeumyLiects u

ynpaBieHne puckamu.
anaBneHue puckamMm

Pa3pa60Tq|/||< Yyepe3 AOKYMEHTbI Mo ynpaBlieHNI0 pUCKaMK yCTaHaBNMBaeT, JOKYMEHTUPYET
n O6F|3yeTCFI nogaepxmBatb Hel'lpepblBHbIVl npouecc B Te4eHne XNU3HEHHOIo UUKIia npoaykra
OnNsl BbISIBIEHNSA OMAaCHOCTEN, CBSA3aHHbIX C npoAYyKTOM, OUEHKMU CBA3aHHbIX C HUM PUCKOB,

KOHTPOMS 3TUX PUCKOB U MOHUTOPUHIa 3MEKTUBHOCTL KOHTPONS.
Mpoueaypa ynpasneHns puckamm

Mpoueaypa ynpaeneHus puckamm MO nogpoOHO pas3bsiCHAETCA B COOTBETCTBYIOLLEWN
OOKyMeHTauuu, KoTopas cofepxutca B vactm E.- AHanua BbIrog M ynpasreHue puckamu
HaCTOSILLEro pes3tomMe TEXHMYECKOW OOKyMeHTauumn. B Hmxecneaywouwen tabnuue cogepxurcs
OCHOBHasi UH(opMaLmsa 0 JOKYMEHTaUMW, COAepXXallencs B HACTOSALLEM MPUITOXKEHUN.

MnaH ynpaBneHnsa puckamm

CywiectByeT AOKYMEHT no 4Yactu E.- AHanM3 npemMmyLLecTs U ynpasJieHUe pUCKaMK, KOTOPbIN
BKAtoYaeT nHpopmMaumio, cobpaHHyo Ha PLO1_SOP02_nnaH ynpaBAeHUs pUCKaMu.

Cuctema OLEeHKU PUCKOB

[na Toro, 4TOObl UMETb KPUTEPUIM MPUHATUS MOTEHUMANBHOIO PUCKA, KaXKAblA U3 HUX OyaeT
OLEHUBATBLCA MO TPEM U3MEPEHUSAM, BCErAa C Y4ETOM COBPEMEHHOIO COCTOSIHUA N UMEKOLLLENCS
uHpopMaummn, NpenoCcTaBAIEeMON CYLLECTBYHOLLEN TEXHOIOTMEN N NPAKTUKON.

[na Kaxxporo u3 puUCKOB, MOC/IE NPUCBOEHMS 6annoB Mo Kaxaomy us Kputepues, MHOEKC
PUCKA paccuuntbiBaeTcs no cneaytollen popmyne:
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IR=X-Y
lpe:

® R -3T0 npousBeaeHME OLEHOK, MPUCBOEHHbIX:
s X YacTtoTa BOSHMKHOBEHUS OMacHOCTEN,
o Y Cepbe3HOCTb MOBPEXAEHUS.

XnY moryt 6bITb Yncnom ot 1 go 3.
OueHKa pUCKOB NPU NPOEKTUPOBAHUMN
OnpepeneHa NpUemMIEMOCTb BCEX OLLEHOYHbIX PUCKOB.

AHanuns puckoB [1O HanpaBAeH Ha BblIBAEHWE BCEX acCneKToB, Ha MPOTAXKEHUU BCero
YKM3HEHHOrO LUMK/a YCTPOMCTBA, KOTOPble MOryT BAMATb Ha 6e30MacHOCTb MOJ/Ib30BaTeNEM,
OLUEHKA M OLEHKA CBSA3AHHbIX C 3TUM PUCKOB, KOHTPOJb 3TUX PUCKOB N MOHUTOPUHT
3pPEKTUBHOCTN KOHTpOANsA. PesynbTaTbl aHa/iM3a pPUCKOB 3amnMUCbIBAOTCS Ha  [OKYMEHT
A2_SOP_02_RISK_Management_Matrix.

OLeHKa pUCKOB Npou3BoACTBa/npoLecca

OTOT npouecc BbINOMHAETCS cneayroLwmm obpasom:

e AHanus puckos

e QOueHka p1ckoB

e MeponpuaTus No KOHTPOIIKO PUCKOB

e OueHKa OCTaTOYHbIX PUCKOB

e AHanuaupylTca npeumyLiectsa MNpOTMB PUCKOB, B TOM Clnydae, ecnu nocne
OCYLLIECTBIIEHNS KOPPEKLMM CYLLIECTBYET HEMPUEMSIEMbIA OCTATOYHbIN PUCK.

e Bcs npou3BoACTBEHHAs W MOCT-NMPOM3BOACTBEHHAs WHOpMaUMs O NpoaykTe
cobupaeTtca ansa nposeaeHns 063opa ynpaBneHnst puckamu.

AHanua puckoB ocHoBaH Ha cTtaHgapte EN ISO 14971:2019 «MeguuuHckue npubopsbl.
MNpUMeHeHNe pUCK-MEHEMKMEHTA K MEOANLIMHCKMM M3enusm». XapakTepuUCTUKK, CBSI3aHHbIE C
YCTPOWCTBOM, Obinv MOEHTUHOULNPOBAHbI U MOTYT MOBMMATL HAa 6e30MacHOCTb NauueHTa unm
Apyrux niogen, nonb3yowmxca um. C nomoLLbio aHanu3a pucKoB NpoaykTa npov3BOAUTENb
UMeeT Lenblo ONpeaennTb BCe acneKTbl, Ha MPOTSXKEHUM BCErO XM3HEHHOrO LMKNa NpoaykTa,
KOTOpble MOryT BNMATb HA 6€30MacHOCTb NoNb3oBaTeNen, yunTbiBaa 1 OLEeHMBast CBA3aHHbIE C
HUMW PUCKU, KOHTPOSMPYS 3T PUCKN N OTCrexnBas 3PEeKTUBHOCTb ANIEMEHTbI yNpaBeHus.

BbIsiBNEHHbIE PUCKKU, KOTOPblE MOXHO OOHapYyXMTb Ha MPOTSXKEHUN BCEro XXM3HEHHOro
UMKNa npoaykTa, OTHOCATCA K CNneaytoLmnm KaTeropnsiMm puckoB:

e  Pucku, cBaA3aHHbIE C KOHCTPYKLMEN
e Pucku, cBsi3aHHbIE C Npon3BoacTBaMu/paspaboTkom
*  Puckun, cBa3aHHbIE C KOHTPOEM KavecTBa

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.

35



DENTOMY

e Puckn, cBA3aHHble C NOAKMNIOYEHMEM MPOAYKTa K ero pasfuyHbiM [OMNOMHUTENbHBIM
YCTPONCTBaM.
* Puckn, cBasaHHble C nporpaMMHbIM obecrnedyeHnem
e Puckun, cBasaHHblEe C KOHEYHbBIM NMorib3oBaTenem
e Pucku, cBsisaHHble € (OYHKUMOHANbHLIM CO0EM N TEXHUYECKUM OBCNyXMBaHUEM
dann oueHKNU PUCKOB UM COOTBETCTBYHOLUME AOKYMEHTbl BKMIOYEHbl B 4actb E.- AHanus
NPenMyLLECTB 1 yNpaBreHne pruckamm HacTOSILLEro Pe3toMe TEXHNUYECKOM JOKYMEHTaLMN.

OLeHKa PUCKOB A1l KNIMHUYECKUX/NPUMEHEHUI/NIPOAYKTOB

Bce puckun Ha pasnunyHblx aTanax pa3paboTku NnpoaykTa CTabunmsmpyoTcs U OLLeHMBAKOTCH
B COOTBETCTBUM C TOW Xe npouenypon, cobpaHHonm B 4vactm E.- AHanms npemmyLiects wu
ynpasreHne pyckamu HacToswero B Pestome TEXHUYECKOM JOKYMEHTaLMWW.

Otyet 06 ynpaBieHUU pUCKaMM

B KkoHUe 9aTanoB aHanu3a, OLEHKM W KOHTPOMS PUCKOB, a Takke Nepuoanyeckn B
cootBeTcTBUM C [MnaHom ynpaeneHus puckammu PLO1_SOP02_Risk Management Plan_INO
«DENTOMO»_v1.0 npoBoaunTcst 0630p BCero npouecca Ans onpeaeneHus:

* ecnv nNnaH ynpasreHns puckamu 6bin BbINOMHEH NPaBUITbHO.

* ecnuv obLnIn OCTaTOYHbIN PUCK, CBA3AHHBIN C YCTPONCTBOM, ABASETCA NpUeMrembiM.

® eCrnu CyLLeCTBYHOT MeToAbl MONyyYeHWss COOTBETCTBYHOLLEN WHOPMaUUK Ha 3Tanax

NPOM3BOACTBA M NOCIe BbIXOAa Ha PbIHOK.

MNpoBegeHne atoro ob3opa Hapsigy C aHanu3oM pesynbTaToB, MOMYYEeHHbIX Ha 3Tanax
aHanusa, OUEHKN N KOHTPONs, AOKYMEHTMPOBAHO B OTYETEe MO ynpasreHnto puckamn. OTyeTbl
no yrnpasneHuo puckamu oynyT XpaHUTbCA B mMaTpuue
A2_SOP_02_RISK_Management_Matrix.

CBegeHus o nopsigke orpaHn4YeHuns goctyna Ansa BCeX BO3MOXHbIX ypOBHGI?I;

MNMocne npoBepku MNOASIMHHOCTM HeobXxoOMMO YCTaHOBUTbL aBTOpM3auuio [OoCTyna Ans
aKTVMBOB M CBSI3aHHbIX C HUMK pecypcoB. [ns ocyLweCcTBNEHUS 3TOrO pa3peLleHnss Heobxoanumo
yCTaHOBWTb NpaBa [oCTyna K 3TMM akTMBaM B 3aBMCMMOCTM OT UX POnM M uneHcTea. [MpaBsa
MOryT ObiTb BblAaHbl Ha MPOYTEHME, 3amnuCb, COXpPaHEHUE, yaarneHue uHdgopmauum u T.4., B
3aBUCMMOCTM OT TOro, Ha KaKoW aKTMB OHW ccbinatoTcs. MNpaBa gocTyna Takke MoOryT ObiTb
pasfeneHsbl No-pasHOMy Ha Opyrue kaTteropuu, Takue kak NpoekT, cpeaa, Norndyeckas obnactb
unuM obnactb unu onepauus. Takum obGpa3oM, MNonb3oBaTeflb MOXET MofyyYuTb AOCTyn K
NPOEKTY TONbKO B NPeArnpou3BOACTBEHHON cpefe, B KOHKPETHOM pernoHe, M C npasamu
YTEeHUsl, a He NMpaBamMu Ha co3faHve wnu ypaneHue. Takum obpasoM, ynpaBneHue HOBbIMU
nonb3oBatensMu B ISMS Tak e NpocTo, Kak BKIOYEHWE WX B COOTBETCTBYIOLLYH rpynny,
TakuMm 06pas3oMm, OHVM aBTOMaTUYECKM NONyYaT BCe COOTBETCTBYIOLLME NpaBa AocTyna.

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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UpeHTudmnkauma onacHocTen

[anee, nepeyvcneHHbln, NOTeHUManbHbIN UCTOYMHWK Bpeda And KnveHTa (onacHocTu),
KOTOPbI MOXET BO3HUKHYTb. [lepeyeHb Obin onpegeneH, rpynnupys ux No KaTteropusm B
COOTBETCTBUM C BbILLEYNOMSAHYTbIM CTaHOAPTOM

A. Pucku, cBasaHHble C KOHCTPYKLMEN

B. Pucku, cBAA3aHHbIE C KOHTPOSIEM KadecTBa

C. Pucku, cBsisaHHble C

D. Puckn, cBs3aHHbIe C KOHEYHbLIM MNOfNb30BaTENEM

E. Puckn, cBsi3aHHble C YHKUMOHAmNbHbIM COOEM, TEXHMYECKMM OOCIyXMBaHMEM W

CTapeHnem
PacuyeT nHgekca pucka

[ns Toro Ytobbl UMETH KPUTEPUIA MPUHATUS NOTEHLUMANBHOIO pUcka, Kaxabln U3 HUX byaet
OoLUeHMBaTbCs MO [ABYM W3MEpPeHWsM, Bcerga MNpuHMMasi BO BHUMaHWE Tekyllee COCTOsiHWMEe
Haykm U MMetoLylocss MHPOPMaUnio, Kak 3TO MO3BOSMSIOT CYLLECTBYOLWME TEXHOMorum u

npakTuka. KpMTepMVI, KOTOpbIE Obinn NPUHATbI BO BHUMaHWE, KPaTKO U3NOXEHbI B cne,uyrou.l,eVl

Tabnuue:

MHOEKC YACTOTA OMNCAHUE

3 YACTHbIE OnacHOCTb BO3HWKAeT HEOAHOKPAaTHO BO BPEMS MCMONb30BaHUSA
YCTPOMCTBA.

2 PEKAA OnacHOCTb MOXET BO3HUKHYTb B TEYEHME BCEr0 XXNM3HEHHOrO LUMKAA
YCTPONCTBa.

1 OYEHb PEOKAA CywiectByeT /Wb MaJioBEPOATHAs BEPOSATHOCTb TOro, 4TO
OMacHOCTb BO3HUKHET.

KOHOUWOEHUMAJIBHO — © 2021 OO0 ®OJIAB n/vnn ee apduanpoBaHHble snLa.
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MHOUKATOP TAXKECTb OMUCAHUE

3 OYEHb TAXKEJIAA Yuwepb, Tpebyowmm CpOYHOro XUPYPrnuyeckoro
BMeLlaTeNIbCTBa - MOXXET MPUBECTU K MOCTOSIHHOW TpaBMe
WU CMEPTU NaumeHTa

2 TAXKENAA MN3neunmoe rnoBpexaeHue C HOpMaJibHbIMM
TepaneBTUYECKMMU MepPaMM 3a KOPOTKOE BpeMS

1 JIETKOW TAXKECTU | Y naumeHTa He 0TMeYaeTcsl HUKAKoro Bpeja.

[na kaxgoro n3 pyMckoB, Nocre NpucBoeHnst 6annos no kaxgomy m3 kputepmes, MHOEKC
PUCKA paccuunTbiBaeTcs no crneayoLlen gopmyne:
IR=X™*Y;
®* R -3T0 npousBeaeHUe OLEHOK, MPUCBOEHHbIX:

e X YactoTa BOSHUKHOBEHMS ONACHOCTEN,
® Y Cepbe3HOCTb NOBpeXaeHus,

KpuTepuu npmeMnemMocTu pucka

BeposiTHOCTb 3

2

1 2 3

Cepbe3HoOCTb

KoHTponb puckoB

AHanus BbIGpPaHHbIX BapUaHTOB KOHTPONSA PUCKOB

lMocrne oOueHKM BO3MOXHBIX PWUCKOB, CBA3AHHLIX C TexHOmMornen, npoBoaATCS
npodunakTnyeckne mMeponpuatus. apaHTunm ero adeKTUBHOCTU OLEHUBAKOTCSA B Apyrom
mMaTpuue, TrOe OnNUCbIBAlTCA rapaHTuKW, BO3HMKaKLWMe B pesynbrate peanusauum
NPEBEHTUBHbIX Mep, U, HOBblE BO3MOXHbIE PUCKW, MOPOXOAEMbIE UMW,

OcymeCTBneHMe Mep MO CHNXEeHUKH PUCKOB

[ns KaxOon BbISIBIEHHOW OMAcHOW CUTyauuKn, XapakTepusyroLlencs HenpuemriemMmbiM
YPOBHEM pucKa, npeanararTcsa pasnuyHble BapnaHTbl perynmpoBaHus pUCcKoB B COOTBETCTBUN

C Tpemsi kKaTeropusimMmn B Nopsiake o4epeaHOCTH:

KOHOUWOEHUMAJIBHO — © 2021 OO0 ®OJIAB n/vnn ee apduanpoBaHHble snLa.
Bce npaBa 3awunLeHsbl.

38



DENTOMY

* HeoTbemnemasi 6e30nacHOCTb MO AN3aNHy
®  3aLUMTHbIE MEPbI B CAMOM CaHUTapHOM MPOAYKTE Unn B Npouecce Npou3BoacTBa
e yHdopmMaums o 6e3onacHoOCTU

OueHKa ocTaTO4YHOro pucka

OcyLuecTBnsAs KOPPEKTMPOBOYHbIE Mepbl Aflsi NepeBofa pucka B 30HY MPUEMIIEMOCTH,
HOBble PWUCKM MOryT ObITb Bbi3BaHbl BBEAEHHbIMM KOPPeKTUpylLlWwmMMKM Mepamu. [locne
NPUMEHEHUST MEP KOHTPOMNS 3a PUCKOM OCTATOYHBLIA PUCK OLEHMBAETCS C WUCMONb30BaHUEM
KpuTepueBs, onpedeneHHbIX Anst OLEeHKM pucka. MNMonb3oBaTento NpefocTaBnseTcs gocTaToyHas
nHpopmaLms 06 OCTaTOUHbIX pUCKax, ANs NPUHATUS 06O0CHOBaHHbIX PELLEHWA.

BoiBOoAbl 0 6anaHce Bbirog u PUCKOB nNpoAykKTa.

B cnyyae, ecnu kakon-nmbo M3 OCTATOYHbIX PUCKOB, CBSA3AHHbLIX C ONpeAeneHHbIM
nepBoHayanbHbIM PUCKOM, CYMTAETCA HEMNpUeMIEMbIM, NOCNEe NPOBEAEHUS COOTBETCTBYHOLLNX
NpoduUNakTMYecknx meponpuaTnii bygeT ocyLlecTBneH AOMOSHUTENbHbIA KOHTPOSb PUCKOB.

OcyuiecTBrneHne OOMNOMHUTENBHOrO KOHTPOMNS 3a pUckamn MOXET NPUBECTU K MOSIBNEHUIO
HOBbIX OMAaCHOCTEM WM OMacCHbIX CUTyaLWKn, KOTOpble Takke [AOMKHbl OUEHMBATbCH U
perucTpupoBatbCs B (panne ynpaeBneHus puckamu. Ecnv npoBegeHve [ONOMHUTENBbHOrO
KOHTPOMSA PUCKOB HeuenecoobpasHo, To 6yayT cobpaHbl M NpoaHanuanpoBaHbl MMeloLmnecs
AaHHble AN onpedeneHns Toro, nepesBeLurBaoT N UMEeKLMecs npenmyLectTsa OCTaToOuHbIN
puck. WVIHCTpyKUMS NO NPUMEHEHMIO NpPeaoCcTaBnaeT BCH Heobxoammyko WHgopmauuio o
BO3MOXHbIX puckax npoaykra. lNpeumyliectsa, noflydeHHblE C NMOMOLLbIO YCTPOWUCTBA, MOXHO
Nerko MoHsTb, BCMNOMHUB ero npunoxeHus. Bo Bcex ccepax npumeHeHns MO obecneunBaeT
KOHKPETHYIO M NErko OOCTMXMMYLIO Lenb. VHCTPYKUUKM N0 NPUMEHEHUIO SBNSIOTCA TOYHLIMU U
KpaTkuMn, 4YTO BredeT 3a cobon nerkoe wux wusydeHne, a Takke MNOHUMaHue Mep
NPeaoCTOPOXKHOCTU, KOTOPble HEOOXOAMMO y4uTbIBaTb BO BpeMs npumeHeHus MO.

Pucku, Bo3HMKawwWwme B pe3ynbTaTe OCYLWECTB/IEHUSA Mep NO KOHTPOJIIO 3a pUCKaMm

BoagencTeme mep no KOHTPOIMO 3a pycKamMuy aHanmM3mMpyeTcs B OTHOLLEHWM:
e BHeapeHue HOBbIX OMAaCHOCTEN UMK ONacHbIX CUTYaLMNA.
e Ecnu paHee npegnonaraemMble pucku 6yaoyT 3aTPOHYThl BBEAEHMEM MEP KOHTPOS PUCKOB.
MprHMMaOTCA KOPPEKTUPYIOLLME UIM NPEBEHTMBHbIE MEpPbl NS CHUXKEHUS PUCKOB, Aaxe
€CNN OHM HaxoZATCs Ha MpPUMEMSIEMOM YPOBHE WMNW ANd noggepxaHus nx B Hux. lNpoeepka
OCYLLUECTBIEHMS KaXOOW Mepbl KOHTPONA 3a pPUCKOM MNPOBOAUTCHA, W pesyrnbTaTbl
perncTpupyoTca B dpanne KoHTpons 3a puckamm ¢ nomowlbto «AA»/HET B cooTBeTCTBYIOLEN
KonoHke. [okasaTtenbCTBO ero BepudukaumMmM Mony4yeHo MOcCpeacTBOM nognucu  nuua,
OTBETCTBEHHOro 3a npoBedeHne BepudmKauuu, M Aatbl B [OOKYMEHTE OUEHKN pPUCKOB
A2_SOP02_Risk Management Matrix_NO «DENTOMO»

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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OTCcyTCTBYET MEXaHM3M aBTOMATUYECKOM CUHXPOHM3aUUW y4YeTHbIX 3anuceint. MockonbKy
370 BeO-npunoxeHue, ceaHcbl OENCTBUTENbHbI B TEYEHME BCEro BPEMEHU MPUIOXEHUs, TO
ecTb, Korga 6paysep 3akpbIT, 1O 3akpbiBaeTca aBTomMaTuvecku. Npu OTKpbITUM HEOBXO4MMO
CHOBa BBECTM YYeTHble faHHble, YTOObl MMETb BO3MOXHOCTb BO30OHOBUTL ceccuto B 10 MO
«DENTOMO»

Ucnonb3oBaHne MHOroypoBHeBOW Mmogenu asTtopusauun u gudcepeHumaumm npas;

KoHTekcT paspabotkm MO «DENTOMO» ocHoBaH Ha uneHcTtBe B rpynnax u ponsax. C

OAHOWM CTOPOHbI, paspaboTumku npuHagnexaTr K pasHeim rpynnam  Github, koTopble
NpegocTaBnsalT MM NpaBa SOCTyNa, YTeHUs U / nnn 3anucu. Y Kaxgoro penosntopusa ecTb
CBsi3aHHas rpynna, KoTOpoW HasHayeHbl npuBunernn. Takmm obpasom, pas3paboTymku BUAST
TONbKO Heobxoaumble rpynnbl. C  Apyron CTOpoOHbI, obcnyxuBaHne nnatgopmbl AWS
pasgeneHo Ha ponu. Taknm o6pasom, 3Tn ponu HasHayeHbl pasnmyHbiv nnatgopmam B PRE n
PRO, a Takke wu3onuMpoBaHbl NO pernoHam, Takas usonauua obecneumBaeT 60nbLUytO
©es3onacHOCTb obnaka, NOCKOSbKY ecnn, Hanpumep, OAWH PEermoH CKOMMPOMETUPOBaH, 3TO He
NoOBMMSIET Ha OCTarnbHble NPOAYKTbI B APYTNX PErMoHax.

s Servicios ¥

Identity and Access
Management (IAM)

« Acciones del grupo ~

Panel

v Administracién del acceso

a

Nombre de grupo =

Grupos
Administrators

Usuarios

Billing
Roles

i Developers
Politicas

Proveedores de identidad Developers-DeepAlMad

Configuracién de cuenta () Developers-DeepAlMed-RO

- IiifeiTes daaiases (]  Developers-ImageRecognition

Analizador de acceso
Reglas de archivo
Analizadores

Configuracion

Informe de credenciales
Actividad de |a organizacion

Politicas de control de servicios
(SCP)

Q

Developers-ImageRecognition-RO
Developers-MedsBla
Developers-MedsBla-RO
Developers-Research
Developers-Research-RO
mmg-support
Production-DeepAlMed
Production-DeepAlMed-RO
Production-ImageRecognition
Production-ImageRecognition-RO
Production-MedsBla
Production-MedsBla-RO

Services

PucyHok 10. YUneHcTBO B rpynnax pa3paboTku
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TexHuueckue n nporpammuble cpeactea MO «DENTOMO»;

MO «DENTOMO» 6bin paspaboTaH B pamkax napaguvrMmbl 6€30nacHOCTW, YCTaHOBEHHOM
ISO/IEC 27001:2017.

B ctaHgapTe ISO ycTaHOBNEHbI psig Lienen.
Uenb 1: 3awmTta MH(pOPMaALMOHHbLIX aKTUBOB

Kak nogpobHO ykaszaHo B nonoxeHun 11, MHBEHTapm3auusi akTUBOB M Kriaccudpukaums
nHopmaumn, Hambonee BaxHasa 4YacTb CUCTEMa  ynpaerneHus  UMHEPOPMAaLVNOHHOM
©esonacHocTblo (CYUB) GyaeT OCHOBLIBATHCS Ha MOMUTMKE N Mepax KOHTPOSIS, MPUMEHNMbIX K
KaxgoMy M3 Hux. C TOYKM 3peHus ynpasrieHuMst 6e30MacHOCTLIO KpalHe BakHO obecneyunTb
3alWnMTy aKTMBOB W JOCTYN K HWUM TOMbKO Ans BblOpaHHbIX poren. Takum obpasom,
noadepXvmeas Kak MOXHO Oornblue cerperauuu, 4TO NO3BOMSEeT 3awuwaTtb akTvBbl. [Ons
npoBedeHnss Takou cerperaumm HeobxoouMO 4YeTKO Oonpedenntb ponu B WHEMOPMaLMOHHOM
cucTeMe W rpynny Wnu rpynnbl, K KOTOPbIM MPUHAANEXUT Kaxaas 3 Hux. Bnocnegcrteum

NPUBMNErn Kaxxaon ponu 6yayT HaCTPOEHbl AN KaX40ro M3 akTUBOB B CUCTEME.

Lienb 2: YnpaBneHue puckamm nHcopmaLMoHHON 6e30MacHOCTU ANA noaaepXaHUA ux

Ha NpUemMnemMoMm ypoBHe.
MpoBepka NOANMHHOCTU

Korma peno poxoguT [0 3alWMTbl  aKTUMBOB, HeEOOXOAMMO, 4TOObl Kaxabli U3
YyBCTBUTESNbHbLIX aKTUBOB OpraHnsaumy 6bin 3aliyieH 3a CUCTEMOW NPOBEPKN NMOASIMHHOCTMW.
Mpwn goctyne kK MHhOPMaUMOHHBIM akTMBaM HEOOXO4MMO YyYNTbIBATL, YTO Bbl HE BCErga MMeeTte
KOHTPOINb Haj KaHanoM. Bbl MOXeTe MMeTb HEKOTOPbIA KOHTPOSb Hag foKarbHOM MHTPAceTbIO,
HO Npwu nepexone Yepes VIHTepHeT HEOOX0OMMO NMETb HAaOEXHblE CUCTEMbI LOCTYNA, TakMe Kak
Basic Auth, Digest Auth, Oauth unn JWT. Xopowen dunocodunen ssnseTcss 4OMOMAHUTbL 3TU

CUCTEMBbI, F4e 3TO BO3MOXHO, CUCTEMOMN ABONHON ayTeHTUdMKaumK.
ABTOopusauus

MNocne npoBepkn NOAMMHHOCTM HEOGXOOUMO YCTaHOBUTbL aBTOpM3auuilo AOCTyna Ang
aKTUBOB U CBA3AHHbLIX C HUMUK pecypcoB. [N ocyLecTBNeHMs 3TOro paspeLleHms Heobxoammo
yCTaHOBUTb NpaBa AO0CTyna K 3TUM akTuBam 3aBUCUMOCTM OT ponu nonb3osartens. MNpasa moryTt
NO3BONATb NPOYUTaThb, 3anucaTtb, BbINOMHUTL KOPPEKUMIO U T. 4., B 3@aBUCUMOCTM OT TOro, Ha
Kakon aKTMB OHW CCbINarwTca. ATU NpaBa AOCTyna Takke MOryT ObiTb pasgeneHbl No-pasHoMy
Ha Opyrve kaTeropuu, Takue Kak NPOeKT, cpefa, nornyeckas obnacte unuv obnactb unu
onepauusi. Takum obpa3om, nonb3oBaTenb MOXET MOMyYUTb OOCTYN K MPOEKTY TOMbKO B

I'IpeﬂI'IpOI/I3BOLI,CTBeHHOI7I cpene, B KOHKPETHOM pernoHe, n € npasamMn YTeHud, a He npaBamMum Ha

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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co3faHve unu yaanexHue. Takum obpasom, ynpasneHne HoBbIMM Mosfib3oBaTtensmu B ISMS Tak
e TMPOCTO, KaK BKMKOYEHVME MX B COOTBETCTBYIOLLYH [pynny, Takum o0O6pa3oM, OHM

aBTOMaTM4ecKu noslyyat BCe COOTBETCTBYIOLLME Npasa gocTyna.
LUenb 3 LlenocTHOCTbL MHhopMauumn

Llenb naeHTMduKaLmMm OCHOBHbIX aKTUBOB KOMMaHUM 3aknioyaeTcs B 3aliuTe U 3awute
MHpopMaLMK, KOTOPYIO OHU cofepxaT. Llenb coctout B TOM, 4TOGbI COXpaHUTb LENOCTHOCTb
[AaHHbIX C TeyeHMeM BpemeHu. LlenocTtHocTb, MOXeT ObiTb, CKOMMPOMETUpPOBaHa W3-3a
PasnuUyHbIX MPUYMH, HEMPOU3BONBHOIO WM HEXenaTenbHOro U3MEHEHUs1 AaHHbIX, U3MEHEHMS]
TPETbUMW NMLAMU, KOTOPbIE 3NTOHAMEPEHHO CTPEMSATCS YHUYTOXWUTDL UM NPUCBOUTL AaHHbIE.

LlenoCcTHOCTb AaHHbIX

LlenoctHocTb gaHHbIX 06ycnoBreHa HECKONbKMMN pakTopamn. OHM MOTyT ObITb BbI3BaHbI:

e TexHM4YeCKUM cOOM: TEXHNYECKMN COOWN BO3HMKAET, eCrnv u3-3a TeXHUYecKon npobnemsbl
cucTemMa BbIXOOUT M3 CTPOsi, HAaNPUMEP, XXECTKUIA OMCK NOBPEXOEH, CONPOBOXOAMLMIACS
notepen AaHHbiX. [na 3awuTbl OT TaKOW CUTyauuu CO3A4AKTCS pPerynsipHble pe3epBHble
KONUWN OaHHbIX.

e COoM nporpamMHOro obecnevyeHuUA: TaKKe MOXET MNPUBECTM K MoTepe [OaHHbIX.
Mpobnema B 6a3e gaHHbIX MOXET Bbl3BaTb NOBpPEXOeHUEe MHaekca Tabnuubl unu cbon B
akTmBHOCTU Cron, 4TO MOXET OCTaHOBUTL BbI30B ONpeaeneHHoro npowecca.

e YenoBeueckas owmbKa: BO BCEX IKOCUCTEMAX M CpeAax, U HUKTO He 3acTpaxoBaH OT
atoro. [na 3awmuTbl U MUHUMM3AUMM pUCKA, Heobxoaumo cneagoBaTb NepenoBbiM
npakTukam, KOTopble MOryT BapbUpOBaTbCS OT NoaaepkaHusa nopsaka B paboden obnactu
[0 OTKa3a OT AOCTyna K KOHCOMW C npaBaMy oCTyna K root 1 BO3MOXHOCTbIO Crny4aniHo
YHUUTOXWTb AaHHbIE UK KOA.

e YMbIWIeHHaA aTaka: YMbIlWIeHHas ataka B nobon n3 ee gopm npencrabBnseT cobomn
PUCK, KOTOPbIA MOXET MNOCTaBUTb MOA Yrpo3y UEeNOCTHOCTb AaHHblX. OrpaHuyYeHHOoro
peLLeHnst ANns 3alunTbl OT HEro HeT. PelleHne oxBaTbiBaeT HECKOITLKO acnekToB, OT CaMOro
cepBepa g0 ceTu. [Ind 3aWwuTbl OT YMbILMEHHbIX aTak UCNofb3yeTcs KpunTorpaduyeckas
3awuTa, WngpoBaHMe OaHHbIX, pa3feneHne cpel, orpaHMYeHne AaHHbIX B BUPTYanbHbIX
cetax (VPC), 6nokuposaHue poctyna k VPC, GactuoHbl, GpaHamayapbl, MOHUTOPUHT

COObITUI U T.A4.
LlenocTHOCTbL cUCTEMBI

OnpepgerneHve LENOCTHOCTM CUCTEM MpeanonaraeT, YTo cuctema Bcerda GyaeT AaBatb
nocriegoBatenbHble pesynbTaTbl. C 3TOM LEenbl MNpU OpraHMsauum CUCTEMbl B LIENTOM
HeoOXOAMMO YYWUTbIBaTb acnekTbl MNPOU3BOAMTENBLHOCTU W COrMAacOBAHHOCTU  PasfnyHbIX

onepaunoHHbIX CUCTEM U apPXUTEKTYPbl CUCTEMbI, TaK KaK €CTb CUCTEMBbI, KOTOPbIE 3aTPpyAHAOT
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XaKkepy MMUTUPOBaTb UMM U3MEHATbL NPorpamMmmy OnepauMoHHON CUCTEMbI MPU UCNOMb30BaHNM

BbICOKOrO YpOBHs1 6€30MacHOCTH.
Bbe3oTKkasHOCTb CUCTEeMbI

MeToabl NpoBepKM OTNPAaBKN 1 NONyYeHNs AaHHbIX obecneynBatoT 3awmTy n 6es3onacHoCTb
OT MNpepbIiBaHUSA C NOMOLLLIO LIMPPOBLIX CEPTUAMNKATOB U KpunTorpaumn OTKPLITOrO Kroya ans
noanucaHnsa  TpaH3akuui, COoOOLEeHUn W  ConpoBOAUTENbHbIX OOKYMEHTOB, a Takke
3IEeKTPOHHbLIX NoAnucen.
Be3oTkasHOCTb cnCTEMbI OTHOCUTCA K Be3onacHOCTW, 6e30Tka3HOCTb NO3BONsSeT AoKa3aTb
y4yacTne CTOPOH B KOMMYHMKaumn. CyLLecTBYHOT ABE BO3MOXHOCTU:
e Be30TKa3HOCTbL B UCTOYHMKE: OTNpaBuTEflb HE MOXeT OoTpuuaTb, YTO OH OTMApaBum,
MOCKOSbKY nonyyaTenb MMeeT oKa3aTeNlbCTBO OTNpaBKu.
e be30oTKa3HOCTbL B NyHKTe Ha3Ha4veHuA: [lonyyatenb He MOXET oTpuuaTb, YTO OH
nony4mn coobLeHne, NOCKoNbKy OTNPaBMTENb MMEET 40KAa3aTeNbCTBO MOMYYEHUS.
Hannune pokymeHTa M CBA3aHHOW C HUM umcpoBon noanucn ByaeT adeKkTUBHbBIM

[oKa3aTenbCTBOM COAepXXaHna 1N aBTopa AOKYMEHTa.
KoHcdumaeHumanbHoOCTb

MonuTtuka 6e30nNacHOCTN AOMKHA rapaHTUpoBaTh KOHUAEHUNANbHOCTb MHGOPMaLMK, TO
ecTb: KoHdwmaeHumanbHaa wHOPMaUMA XPaHUTCS B YacTHbIX cpefax M 3awumuweHa oT
HECaHKLMOHNMPOBAHHOrO A0CTyna W BPEeOoHOCHbIX artak. B 3aBucumocTn oT TOro, rge
npou3BoasaTcst paboTbl, NOTPebytoTCA HEKOTOPbIE MexaHn3Mbl 6e3onacHocTn Ans:

e [loctyn B VIHTEPHET N rapaHTna KoHdMAEHUManNbLHOCTN OyayT 3awmndpoBaTbCsl AaHHbIE C
nomMoLLbio LndpoBbix cepTudukatos Secure Socket Layer (SSL) coeguHeHus.
e [locTyn k nHTpaceTn 6yayT ncnonb3oBatbes Virtual Private Networks (VPN) ons gocrtyna K

WHTpPaceTn M nokanbHbIM cepBucam. Takke OyaeT mcnonb3oBaTbCs OOCTYN K MHTpaceTu

ANna 3awuTbl OOCTyna K Yycrnyram, OOCTYNHbIM TOMbKO W3 MHTpaceTw, Hanpumep, K

nnatdgopme nNpeaBapuTenbHOro NponM3BOACTBA.
Lenb 4: AyauT pesatenbHOCTU No obecneyeHUo 6e30MacHOCTHU.

Mpouecc ynpaBneHnst "HOOPMaLNOHHON 6Ge30NacHOCTbLI0 — 3TO HEMPEPLIBHbIN NpoLecce, n
B €ro pamkax HeobOXoAMMO NPOBOAMTbL PEerynsipHble BHYTPEHHWE ayauTbl AN NpOBEepKM BCEX
CUCTEM.

OTOT ayauT 3aTparMBaeT BCE CUCTEMbI OpraHu3aumu, Kak rokanbHble, Tak U obnadHble,
cTaumMoHapHble unu mMobunbHble. OH BkNoYaeT B cebd MOHUTOPMHI COObITUN, CBA3AHHBLIX C
6e30nacHOCTbi0, 4YTOObl MOXHO ObINO  KOHTPONMPOBATb MOTEHUMArnbHblE  YSA3BMMOCTMW.

Hanpumep, 3anncb 06 ycnewHoM W HeydayHoM AocTyne, KoHdwurypauum Beb-cepBepos,
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3aronoBkoB U ceptndmkatoB 1 T.4. C NOMOLbIO 3TON UHPOPMALMM MOXHO OLIEHUTb, KTO YTO
JenaeT M C KakuMm ypoBHeM 6e30MacHOCTM B Hawux cuctemax. [nsa aToro B Nepeylo odepenb
HeobX0aANMMO NMETb YETKOE NPeACTaBEHNE O pUCKax, KOTOPbIM MOABEPXEHA Kaxdas cuctema,
O KOPPEKTUPYHOLLMX Mepax N NPUMEHSIEMbIX AENCTBUSAX. Pe3ynbTaTtoM 3TOM NPOBEPKM ABMSIETCA
OTYEeT O HECOOTBETCTBUSAX U 3aMeyaHusX, a TakKe O Mepax, KOTopble HEOBXOANMO NMPUHSTL BO
BHMMaHWe. Ha ocHoBe HacCTOsILEro aygMTopcKoro otyeTa paspabartbiBaeTcs nnaH AeNCTBUn, B
KOTOPOM Y4YMTbIBAOTCA Mepbl, KOTOPbIE AOSMKHbI ObITb MPUHATBLI B KPATKOCPOYHOW MNEPCNEKTMBE.
M B nocrnemoBaTenbHbIX MUTEpauusXx TE€ HECOOTBETCTBUS, KOTopble Oblnv OOHapyXXeHbl,
ouunwatoTca. CnenyeTt yunTbiBaTb, YTO OMpedeneHHble PUCKM He MOryT ObiTb YCTPaHeHbl, U
npegnonaraeTcs, YTO opraHn3auus NpuHUMaeT 3TN PUCKN N NOCNEACTBUS, KOTOPbIE OHU MOTYT

Bbl3BaTb, N NX YPOBEHb.
Llenb 5: ocywecTBneHne KOppeKTUPYOLWUX 1 yny4wawwmx mep ana SGSI.

HeobxoavMmo npoBoauTb pasnuyne Mexay NPeBEHTUBHbIMU MepaMu, KOTopble MOryT ObiTb

NPVHATBI B paMKax CUCTEMbI, 1 MepaMu Mo UCNPABEHUIO NOMNOXEHWS:

e [lpeBeHTMBHblIE AOEWUCTBUA: OENCTBUS, NPEANPUHATbIE ANS YCTPAHEHUS UMM CMSATYeHUs
NPUYUH NOTEHLMANbHOrO HECOOTBETCTBMS WNW APYroM MNOTEHUManbHO HexXenaTenbHOW
cuTyaumu.

e KoppekTupylowme [ENCTBUSA: AEWUCTBUA, NpeanpuHATbie ANs YCTPaHEeHWs NPUYMHbI
BbISIBNIEHHOIO HECOOTBETCTBMSA UNKN OPYron HeXenaTtenbHOW CUTyauum.

KoppekTupytowime AencTBuA MoryT ObiTb HamnpaBrieHbl HENOCPEACTBEHHO Ha ynyulleHune

CYB vnu yctpaHeHne npmynH 0bHapy>XeHHOro HECOOTBETCTBUS.

Meponpuatvua, HanpaBneHHble Ha coBeplleHCcTBoBaHMe «CucTeMbl  ynpaBneHus

MHpopmaumoHHon 6esonacHocTblo» (CYUB):

e OO6GHOBUTL 3aMHTEPECOBaHHblE CTOPOHbI, KOraa MNPOMCXOAUT WM3MEHEHME KOHTEKCTa,
Hanpumep, U3MeHeHe TEXHONOMN, KIMeHTa, perMoHa unm cekropa.

e O6HoBNeHNe TpeboBaHW N OXNOAHUIN 3AaUHTEPECOBAHHbBIX CTOPOH.

e [InaHuvpoBaHWe aHann3a 3anHTepPeCOBaHHbIX CTOPOH.

e Onpegenntb  KaHambl CBSA3M W NWUO, OTBETCTBEHHOe 3a  obweHne ¢
3aMHTEepPEeCcOBaHHbIMWU CTOPOHAMM.

e [InaHMpoBaHMe aHanu3a pPUCKOB, BbI3BaHHbIX W3MEHEHWSIMA  KOHTEKCTa W
3aMHTEPECOBAHHbIX CTOPOH.

e AHanus BO3OeNCTBMS HOBbIX PUCKOB M 3aTPOHYTbIX 3aUHTEPECOBAHHbIX CTOPOH.

MpuBneyeHne meHemxmeHTa K npoueccam CYWM BHyTpu opraHmsaumm.

,ueVICTBMFI, HanpaeJieHHbl€ Ha YCTpaHEeHNe NpPpUYnH HECOOTBETCTBUA:
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e Ha OCHOBaHWM MOSIBNEHWUSI HOBbIX aKTUBOB W pe3ynbTaToOB aHanv3a PUCKOB MO 3TUM
akTBam OyayT onpefeneHbl COOTBETCTBYHOLLME AENCTBUS.

e ConocTaBnsiTb Kaxaoe W3 YyXKe OCYLIECTBMEHHbIX AEWCTBUA C aHanuavMpyembiMu
prCKaMmn 1 aKTUBaMW.

e YcTaHOBMNEHME KOHTPOSS U MPUHSATME Mep Ha OCHOBE 3aTpaT W Bbirod Anst BbIMNONHEHUS
006513aTenNbCTB, YCTAHOBIEHHbIX B OTHOLLIEHMMN yYeTa PUCKOB.

e [lonyyeHne OT BRagenbLeB akTUBOB MNOATBEPXAEHWUs nnaHa obpaboTKM PUCKOB W
COOTBETCTBUSI NPON3BEAEHHbIX OCTATOYHbLIX PUCKOB.

e [lonyunTb paspelleHne pyKoBoACTBa Ha YCTPaHEHWE PUCKOB.

3apaya 6: KoHTposab 3a cobatogeHnem Tpe6oBaHuint uHGopMaLMOHHOK 6e30nacHOCTU

Cuctembl ynpaBneHusi MHOPMAaUMOHHOW ©e30MacHOCTbO MOAYMHSAIOTCS NPaBOBLIM,
HOPMAaTMBHbLIM N OOrOBOPHLIM TpeboBaHusiM 6e3onacHocTn. OCHOBHasi Lenb 3akno4yaeTcs B
TOM, 4YTOObI M3bexaTb HaPYLUEHUS KaKUX-NIMOO opnanNdecKknx Unn OOroBOPHbIX 0643aTenbCTB.
[na ocywecTBneHus aTux mep Heobxoanmo:

e Onpegenutb NpaBoOBble, HOPMATUBHbIE U AOrOBOPHbLIE TPEOOBaHMUSA, a Takke onpeaenuTb u

AOKYMEHTMPOBATb NOAX0A4 KOMMaHUU K X cobnioaeHunto.

e YcTaHOBUTH Npouenypbl 4ns cobnogeHnsa 3akoHa 06 nHtennektyaneHon 3awwuTte (LPI).

Heobxogmmo vaeHTudmumpoBate Bce aktuBbl, Tpebytowwme 3sawmtbl MAC. lMpu atom
HY>KHO YYUTbIBaTb:

e [lepuoguyeckmin o63op NpoLEeccoB U NHPOPMALMOHHBIX CUCTEM.

e Apantauua TexXHUYEeCKOM WHAPACTPYKTYpbl (Hanpumep, CUCTEMbl ANs 3KcnnyaTauum
XXypHanoB, BHegpeHne KpunTtorpaduyeckoro KOHTpond, npuobpeTeHne unu paspaboTka
HOBbIX CUCTEM U T.4.).

e PeopraHusaumsi BHyTPEHHMX NPOLECCOB U/MNN N3MEHEHUSA OnepaTUBHbIX Npoueayp.

*  AyTCOPCUHI OEATENBbHOCTN BHE OpraHM3aunm.

e [IpnmeHeHne MeXaHM3MOB MOHUTOPUHIa MHoOpMaLnmM 1 NpaB Nofib3oBaTenen.

e CO6op gokasaTenbCTB B Crlyvae BO3MOXHbIX KOMMNbIOTEPHbBIX NPECTYNIEHWNNA.

e  KOHTaKT C KOHTPOJSIbHBIMW OpraHamu, TpebyemMbiMU B 3aBUCUMOCTU OT KOHKPETHOTO Cry4Yas.
Uenb 7: NMoBbIilweHne ocBegomneHHocTu o CYUM

BHegopeHne cuctembl  ynpaBneHust  MHOPMaUMOHHOW  GesonacHocTblo  TpebyeT
TpeboBaHUMN K KOMMYHUKAUMOHHBbIM npoueccam nboro 3anporpaMMMpOBaHHOIO, KOTOPbIN
CTPEMUTCA BHECTU MU3MEHEHUS UMW yrydlleHns B opraHusauun. KoOMMyHMKaLMs HacCTOMbKO
BaXkHa, YTO OHa SBMSETCA OOHMM M3 Kntoden k ycnexy npoekta ISO/IEC 27001:2017, Ges
COTPYAHMYeCTBa M yyacTusa Hanbonee BaXHbIX 3aMHTepecoBaHHbIX cTopoH CYWM TepsieT cBoto

HanpaBneHHOCTb. C Apyron CTOpoHbI, ycnex NMHpopmMaunoHHON 6e30nacHOCT 3aBUCUT OT TOrO,
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HaCKONbKO COTPYOHWKM OCO3HAlT, MOYEMY HeoOXoOuM OnpedeneHHbld  KOHTPOMb UMK
penctene. MoTtuBauma HeobxoauMma Anst AOCTWMXKeHUs pesynbTata. Oco3HaHue KIMEHTOM
HeobXxoouMOCTM MNOAAEpXaHuUs KynbTypbl 6Ge3onacHOCTM BO BCex Mpoueccax YCMewHo
3aBepuiaet CYUM.

Tanbl BHeAPEeHUs Ky/IbTypbl MHGOPMaLMOHHOM 6€30MacHOCTH:

e [lpuBEPXEHHOCTb BbICLLErO PYKOBOACTBA MHOPMALNOHHON 6Ge30NacHOCTMW.

e  OO6GLlEHNE C YNeHaMn opraHM3aLumm.

e [logrotoBka M 0Oy4YyeHMEe UNEHOB oOpraHusauum Mo BOMpocamM WH(OPMALMOHHOM
6e3onacHocTw.

¢ [lpMBEPKEHHOCTL COTPYOHUKOB.

e [InaHunpoBaHue y4ebHbIX NPOLECCOB AJ1s1 YNEHOB OpraHun3aLumn Ha perynsipHoi OCHOBE.

Mopsanok npoBeaeHus npoueaypbl ayTeHTUhMKaLMM nonb3oBaTens nepes

paspeLieHMemM OGHOBIEHUN NPOrpaMMHOro obecne4vyeHus

B TexHonormn MO «DENTOMO» umeeTca aBe cpenbl paspaboTku: npeanpousBoAcTBO
(PRE) n npowussoacteo (PRO). PassepTtbiBaHne PRE ocylwiectBnsaetca aBTomatnyeckm 6e3
Kakoro-nubo BmeluatenbcTBa. 3arpyska B Github, 3anyckaeT aBToMmaTnyeckoe pasBepTbiBaHuE.
OT0 aBTOMaTMYecKkoe pasBepTbiBaHME nepefaeT HEeKOTopble aBTOMaTMYECKUe TEeCTbl B KO, B
BUAe MOAYIbHbIX TECTOB, AN MPOBEPKN (PYHKUMA Koda W, C APYron CTOPOHbI, LEeNOCTHOCTU
Koda, Takmx kak Linter n Sonarcube. Nocne npoxoxaeHus aTux TecToB Ko OyaeT pasBepHyT.
Mocne pasBepTbiBaHus B PRE komaHOoa TeCTUPOBLUMKOB MNPOBEPSET HYXHbIA (OYHKUMOHAan,
NpOBOAUT TECTbl MoNnb3oBaTeNs MU LENOCTHOCTM 1 T.4. Ons ayTeHTMdUKaumMmM nonb3oBaTtenen
3Ta OTBETCTBEHHOCTb nepepaetca Github, raoe yvacTHUMKM npeaBapuTENbHO Ha3Ha4yaklTCA
TOSNbKO KOHKPETHBIM PENO3NTOPUSAM, K KOTOPbIM OHWU NpunucaHbl. Yto kacaetca PRO, cueHapui
TOT Xe, pa3paboTyMKkM OenatoT TO Ke camoe AencTBMe no 3arpyske koga B Github. NMocne Toro,
Kak paspaboTka 6yaet nposBepeHa B PRE. PykoBoantens otaena no paboTe ¢ paspaboTymkamm
(DevOps) HaunMHaeT MapKUPOBKY WM MapKMPOBKY BEPCUN, KOTopasd 3aTeM yKasbiBaeTcs B
cpege AWS pgna BBoga B akcnnyaTaumio. MHTerpauus B pasnuuHble oTpacny pas3paboTku
BCeraga nposepsieTca Apyrum pa3paboTynkoM, KOTOPbIN paccMaTpuBaeT U3MEHEHWS.

TexHonormnss MO «DENTOMO» umeeT gBe msonupoBaHHble cpedbl, PRE n PRO. O6e
cpedbl  OXBaTbiBalOT  pasfnuMyHble  acnekThbl, Heobxogumble  ansd HOpManbHOro
PYHKUMOHMPOBaHMA ONTUMansHOM meTtogonornn paspabotkn. C TOYkM 3peHus 6e3onacHoCTH
obe cpedbl MOMHOCTBIO M30NUPOBAaHbI, YTO MO3BONSAET MOAAEPXKMBATb BbICOKMW CTaHOapT
6esonacHocTn. Ecnu ogHa mn3 cpen Obina CKOMNPOMETUPOBaHA, Mbl MOXEM ObiTb YyBEPEHLI B
TOM, 4TO pAdpyrad cpeda ocraetca ©OesonacHon. C  ogHonm cTopoHbl, PRE - 310

npeanpov3BOACTBEHHAs cpefa, B KOTOPOW paspaboTyMkM UMeET AOCTyn, 4YToObl MMETb
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BO3MOXHOCTb BbIMOJIHSATb HEKOTOPbIE TECTbI, KAK MOXHO GrivKe K Npon3BoACTBEHHOM cpeae 6e3
yuwiepba anga ee unn ee nonb3oBatenen. O6e cpenbl ynpaensoTca B obnake, B YaCTHOCTU B
Amazon Web Services, ¢ npumeHeHnem metogonormm SaaS, Software as a Service. 910 gaet
OonbLyto rMOKOCTbL U MaclITabnpyemMmocTb.

MpepnpoussoacTtseHHasn cpeaa (PRE)

Bca nnatgopma PRE aBTomaTtuMsmpoBaHa, 4YTO O3Ha4yaeT, YTo 3arpyska B pPenosnTopum
PRE 3anyckaeTt cobbitve ans [bkeHkuHca (Jenkins) meHemkepa HeNpepbiBHOW MHTErpauuu,
KOTOpbIA OTBEYaeT 3a COCTaBMNEHWE pasfnyHbIX CEPBUCOB, KOTOPblE NPUHMMAKOTCHA B 0bnako,
6e3 py4yHoro BmeliatenbcTBa. lNpouecc [keHknHca (Jenkins) cocTonT M3 pasnuyHbIX 3Tanos,
roe nNpoBepsieTCs LIEeNOCTHOCTL BEPCUM, MOCTPOEHUE MPUNOXKEHUS, Ka4eCcTBO Koda, NpoBepka
YHUTapHbIX TeCTOB U T.4. Ecnn ognH n3 aTtanoB He NpOXOAuWT, pa3BepTbiBaHNE OTMEHSieTCs, O
4yeM MHGPOPMUPYHOTCA OTBETCTBEHHbIE NULA.

OTanbl pas3BepTbiBaHWUA NPUMEPHO pa3gernieHbl Ha aTanbl:

e YBegomneHue o Hadane paspaboTkM OTBETCTBEHHbIM fMLIaM.

e OuncTtka paboyen obnactu u 3arpyska nocnegHen Bepcum penos3mTopus.

e [lpepBaputenbHasa HacTponka paboden cpefbl, OUBNMOTEK U NpeaBapUTENbHbIX
(HeobxoAMMBIX) YCNOBUNA.

e 3anyck MoAysnbHbIX TECTOB.

e Komnunaumsi unm nocTpoeHme NpunoxXeHus.

e [lybnukaumsa B MecTe Ha3Ha4YeHUS.

e YBegomneHue o6 ycnexe unu Heygade OTBETCTBEHHbLIM fnLiaM.

MpousBoacTBeHHas cpea (RPO)

lMpousBoacTBEHHaa cpeda He MOMHOCTLI0 aBTOMaTU3MPOBaHa, B MNPOTUBHOM cry4yae
npouecc 4acTUYHO BbINOMHAETCA BpyyHylo. [locrne npegblaywen komnunaumm B PRE,
onpegeneHHble ToYkn nomedeHbl B GitHub BoBpemsa, nomevas mx terom. C nOMOLLbIO 3TOro
Tera Bepcus coctaBneHa n3 AWS, a noaxe [PKEHKMHC KOHTPONMMUPYET co3daHne M300paxxeHus,
ero 3arpysky u otobpaxeHue.

Heo6xoanmocTb ucnonb3oBaHUA aHTUBUPYCHOE NporpaMMHoe obecneyeHue

Ctporo He TpebyeTcsi aHTUBMPYCHOE MM aHTUBMPYCHOE nMporpammHoe obecneyeHue, Tak
kak MO «DENTOMO» siBnsieTcst obnavHbiM nporpammMHbiM obecrneyeHnem, NpeacTaBNeHHbIM B
Bnge Beb-cepBuca. Hanmume goctaTtoyHO COBPEMEHHOro Gpaysepa OOIMKHO OblTb AOCTATOUHO,
4yTOObl MMETb ONTMMarnbHbI YpOBEHb BGe3onacHOCTU. TeM He MeHee, BEPHO, YTO HEKOTopble
aHTUBUPYCHbIE peLleHns obecneydnBaloT AONONHUTENBHbIM YpoBeHb 6e3onacHoCcTn Bpay3epos,
3awmwan uMx OT BPEOOHOCHbIX OeNCTBUA. JTU  pelleHuMst OTBevaloT 33 MOHWUTOPUHT
NOOKIIHOYEHN MOSfb30BaTENEn U NPUITOXEHWA, KOTopble obpaluatTcs K Bawemy LudgppoBomMy

NpoOCTPaHCTBY, OUEeHMBaAA UX nencteng B noboe Bpems. Ecnu ectb aTtaka, OHU NpUCTynaroT K

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.

47



DENTOMY

3alMTe Ballero cata U HeMeAIeHHO YBEAOMISOT NoMb30BaTens no aMekTPoHHON noyte. YTo
KacaeTcsa WwungpoBaHus, TO WKdpyTCa Kak coobuieHmns, Tak n 6asbl AaHHbIX. CBA3b
Bcerga ocyuwectenserca depe3d HTTPS, rme SSL/TLS (Secure  Sockets
Layer/Transmission Layer Security) sBnstoTca npoTtokonamm obmeHa Onsi OTnpaBKu
3aWwmnpoBaHHbIX NakeToB Yepes3 HTepHeT, NnocneaHun U3 KOTOpPbIX ABNAETCA CaMbiM
COBPEMEHHbIM, 4YTO [AenaeT CeaHCbl Monb3oBaTener W oOTnpaBka M300paxXeHun
BesonacHbiMu. C Opyron CTOPOHbI, nosib3oBaTernibckme AaHHble 10 «DENTOMO»
XPaHATCA B 3aIMPPOBaHHbIX 3Kk3eMnnapax 6asbl JaHHbIX, KOTOpble YyNpaBnaAlTCa Kak

cepsuc B AWS. lMogaepxka n obHoBneHne atoro npouecca genermpyetcsa AWS.
PYyHKUMA apXUBUPOBaHUSI, pe3epBHOro KONMpPoBaHUA AaHHbIX Ha cepBepax;

MO «DENTOMO» pacnonaraeT Tpemsa Tunamu KoHduaeHumansHon uHdopmauun. C
OHOW CTOPOHbI, eCTb MHGOpMauna nonb3oeatens onepatopa MO «DENTOMO», nHdopmaums
naumeHTa Bnagenbua n3obpaxeHnn n camm nsobpaxeHus. Bce oHM xpaHATCA B 3aLMLLEHHON
nHppacTpyktype AWS. lMNMpodurnm nonb3oBaTenen n naumMeHToB XpaHSTCS B 3alMdpPOBaHHON
6ase gaHHbix. Kpome Toro, nsobpaxenusa KIKT nauneHToB XpaHaTcs B kopanHe S3 AWS. 3T1oT
06bekT S3 MoXeT ObITb AOCTyNeH TONbKO pykoBoauTento komaHabl Devops n He wmeet
aocTtyna u3 BHe. YTobbl COXpaHUTb aHOHUMHOCTb, Kaaoe usobpaxeHue obes3nuumBaeTcsa BO
BpeMs 3anucu, rae Bca nepcoHanbHas MHopMauns, OTHOCALLAACS K NauneHTy, yaanseTcs.

CpeactBa, npuvMeHsieMble AOns 3aWwuTbl  OT  HE3aKOHHOro  pacrnpoCTpaHeHus, He
NCNONb3YIOTCS, TaK Kak HET BO3MOXHOCTWU pacnpocTpaHeHus npunoxeHunsa. MO « DENTOMO»

— 370 Beb-cepBMC, KOTOpLIN 0bcnyxnBaetca vyepe3 API rest.
Knunuueckne pekomengauum MO «DENTOMOy;

KnuHunyeckne pekomMeHgaumMm OCHOBaHbl Ha MNPUMEHEHUS MEeTOAONOrMM  MalUMHHOIO
00y4eHus. B malwmHHOM 06y4yeHnn, OCHOBaHHOM Ha Habope paHee NOMEYEHHbIX N300paXKEHWI,
anroput™m cnocobeH maeHTMPUUMPOBaTb BO3MOXHbIE NATONOrMM U MeToAbl feveHus, Te,
KOTopble MCNONb3ylTca Ana npouecca obyyveHus. Kaxabin 3y6 nsonupyetca B 3D cermeHTe,
nocne onpeaeneHus ero LeHTpa, a 3aTeM C NOMOLLbIO cneunanbHONn 00y4YEeHHON TPEXMEPHON
CBEPTOYHOM CeTU CerMeHTbl, coaepxalime 3yObl, NonyyeHHble C npeablaylwen craguu,
NCNonb3ylTCA B KayYecTBe BXOAHbIX AAHHbIX Afs1 HEMpPOHHOM ceTu. CeTb aHanuampyeTt ux u
Aenaet NporHo3bl AN KaXgon natonornn U/vnu nedeHus, KoTopble oOHa MOXeT OBHapyXuTb B
Kaxgom 3ybe. Nocne nonydeHns BCex 3HAYEHUA OHW TPYNNUPYIOTCS ANA CO34aHus OoTyeTa Ha
cnegylowem artane.

MO «DENTOMO» obyyeHo pacno3HaBaTth criegytoLne naTonornm:

+ Kapwuec
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*  OcTaTo4HbIN KOPEHb

+ [laTonornyeckas CTUpaeMocTb
*  PeTtuHunpoBaHHbIN 3y6

* [uctonupoBaHHbI 3y6

MO Takke cnocobHo oOOHapyxuBaTb Cregylwwme pPeHTreHONOrM4Yeckne MnpU3Haku

CTOMaTOJSIOMMYECKOro NeveHus:
+ [lnomba/pecTtaBpaums
* YactmyHas nnombupoBka kaHana
*  BHyTpukaHanbHbIi WTUAT
+ bBpekeTthl
*  WckyccTBeHHas KOpOHKa
*  WmnnaHTaTt
* MocToBungHbIN NpoTes
* PeTelnHep
*  BuHmp

B HacToslee BpemMsi Ha nporpaMmmHoe obecneveHue paspabaTbiBaeTCa AOKYMeHTauus,
Heobxoaumasa ansa nonyYyeHnsa eBponenckon ceptudmkauum: mapkmposka CE.

OT1OoT ceptudmkat Takke TpebyeT psaga HeobxoauMbIX CTaHOAPTOB KayecTBa, KOTOpble
NPUMEHSIOTCA B CTpaHe NPOMCXOXAEHNS B COOTBETCTBUM co cTaHaapToM 13485:2016, koTopbin
yaoCToBepseT ynpaBfieHMe KayeCcTBOM M HopMaTtuMBHble TpeboBaHWsi K pacnpeneneHuto
MEOULIMHCKOro yCTPOMCTBa.

MocneaHss Bepcusa onepauuoHHOM OOKyMEHTauuu NpunoxeHus - Bepcua He Huxke 1.0,

KOTopasi UCMONb3yeTcs B 3TOM JOKYMEHTE.
®yHKUMOHanNbHbIe Tpe6oBaHUA:

®yHKUMOHaNbHble TpeboBaHUA — 3TO 3asBNeHUs 06 (PYHKLMAX U BO3MOXHOCTSAX, KOTOpPbIe
cucTemMa JoMmKHa NpedocTaBnsaTb, O TOM, Kak CUCTeMa JOSDKHa pearMpoBaTh Ha onpeferieHHble
BXOAHble AaHHble, U Kak OHa [OSkHa BeCcTu cebs B KOHKpEeTHbIX cuTyauusax. B HekoTopbix
cnyydasx ®yHKUMOHanbHble TpeboBaHMA MOryT Takke NPSMO ykasbiBaTb Ha TO, YTO cMCTEMA He
OOoSKHa genartb.

HedyHKkuMoHanbHble TpeboBaHMA — 3TO OrpaHUYeHUs Ha YCnyrm unu  yHKUUW,
npegnaraemble cuctemon. OHKM BKMAOYalT B cebsi BpeMeHHble OrpaHu4eHusi, npouecc
pa3paboTkm u ctaHgaptbl. OcHoBHasa 3agaya O «DENTOMO» umageHTMduKaums naTonorum
pPOTOBOM MONOCTM U NpeaBapUTENbHOrO nevyeHns NOCpPeacTBOM MHTepnpeTaumm nsobpakeHun
KINKT B popmate DICOM, a Takke NnocpencTBOM MCMOMNb30BAHUSA MPOrpeCcCUBHbIX TEXHONOMNA,

Takux kak MickycctBeHHbIn MHTennekt n MawvHHoe OBbyyeHue.
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OnucaHune yHKUUN

MO «DENTOMO» — ato Beb-nnatdopma ans uHTepnpeTauumn KJIIKT-usobpaxeHuin ¢
NCNONb30BaHMEM TaKUX TEXHOMOIMWN, KaK WCKYCCTBEHHbIN WHTENMEKT MU MaluHHOe obyyeHue,
Lerblo KOTOpbIX ABNAETCA:

e [lomoupb B KNUHU4YeCcKom AuarHocTuke: ABTOMaTMN3NpyA naeHTuduKaumio
CTOMaTOoNorM4ecKom NaTonornu.

* YnpaBneHve W Bbldaya KuMHUYeckux otyeTtoB: C nomowbio NogpobHbIX OT4EeTOB, B
KOTOPbIX MauMeHTy npefocTaBnsieTCA TOYHbIN M NpaBOUBLIA OTYET O COCTOSHUW €ero
nonocTu pra.

* YnpaBneHue yuypexngeHnsMn n ynpasneHue KImHUKamu.

* YnpaBneHue nonb3oBaTensiMu, CBA3aHHLIMU C KITMHUKaMMU.

* BepgeHve megnumMHCKON OOKyMEHTaUMW NaLMeHTOB.

e XpaHeHue JOMNOMNHUTESbHbBIX ANarHOCTUYECKUX MEONULMHCKUX AAHHBLIX O NauneHTe.

* /cnonb3oBaHWe 3MEeKTPOHHbIX MEAMLIMHCKUX OaHHbLIX O NauueHTe B KNUHUKE.

e Brinyck otyeToB B popmate PDF.

e 3D-usobpaxeHus Ons AeMOHCTpauMM aHaTOMUYECKOro CTPOEHUS W naTonornv MnonocTu

pTa.

®dyHKUMOHaNbHble TpeboBaHUA pas3geneHbl Ha [Be 4YacTu: C OAHOM CTOPOHLI,
ynpaBfieHMe KIIMeHTaMu 1, ¢ Apyron CcTopoHbl, ynpaBneHue ycnyramu KIKT no obpaboTke

n3006pakeHnNn.
YnpaBneHue KnmeHTamm

MO «DENTOMO» noggepxuvBaeT cpedy, B KOTOPOW MOnb3oBaTesNlb MOXET co3daBaTb, B
3aBMCUMOCTU OT pOnW, PS4 CyLWHOCTEN. DTN CYLWIHOCTM MepapXvMyHbl B 3aBUCUMMOCTU OT WX
BakHOCTU. B BepxHen yactn 6ygetr OO0 P[AJ1a6, 3atem OygeT "opraHusaumsa” CyLHOCTM,
HMXe koTopon OyayTt "knuHukKn". lMocneaHsis 6ygeT Ton, KoTopasi cobupaeT nonb3oBaTenen,
KOTOpble MMEKT NpUBMNIErMn Ansi BXo4a B WHCTPYMEHT, 4TOObl, C OOQHOW CTOPOHbI, UMETb
BO3MOXHOCTb yNpasnsaTb NauneHTaMmu, a ¢ Apyrou - 3arpyxatb 1x obpasbl Ans aHanuaa.

Kak nonb3osatens MO «DENTOMO», Bbl Takke MoxeTe OTnpaBuTb ObBpaTHyl CBA3b
MMG, 4To6bl UMETbL BO3MOXHOCTb NPOUHOPMMPOBaTL X, 0 Nto6om Tune cooblieHuns, Byab To
»Xanob6a, npeanoxeHue, olwnbka unm obHapyxeHHasi npobnema.

Kak n Ha ntobon gpyron nnatdopme, nonb3oBaTesb onepaTtopa MOXET NONyYnTb JOCTYN K

cBoemy I'IpOd)VIJ'II'O Ona nsSMeHeHund JIMYHbIX AaHHbIX.
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YnpaBneHue npoLeccom.

maBHasa uenb MO «DENTOMO» — aHanus KJIKT 34C. Ona atoro NO «DENTOMO»
npegocTaBnseT onepaunn, 3arpyxaet M3obpaxeHusi, CBA3aHHblE C NaLMEHTOM, nepedncrnseT
UX W npocmatpuBaeT usobpaxeHwe. Takke [AOCTYNHbI onepauMm MO W3MEHEHUIO UMK
NCNPaBIIEHUIO CreHepupoBaHHbIX oT4eToB. Kpome TOro, ectb onepaumsd no [obaBneHuto
KOMMEHTapMeB K oT4yeTam, 4ToObl nogenuTbca uHgopmauuen mexgy onepartopamu [10
«DENTOMO».

CnoBapb AaHHbIX

CnoBapb faHHbIX — 3TO Habop MeTadaHHbIX, KOTOPbIA COAEPXKUT NOrMYECKUe U TOYeYHbIe
XapaKTepUCTMKN OaHHbIX, WCMONb3yeMbiX B MpOrpamMuMpyeMoOn CUCTEME, BKYas UMS,
onucaHue, ponu u nepapxutio.

Ponu nnatdopmbl: BHYTpM Nnatdopmbl TUMbl NOfb3oBaTenen AensiTCa Ha pasfnnyHble
TUMNbl B COOTBETCTBUN C UX NO3MLMEN HA HEN.

PoneBon nepcoHan. AOMWHUCTPATUBHBLIN COTPYOHUK, TOSMbKO 3TOT COTPYOHUK UMeeT
BO3MOXHOCTb BbIMOSHATL OnpeaerieHHble agMUHUCTPaTUBHbBIE Onepauun, TakMe Kak co3gaHue
HOBbIX OpraHuM3auun Unu KNUHWK. JIMYHBIN COTPYAHMK HE CBSA3aH HU C O4HOW KIMMHWUKOM Unu
opraHusauuen, noaTtomy B hanne naumeHta OH He CMOXET 3arpyXaTb HOBble M300pakeHns
KJIKT.

AOQMUHMUCTPATMBHAA ponib. JTOT TWUM pPONKU  SBMSIETCA  BbICLUMM aBTOPUTETOM B
opraHusauun. Bel moxeTe co3gaBaTb HOBbIE KIMMHUKA UMK OOYEPHWE KOMMaHWM NOA Kpbilen
opraHusaumm.

Monb3oBaTenbckKasa ponb. OTO KOHEYHAA POSib OpraHn3aumm, UMeeT AOCTYN K CO34aHuto
nauneHTa, n moxet 3arpyxatb KIIKT nsobpaxeHus naumeHToB. [Monb3oBaTenu CBsi3aHbl C
OJHOW KITMHUKOWN.

Ponb naumeHta. OHa He mmeeT gocTtyna k nnatdopme, U He UMEeEeT BO3MOXHOCTU
cos3fgaBaTh CyLLHOCTK ntoboro poga

000 «Jlabopatopusa ¢yHKUMOHaNbLHOW AuarHoctukm» — Kak Bnageney 10
«DENTOMO» B Poccuu, oH siBndetca Hamborniee BbICOKMM 3BEHOM B uepapxun. Ceccusi
Onepauwnn:

JlorvH: nosBonsieT Nonb3oBaTeNo BONTU B CUCTEMY, YTOObI MMETb AOCTYN K pasfnnyHbIM
onepaumam.

Bbixoa: no3BonsieT BbINTM U3 CUCTEMBI

CmeHa na3blka: Bce nonb3oBatenu nnatgopmbl MOryT MEHATb A3blK MEXAY PYCCKUM,

AHITIMNCKUM N UCMAaHCKUM.
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PucyHok 11. Uepapxus ponen NO «DENTOMO»

Onepaunn oocTynHbI B 3aBUCUMOCTH OT POSU.

Cnucok nonb3oBaTtenem U co3gaHue, CMUCOK KMMHUK MW CO3A4aHMe, CMNUCOK
opraHuMsauuMin M co3gaHue, CNUCOK MauMEeHTOB U co3aaHue, npocmoTtp 3d Bknagok,
HanucaTtb OT3bIB, BBECTU JINYHbIN Npodusib.

Cnucok nonb3oBaTternien: Ans BceX TUMOB CYLLHOCTEW eCTb CTpaHuua co crnmuckom. Ha
3TUX CTpaHULax fUCTUHra Bbl MOXEeTe co3faTb Habop UNbLTPOB ANA CYXXEHMS Moucka
cywHocTen. B cnucke nonb3oBatenen 6yayT nepeyncrieHbl Te, KOTopble NPUHaanexart KnMHuKe
3aperMcTpMpoBaHHOro Nosib3oBaTens.

B cnucke nonb3oBatenen ectb nonsa dunbtpaummName, Last Name, Email, Role u
Clinic. Kpome Toro, B Hem ecTtb KHoMka cbpoca punbTpoB.

KnuHukun: Monb3oBaTenb Bcerga OyaeT CBA3aH C KNWHUMKOW. OTa ONUUSA BMAHA TOMbKO
nonb3oBaTensiM C Porbio NepcoHana, Hanpumep, coTpyaHuky MMG, Tonbko agMUHUCTpaTOpbI

N COTPYAHUKHN MOTYT NepeyvHncnaTb Unm co3gaBaTb HOBbIE KITMHUKNA.
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Cnucok opraHusaumin. Cnncok opraHm3saumi SOCTYMNeH TONbKO NOSb30BaTEN0 C POSbIO
"Mepconan".

B nuctnHre opraHusaumi ectb unbTp Ans Noucka No HasBaHMSM OpraHusauuin, 37O
duUNbTP 4N8 NoMcKa No NOHOMY Ha3BaHWIO UMW NOACTPOKE Ha3BaHWS.

Cnucok nauueHTOoB: Cnncok naumMeHTOB OyaeTr [ocTyneH pnnsi nepcoHana. byget
AOCTYyMNHa nonckoeas cuctema.

3D-UHCTPYMEHT: MHCTPYMEHT BM3yanuaauun nmeeT BKNagku, Ha KOTOPbIX MONb30oBaTenu
MOryT npocmaTpmBaTb pasnuyHble 3D-uzobpaxeHus pTa, HasBaHWS MbILL, KOCTEW, HEPBOB,
naTonorui.

Ob6patHasa cBsA3b: BCe MNonb3oBaTenu nnartopmbl MOryT Hanucatb OT3biB, 4TOObI
otnpasute MMG 3anuncky ¢ xanobon, BONpocoM Unn NpeasioKeHneM.

Mpodunb: Bce nonb3oBaTeny cMOryT BOWTK B CBOM Npodunnb U OTPeAakTMpoBaTh NUYHbIE
AaHHblE.

Cospatowme 06bEKTHI

MepcoHan - eQUHCTBEHHbIA, KTO OOy4YyeH co3faBaTb OpraHM3auMOHHbIE, KIMHUYECKUEe W
NaumMeHTCKNe CTPYKTYpbl.

Co3paHue opraHmsaummu: CosgaHne opraHm3aunm MMeeT cnegyroLine nons:

Nms, dunsmnyecknii agpec, NPpoBMHLUMSA UNK WTaT 1 CTpaHa.

Co3paHme KIMHMKKU: CO34aHve KIMHUKM CBA3aHO C OpraHusaumMend u [OMKHO ObiTb
c030aHo Ha npeaplaywem atane. Heobxogumble nonda: Hasosute chmanyeckuin agpec, ropoa,
CTpaHy, opraHM3auuio 1 WTaT/NpoBUHLMIO.

CospaHue nauueHta: Co3gaHue nauumeHTa BkMyaeT B cebs cnegyowme nonsa: Nms,
dhamunus, gata poXaeHUs, a TakKe YHUKamNbHbIW, NNYHBIN MOAEHTU(PUKALMOHHBIA HOMEP U NOS.

AOMUHUCTPATMBHAs Posib:

Cnucok nonb3oBaTtenierM U co3gaHue, CMUCOK KNMHUK U co3aaHue, CMUCOK NauueHToB
M co3gaHue, npocmoTp 3d BKNagokK, HanucaTb OT3bIB, BBECTU JINYHbIN NpodUnb.

Cnuncok opraHunsaumm

Cnucok nonb3oBaTenen:. Tak Xe, Kak U porflb nepcoHana obyyeHa y nornb3oBaTenemn
CMuCKa, HO TOMbKO B BalLen opraHmsaumm. Ha aTux cTpaHuuax cnmucka Bbl MOXeTe co3gaTtb
Habop UNILTPOB ANS CYXEHUs Mnomcka Mo cywHocTsM. B cnucke nomnb3oBatenen 6yayT
nepeyvncneHbl Te, KOTOpbIE NPUHaAMAeXaT Ballen opraHu3sauum.

B cnucke nonb3oBaTtenen ectb nonda dunetpaummName, Last Name, Email, Role u
Clinic. Kpome T0Oro, B Hem ecTtb KHomMka cbpoca unbTPoB.

Knuuuku: Monb3oBaTtenb Bcerga OydeT CBA3aH C KNWMHWKOW. JTa Onuus BMOHA TOMbKO
Nnonb30BaTeNsiM C POrbIO NepcoHana, Hanpumep, coTpyaHuky MMG, Tonbko agMUHUCTpPaATOpPbI

N COTPYAHUKHN MOTYT NepedHncndaTb nnm co3gaBatb HOBbIE KITMHUKNA.
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Cnucok nauueHTOoB: CnnCOoK naumMeHTOB OydeTr QocTyneH pnnsi nepcoHana. bygert
AO0CTYyMHa MOMCKOBas CUCTEMA.

3D-UHCTPYMEHT: VIHCTPYMEHT BM3yanu3aumm MMeeT BKNagkun, Ha KOTOpbIX MOfib3oBaTenm
MOryT NMpocMaTpuBaTb pasnuyHble 3D-n3obpaxeHnsa pTa, Has3BaHUSA MbIlL, KOCTEW, HEPBOB,
naTosnornin.

Ob6patHaa cBA3b: Bce nonb3oBatenn nnatdopMbl MOryT HanmMcaTb OT3biB, 4YTOObI
otnpasute MMG 3anucky ¢ xanobon, BONPOCOM UNWU NPeanoXeHeM.

Mpodumnb: Bce nonb3oBaTtenm CMOryT BOMTU B CBOW NpOohusib U OTpeaakTMpoBaTh NIUYHbIE
AaHHbIE.

MepcoHan - eaVMHCTBEHHLIN, KTO 00y4YeH co3fgaBaTb OpraHM3auMOHHbIE, KIMHUYECKME W
NaunMeHTCKNe CTPYKTYpbl.

Cos3pgaHnme knuHukun: Co3gaHue KIWHWKA CBA3aHO C opraHuMsaunen M OOIMKHO ObiTb
c030aHo Ha npegplaywem atane. Heobxogumble nonsa: Hasosute cumsnyeckmin agpec, ropoa,
CTpaHy, opraHM3auuio 1 WTaT/NpoBUHLMIO.

CospaHue nauueHta: Co3gaHve naumeHTa BkMYaeT B cebs cnepgyowme nonsa: Nms,
dhamunusa, gata poxaeHus, a Takke YHUKanbHbIN, TIMYHBIN MOEHTUUKALMOHHbI HOMEpP 1 NOf.

Monb3oBaTenbckasn porb:

CocTtaBUTb CMUCOK Monb3oBaTefied U co3faTb, COCTaBUTb CMNUCOK NaUUEHTOB U
co3aaTb, NnpocMoTpeTb 3d BKNagku, HanucaTb OT3bIB, BOUTU B NIMYHbIA KaOnHeT.

Cnucok opraHusaumm

Cnucok nonb3oBaTenen:. Tak Xe, Kak U porfib nepcoHana obyyeHa y nornb3oBaTenemn
cnucka, HO TOMbKO B Ballewn opraHu3daumn. Ha aTux CTpaHuuax Cnvcka Bbl MOXeTe co3faTb
Habop UNILTPOB AN CYXEHUs Mnomcka No cywHocTsM. B cnucke nonb3oBatenen OyayT
nepeYvncneHbl Te, KOTOpble NPUHAAEXaT Ballen KIUHUKe.

B cnucke nonb3oBatenen ectb nond dunetpaummName, Last Name, Email, Role u
Clinic. Kpome T0Oro, B Hem ecTtb KHomnka cbpoca unbLTpoB.

Knuuuku: Monb3oBaTtenb Bcerga OydeT CBA3aH C KMWMHWKOW. JOTa Onuus BMOHA TOMbKO
Nnonb30BaTENSsIM C PONbI0 NepcoHana, Hanpuvep, coTpyaHuky MMG, Tonbko agMUHUCTPATOPbI
M COTPYAHMKM MOIYT NEepeYmcnsiTb UNn co3aaBaTb HOBbIE KITMHUKK.

Cnucok nauueHTOB: CnncCOoK naumMeHTOB OyaeT AoCcTyneH pnnsi nepcoHana. byget
AOCTyMNHa Nonckoeas cuctema.

3D-MHCTPYMEHT: WMHCTPYMEHT Bu3yanuMsauum UMeeT KapTbl, FAe nonb3oBaTenn MoryT
npocmatpuBatbh pasnuuHble 3D un3obpaxeHuss pTa, Has3BaHUSA MbIWL, KOCTEW, HEPBOB,
naTosnornin.

O6paTHasa cBA3b: Bce nonb3oBaTenu nnaTgopMbl MOryT HanucaTb OT3biB, YTOObI

otnpasute MMG 3anucky ¢ xanobon, BONPOCOM UNU NPeanoXeHeM.
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Mpodmnb: Bce nonb3oBaTenm CMOryT BOMTM B CBOW Npohusib U OTpeaakTMpoBaTh fINYHbIE
AaHHbIE.

Cos3pgaHme naumeHTta: Co3gaHue nauueHTa BKIoYaeT B cebs cnegytowme nons: Uwms,
dhamunus, gaTta poXaeHUs, a TakKe YHUKamNbHbIW, NINYHBIN MOAEHTU(PUKALMOHHBIA HOMEpP U NOS.

YnpasneHue npoueccom

OcHoBHOM uenbto MO «DENTOMO» saensietcs 3arpyska KJIKT-uzobpaxkeHun un ux
nocnegyrowas obpabotka cuctemMon MawMHHOrO 0OyyeHus, wuHTerpupoBaHHon B [10
«DENTOMO».

Cnucok nsob6paxenum KIKT: B 3aknagke naumeHTa Mbl Hangem aBa anemeHTa. [epsbin -
NWYHble AaHHble nauuneHTa: Nms, damunus, yaocToBepeHne NMYHOCTM, NoM, AaTa PoXaeHUs n
NNYHBIN NOEHTUUKALNOHHLIM HOMep. [Janee Mbl HanWgem CAMCOK OTYETOB O naumeHTax. B
OOMONHEHNE K CNUCKY AOCTyNHa Nouckosasa cuctema gnsi noucka no nosto ImagelD.

Cnucok BkntovaeT B cebsi acku3, unaeHTudukatop wusobpaxeHus, Oaty NocnegHero
N3MEHeHMs M Nons Aatbl 3arpy3ku. Tabnuua, kak u 60nblMHCTBO Tabnuy B cucteme, MMeeT
BO3MOXHOCTb COPTMPOBKM NMyTEM HaXXaTUs Ha 3arofiOBOK KOMOHKM B PEXUME BO3pacTaHWUs Unu
ybbiBaHus. Taknm o6pa3omM, Mbl MOXXEM COPTMPOBATb M300paXKeHUst No AaTe UxX Co3aaHus Unm
OOHOBIEHMS.

3arpy3ka wusobpaxeHus KIIKT: Tonbko nonb3oBaTenn W agMWHUCTPATOPbl MMEKOT
BO3MOXHOCTb 3arpyxatb gaHHble KITKT. JaHHble KJTKT Bcerga cBa3aHbl ¢ naumeHTom. Noatomy
nepeg 3arpyskon obpasa HeoOXoaAMMO 3anTy Ha BKIAAKy NauMeHTa, rae OCTYNeH CrMcoK Beex
OTYETOB, CAeNaHHbIX AN 3TOro naumneHTa.

KITKT n3obpaxeHue oTyeT:

CTpaHuua oT4eTOB COAEPXKMUT creayolime aneMmeHTbl: Ha3BaHme, 3aronoBoK MeTagaHHbIX
naumeHTa, Bknagka "Pegaktuposanue KITKT nsobpaxeHusa n 3yb6os" n pasgen "KommeHTtapumn".

OtyeT npencrtaBneH B BuAae WU300paXeHus, Ha KOTOPOM Bce 3ybbl Obinn JNIMHENHO
3aKpensieHbl, T.e. B NIMHEMHOW MpoeKuun KpmBorn npotesa. Kaxabi ueHTp 3yba onpegensieTcs
anroputTMOM MyTeM YCTaHOBKWM MonoxeHus 3yba. Ha msobpaxeHun BUOHbI HEKOTOPbLIE KPYru,
yKkasbiBallme nonoxeHne 3y6oB. Kaxabll Kpyr UBETHbIM LBETOM YyKa3blBaeT Ha ero
COCTOSIHME, KpaCHbIM - Ha NATOSIONUNIO, XXENTbIM - Ha NpegblayLlee nevyeHme, 300poBbIM - CEPbIM
N OTCYTCTBYET Mpu OTCYTCTBUM 3yba.

O630p 3yba: npu wenyke no 3yby cnpaBa OT M300paxeHust oTobpakaeTcsl 3aknagka,
nokasbiBatollas opMy C MaToNnormsMv U MeTodamu neveHusd, ¢ KotopbiMn pabotaet 1O
«DENTOMO». B aton copme BygeT 0OTMEYEHO, Kakme U3 aTuX NnaToniorMn n MeTodoB fneyveHus
Ob1nn obHapyXeHbl y aToro 3yba.

N3obpaxeHne npencraBneHo B ABYX PpasfUYHbIX pexmmax: draktudeckoe mnsobpaxeHue

UMM CXeMaTUYeCKuUii CToMaTonor ¢ 3y6amMu ¢ COOTBETCTBYHOLLEN HYyMepaLumen. ATOT cTomaToror
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obnagaer TakoM e (YHKUMOHANbHOCTbIO, Kak W BO3MOXHOCTb pedakTupoBaHusa 3yba
HaXkaTuem Ha Hero.

Bknagka Ha 3y6 B JOnonHeHWe K oTobpakeHuto BceX OBHapyXeHHbIX B HEN MHUWOEHTOB
No3BONSAET UCMPaBNATb UMM MoauduuMpoBaTh 3y0, OTMeYas HOBble MHUMAEHTDI.

KommeHTapum: noa um3obpakeHMeM Mbl Haxoaum TeKCToBOe More, rae nonb3oBaTenb
MOXeT OCTaBNATb KOMMEHTapun, KoTopble MOryT OblTb NPOCMOTPEHbI Y AONOMHEHbI APYrUMU
nosnb3oBaTensamm.

Akcnopt B PDF: Hwxe oT4yeTa Mbl Haxogmm kHonky "OkcnopT B PDF".

HedyHKkumMoHanbHble TpeboBaHMs NOAPOOGHO ONUCHLIBAKT OrpaHUYEHUs, KOTOpble Tak UK
NMHaye obycnoBnuBaT YyHKUMOHaNbHbIE TpeboBaHUS.

TpeboBaHua k ceTn: CeteBble TpeboOBaHUSA MUrpaloT 0Cobylo ponb B CETEBOM MOBEAEHUMN.
MpnyunHa B TOM, YTO Mo cBoen npupoae KIIKT-o6pasbl 006bi4HO nmetoT pasmep 6onee 100MB.
MoaToMy 04YeHb BaXXHO, YTODObI U KITMEHT, N CEPBEP UMENMN NMPOMYCKHYIO CNOCOOHOCTb HE MeHee
100Mbit/s.

Tpeb6oBaHus K XxpaHeHuro: TpeboBaHMs K XpaHEHUIO SABMSAIOTCA OrpaHWYMBaOLLUM
daktopom cuctembl. TpeboBaHMA OTHOCATCA B OCHOBHOM K CEPBEPHOW CTOpPOHe, rae
Heobxoanmo paspeLunTb 3arpy3ky M3obpaxeHui, He co3gaBasi Y3KMX MecCT.

XpaHeHve OencTByeT B 2-X MecTax.

-XpaHeHue B 6a3e AaHHbIX MH(pOpMauMM O NoMb3oBaTeENNAX, NAUMEHTaX U UX OTYEeTax, Kak
noapo6Ho onucaHo B DER.

-XpaHeHue wn3obpaxeHnn KIIKT [OMmMKHO XpaHUTbCS B a@HOHUMM3VMPOBAHHOM pPEXUME.
CoxpaHeHue nsobpaxeHus, B AaHHoOM cny4vae B cucteme AWS S3, 4OMKHO ObiTb BbIMNOSTHEHO
Ha npegbiayLlem Wware aHoHMMMU3aummn Ans yaaneHus niobbix obpalleHnin K nauneHTy.

TpeboBaHus kK obpaboTke: Mpy nonyvyeHun n3obpaxeHun, yumTbiBas Ux pasmep, 3anpochl
AOMKHbI BbITb MPUKNEEHbI K CUCTEME OYepeden, KoTopas rapaHTUpyeT, YTo 3adaHusa He ByayT
notepsHbl. Taknm ob6pa3oM, nocnegoBaTeNbHbIE 3anpochl NPUKIEMBalOTCS aAnsg obpaboTku.

[HenctBytowme nuua

Oencteytowme nuua MO «DENTOMO» B3aumogenctytoT ¢ MO «DENTOMO» yepes Beb6-

KNUEHT, 9TO MOXeT BbITb Mo6on 13 OCTYMHbIX:

Bpayzep Bepcus Data

Xpom 56 saHBapb 2017 roga
Firefox 54 sHBapb 2017 roga
Edge 79 sHBapb 2020 roga
Cadpapm ceHTs0pb 2016 roga
Onepa 43 deepanb 2017 roga
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AKTepbl onpefensnTca ponsaMmM CUCTEMbI

CoTpyAHUK - agMuHucTpaTuBHbii coTpyaHuk OOO «d[Jlab», OTBETCTBEHHbLIN 3a
npuBrneYyeHne opraHnsaumm u KrmHuK.

AamuHucTpaTtop: AIMWHUCTpPATOP OpraHu3auuu, OTBETCTBEHHbIN 3a KIWHUKA W
nonb3oBaTeren.

Monb3oBaTenb: [lonb3oBaTenb-onepaTop MPUIOXEHUs, OTBeYalwLlmM 3a co3gaHue
nauneHToB 1 OTYETOB MO CHUMKaM.

MaumeHT: NnLo, KOTOPOMY ByAYT BblgaHbl OTYETHI NO U30BPaKEHMIO.
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MO «<DENTOMO»: PykoBoacTBO nosnb3oBartens

BBepgeHune

a. Yto Ttakoe MO «DENTOMO»

MO «DENTOMO» — aT0 Beb-nnatdopma nnatgopma Ans uHTepnpetTaumm nsobpaxeHun
KOHYCHO-1ny4eBon koMmnbtoTepHon Tomorpadum (KIKT) ¢ ncnonb3oBaHMEM TaKMxX TEXHOIOIMMN,
KaK MCKYCCTBEHHbIN UHTENNEKT U MallMHHOE 00yYeHmne, Lenblo KOTOPbIX SBSIETCS:

e [lomMowWb B KIIMHMYECKON guarHocTMKe: ABTomaTusauus obHapyXeHUs NaTonorMm nosocTn
pTa.
e YnpaBneHue u Bblayva KIIMHUYECKUX OTYETOB: TOYHLIM rpadduyeckuin oT4eT C OnNncaHneM

Kaxkgoro 3yba npefocTaBnaeTcs nauueHTy.

e YnpaBneHwe nauMeHTamn: MCNonb3oBaHWe 6asbl faHHbIX Ans 6onee addeKTUBHOIO

BeJeHNS NaLNeHTOB B KITUHUKE
e XpaHeHue OOoNONHUTENbHBLIX aHanNn3o0B NaumneHTa: 3To NO3BONAET BECTU UCTOPUID BoMnesHn

CTOMAaTOJIOrM4eCKoro naumneHTa B KrnHuKe.

b. Monb3oBaTenu NMNO «DENTOMO»

OcHoBHas cyHkumna MO «DENTOMO» — nageHTudukaumsa CToMaTonorM4eckmx naTosiorni
U MMeLWNXCa MpPU3HaAKoB npeabliaylimx CTOMaTONoOrM4Yecknx BMeLLaTenbCTB  MyTem
nHTepnpeTaunn nsobpaxeHuin KINKT B dpopmate DICOM u ¢ ncnonb3oBaHMemM MHHOBALMOHHbBIX
TEXHOSOMN, TakUX KaK WMCKYCCTBEHHbIN WHTENNEKT U MalwuHHoe obydyeHue. Bmecte c Tem
MOAYINSMU yrpaBrieHNs oT4eTaMM MOXET UCMONb30BaTbLCSl BCIOMOraTesibHbIN NepcoHar, ecrnu

cneynanmncTt CoYTeT 3TO Ll,eJ'IeCOO6p83HbIM.

c. MO «DENTOMO» HE NMPEAHA3HAYEH

MO «DENTOMO» gaBnsietca MHCTPYMEHTOM, OCHOBHOM (PYHKLUMEN KOTOPOro SBNSETCS
AnarHoctmyeckass MOMOLLb, W KaKk TakoBOW MpefHasHayeH [Ans  CTOMaTONOrnyecKnx
cneunanuctoB. MO «DENTOMO» He BknovaeT B cebs kakme-nnbo yHKUNOHAmNbHbIE

BO3MOXHOCTU A5 NauMeHTOB, NO3TOMY €ro UCMosib30BaHNE 3TOW rpynmno He peKoOMeHayeTcsl.

d. MpeunmyuwectBa MO «DENTOMOnx:

MO «DENTOMO» saBnsietcsa WHCTPYMEHTOM AN OMarHOCTUYECKOW MOMOLWN W,
cnegoBaTtenbHO, MOMOraeT Bpayy-CToMaTonory:

BbIiBMTbL naToNoOrMn NonocTu pra
e CokpalleHne BpeMEHN NHTepNpeTaLmm n3obpaxeHui

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.

58



DENTOMY

e CokpalleHne 3KOHOMMYECKUX U3aepXKeK, Ha nHtepnpetaumto KIKT.

e (O6Gecneuntb OOBEKTMBHOCTb W TOYHOCTb AMArHOCTUKM CTOMAaToSIOrMYEeCcKoro 340pOBbS
naumMeHToB

e [lepcoHnduumpoBaTb CTOMATOMNOrMYECKOe NeYeHne U 3anoXuTb OCHOBbI NPEeAUKTUBHON

CTOMaTONOrMYECKOM MOMOLLIN

e. Cdepa oTBEeTCTBEHHOCTH

MO «DENTOMO» HM B KOeM crniy4yae He 3aMeHsieT MHeHue Bpava-ctomartosnora. N0
«DENTOMO» sBnsieTcs UCKIHOYMTENIbHO MHCTPYMEHTOM, NMOMOrawlimMM B AUMArHOCTUKe
cToMaTosNiormyeckmx 3aboneBaHun, T.e. 3TO O3Ha4YaeT, YTO MHeHWe Bpava-cTomartosiora

Gy.qu npeoGna.anb Hag NobbIM AMarHo3om, KOTOprVI TeXHOJTormsa MoXxet onpeaen uTb.

f. dopmaTupoBaHue n3obpaxxeHUn

e [Ina npasunbHon pabotbl MO «DENTOMO» nonb3oBatenb OOMKEH 3arpyxaTtb dansbl
Toneko B popmate DICOM, pacwmpeHne Kotoporo «dcmy.

e [Ins ycnewHon 3arpy3ku cpanna nonb3oBaTtenb JOMKeH y6eanTbCsi, YTO OH 3KCnopTupyeT
n3obpaxeHusa KIKT B nanky, cogepxallyto BCe pasgenbl UCXOOHOro M3obpaxeHus. ITn

nankm oBbl4HO COCTOAT U3 HECKOSbKMX COTEH (DansoB.
UHcpopmaLmsa o TexHonorMu n 3anpoc Ha nosny4vyeHue gocryna

lNonb3oBaTenu, KOTOpPbl€ XOTAT NONYyYUTb AOO0CTYN K MHCbOpMaLlMVI O npoaykte, AOOJTXHbI

nepevTtn no agpecy: Owmnbka! HegonycTMMbIN 06 BLEKT rMNepCcChINKu. (cM. nsobpa>keHue)

Home  Beneficios  Fundienolidodes  FAQs

SOLICITE UNA DEMO

PucyHok 1: Beb ctpanuua NO «DENTOMO»

30ecb nonb3oBaTerNlb CMOXET 03HAKOMUTLCS C NPOAYKTOM, a TakKkKe CBA3aTbCA C OTAESIOM
npoaax, KOTOprI7I OTBETUT KaK MOXHO CKopee Ha nobble KNUHUYECKME U KOMMep4yecKune

BOMPOCHI, KOTOPbI€ MOrYyT BbITb NOAHATHI 3aUHTEPECOBAHHBIMU CTOPOHAMM.
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a. Hemo-3anpoc

YTtobbl nonyuntb goctyn Kk gemo-sepcum MO «DENTOMO», nonb3oBateny LOSMKHbI
3anpocuTb €ero 4yepes3 KoHTakTHyto dopMy «Solicite una demo», NpUCYTCTBYHOLLYO B 3TOM

pasgene (cM. nsobpaxeHue).

»

MpeumyiiecTea XapaktepucTuku KoHTakTb! Yacro 3a1aBaemMble BONpPOCH!

DENTOMY -

PacnosvaBanwe natonomm Ha KINKT usobpaxenun ¢
NOMOLLIIO UCKYCCTBEHHOTD UHTENMEKTa U 06paBoTkM

aHHBIX.

3AMPOCUTE JEMO-BEPCMIO MPAMO CEAYAC

PucyHok 2. 3anpoc Ha AeMOHCTpaLuio

Mocne Toro, kak Momnb3oBaTeNb 3anpocui AOCTYNn K AeMO-Bepcun, COTPYOHMKM oTaena
npogax CBSXKYTCHA C nonb3oBaTenem, YTobbl NPeaoCcTaBnTb:
e Beb-agpec nnaTtdopmbl
*  YyeTHble JaHHbIe

e OOy4eHVe HaBblkaM ynpaBrieHNss MHCTPYMEHTaMu

b. Ooctyn u peructpauus B MO «<DENTOMO»

Mocne nony4veHnst y4eTHbIX OaHHbIX Ang Bxoga nonb3osatenb MO «DENTOMO» cmoxeT
BbINOSIHATb OCHOBHbIE 3a[a4M KITMHUYECKOro yNpaBneHus, Takme Kak:
e Co3pgaHue 6a3sbl JaHHbIX NaUMEHTOB
e Co3pgaHue npodeccrmoHanbHbIX Nonb3oBaTenemn
e PepaktupoBatb Npodunb

e Bbintu

KOHOUWOEHUMAJIBHO — © 2021 OO0 ®OJIAB n/vnn ee apduanpoBaHHble snLa.
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» Lista de pacientes

Selecciona un paciente para subir una imagen CBCT

CREAR NUEVO PACIENTE

Nombre y apeliidos A 1D de pacient Gitima modificacion Fecha de carga

DEMO ASISA 0102 vie., 6 de mar. de 2020 13:08 vie., 6 de mar. de 2020 13:08

Demo Demo 0039 mar, 10 de dic. de 2019 1505 mar, 10 de dic. de 2019 1505

do Avilés Patient 0046 mar, 10 de dic. de 2010 16:21 mar, 10 de dic. de 2019 16:21

ene Adle 0003 vie,, 29 de nov. de 2019 11:49 vie., 29 de nov. de 2019 11:49

Satient One 0001 jue., 28 de nov. de 2019 13:06 jue., 28 de nov. de 2019 13:06

PucyHok 1: MapameTpbl 60KOBOM NnaHenu

PykoBoacTBO nonb3oBaTtens

a. MNonb3oBatenun «Lista de usuarios»: Co3gaHne  nNpodeccnoHasbHbIX
rnosib3oBaTenen
Bnageney nuueHsun MO «DENTOMO» cMoXeT BKNIOYUTb y4eTHbIe 3anmcu Ansi CBOUX
y4yaCTHMKOB B 9TOM Bknagke. [ns 9Toro HeobxoaMmo HaxaTb Ha KHOMKy «HoBbIN

noJsib3oBaTeENb» U 3anOJIHUTb MONA. ( CM. pl/lcyHOK)

v

— DENTOM% =

& Nonbsosatenn K nonb3oBaTtenen

) Mawen BbIGupeTe nonbs3oBatens 4ns NpocMoTpa inm penaxrmpoaaum;mmn\‘
HOBBIN NMONB3OBATENL

& 30

=] OBpathan ceasb

Moit npochrnb QunTpe

|:—> Bbiitn
g damunng 3neKTpoHHaa noyTa
PykoBofcTBO
nonk3oearens
Pors - KniHuka v || OwcTuTb unbTpel
Vi v pamnnna A Knutka

PucyHok 4. Kak cozgaBaTb nonb3oBaTernemn

Ona cospgaHua HoBoro nonb3oBaTtens B MO «DENTOMO» HeoOxoAuMoO 3amnonHuUTb

crnegytowme nonsi (CM. pUCyHOK).
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N DENTQM% =~
3aperncTpMpoBaTb HOBOro nosib3oBarerss

3anonxnte WH(*)ODMELMIO ANs perucTpauinu HOBOTO nonb3oBaTens

,Q Monkaosarenu
) Maunent
R 3o

OfpaTHan cBA3L

> CO3AaTH HOBOTO MOMb30BATENA

<{Hazan k nonsaosarens

Moit npocune

Vs Damunua
[ Buwiitn

PykosoacTeo
m Knunca o | User -
non3cearens

3nekTpoHHaA nouTa

PucyHok 2: HoBbiln nonb3oBaTtenb «Registar nuevo usuario»

HoBbin nonb3oBaTenb SOMKEH ObiTb CBA3aH C KITMHMKON (KOTopasi Gbifia co3gaHa paHee) u
Ha3HauYUTb POfib B OpraHu3auunm, KoTopass MOXeT BblbupaTb Mexay «ALMUHUCTpaTOpP» W
«nonb3oBaTenb» (B HacToslLLEee BpeMsi ponn oAuHakoBbl). Kak Tonbko 31O OygeT caenado,
HOBbIV MONb3oBaTeNb AOMKEH YCTAHOBUTL Naporib.

b. NauueHTs! «Lista de pacientes»: co3naHue 6a3bl AaHHbIX NALIMEHTOB

MmeHHO B 9TOM pasgene cocpefotodeHa OOMbLUMHCTBO KAMHUMYECKMX dyHKumn 10O
«DENTOMO». Pasgen «[laumMeHTbl» no3BONAEeT MNOMb30BaTENO BbINUCLIBATL CTOMBKO
NnauneHTOoB, CKOJTbKO OH Xo4eT. [Inda aToro B pasaene norb3oBaTteslb JOIDKEH NEPENTM B pasden
«Cos3gaTtb HOBOro nauueHTa» (CM. nsobpaxeHue).

T DENTQMD =~

CnucoK nauneHToB

BbiGepuTe nauneHTa ana sarpysku usobpaxkenna KIKT

/ CO30ATb HOBOIO MALUMEHTA

ObpaTHan CBA3b

Moit npocune

[ Buim [P -
Vms n Qamuna P nawerTa Toc/eanAR MOANGUKALMA Lara 3arpyaK

PyKoBOACTBO
nonb3ceatens Alexander Golubchik 0023 4T, 5 AeK. 20197, 16:40 4T, 5 AeK. 20191, 16:40

m

Alina Ustugova 0080 €p, 25 per. 20101, 8:05 €p, 25 fek. 20107, 8:05

Andrey Ushkanov 0081 uT, 26 feK. 2019 T, 20:20 uT, 26 fIeK. 2019 1., 20:20

PucyHok 3: Co3pgaHue nauveHToB

e [locne ToOro, Kak B paspene «Co3gatb HOBOro naumeHTa», Monb3oBaTeNlb OOMKEH

3anoyTHNTb I'IpOCTOIZ JINCT, rae OH AOoJKeH BBECTU AaHHblIe NauneHTa:
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- > CoapnaTs HOBOrO NaLMeHTa
[ — i u

& nonssosarenn ( Hazan K naymenTet

{7 Nauvert
@ 3o an
[0 obpatHan caazb
oamunia
Moit npoguns
[> Buii Rara porgeris
22/07/2021 o)

PYKOBOACTBO
nonssosaTens
NaeHTHMKAHORHSI HoMEp

ron

O)enumra O MyxunHa

PucyHok 4: [laHHble 0 nauueHTe

e Kwms

e  damunus

e [laTa poxageHus

e MoeHTuduKaunoHHasa kapTta

e [lon
lMocne Toro, kak aTa onepauus OyadeT BbINOMHEHa, Monb3oBaTeNlb CO34acT HOBOMO

naumneHTa, KOTOpbI MOSIBUTCS B CMMCKE MaLMEHTOB (K KOTOpoMy Mbl ByaeM obpaliatbes Yepes
yXe YNOMSIHYTYl0 BKnagky «llaumeHTbl»), B 9TOM pasfene npeacTaBrieH CNMCOK MauueHTOB,
NOEHTUMOUUNPOBaAHHbBIX MO YMCNoBOMY «MaeHTudmkaTopy naumeHTa», ero gata cosgaHus U

nocreaHss BHECEHHas MoandmKauus (CM. M3obpaxeHue).

v

DENTQM%

El

U

& Nonsosaren CnucoK nauneHToB
BribepuTe nauveHTa ans 3arpysku usobpaxenns KIKT
@ 3D CO3AATb HOBOIO MALUMEHTA

OBpaTHan ceA3b
Moit npocbune

[ Buitmu Y ReHTHOUKALMOHHI! HOMED

Wmsa v damunua N Mocneaxan MOAUBUKALMA [LaTa 3arpysku
naunenra
PykoBoacTeO
m
nons3oBatens Alexander Golubchik 0023 4T, 5 Aek. 20191, 16:40 uT, 5 fek. 2019, 16:40
Alina Ustugova 0080 Cp, 25 Aek. 20197, 8:05 Cp. 25 nex. 20191, 8:05
Andrey Ushkanov 0081 uT, 26 Aek. 20191, 20:20 4T, 26 Aek. 20191, 20:20

PucyHok 5: Cnucok nauuneHToB «Lista de pacientes»
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i. [TMpodunb naumeHta: OcobeHHOCTH

B npodune nauneHTa npegcraBneHa kpaTkasa nHdopmaumus o nauneHTe (CM. pUCYHOK)
B aTom pasgene MOXHO BbINOMHUTL criegyowmne eNcTBuS:

e PepaktnpoBaHue npocunsa naumeHTa

e [louck koHKpeTHoro nsobpaxeHune KIKT, BBeast Homep nsobpaxeHus

e 3arpyska HoBoro nsobpaxerue KIKT

e Cnucok nsobpaxeHun KIKT

3

o, DEN TL\ M O _—
8 Nonesosarenn Mpodunb nauneHTa

) Naunent BribepuTe nauveHTa ans 3arpyski usobpawenns KIKT

@ - > Npodurib nauyerTa

OBpaTHan cesss )
Alexander Golubchik

Moit npochune 00000023

Mon [ara poxaeHns WMpeHTUdUKaLMOHHBIH HOMEp Ly
My#umHa 13 anpena 2021 T. 24

[> Buwiitn

PykoBoacTBO
nons3ceatens

(A8

VAeHTHOMKLMOHHbIFi HOMeD N
MUHHATIODA H30GDAXEHNR FIOCAEQHAR MOTHBHKALIAR [laTa 3amysKa
306paxeHHA

M 00000044 BT, 13 anp. 20211, 8:39 ur, 5 gek. 2019 1., 16:41

PucyHok 6: Npodunb nauneHTa un pyHKLMOHaNbHbIE BO3MOXHOCTHU

3arpysutb HOBOe u300parkeHue: UHCTPyKuua no 3arpyske ¢annos
DICOM

YUTtoObI 3arpy3nTb HoBoe nsobpaxeHune KITKT, Heobxoanmo:
1. HaxaTb Ha kHOMKy «3arpy3auTb usobpaxeHue» (cMm. «PucyHok 9: [lpodurnb
naumeHTa n ero yHKUUm»)
BbibpaTb 0AMH 13 OBYX PEXUMOB 3arpy3ku:
«[lMepeTacknBaHne 13 nankm»

4. «Bbibepute nanky ans sarpysku» (pekoMmeHayeTcs)

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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3arpy3uTb KOMNbIOTEPHYO TOMOTpacduio

Ecnv ckaHnpoBaHie COCTOMT M3 HECKONbKHX (haitnos,
3arpy3nTe WX BCe, MHaue Pe3ynsTaThl OyayT HEBEPHbIMA

Sarpysuts C Bauwero Kounbiorepa

Vnm MepeTauuTe Coga DICOM aiinl

BuibepuTe Manky [ns 3arpysKi

PucyHok 7: NapameTpbl 3arpy3ku nsobpaxenumn «Cargar imagen CBCT»

5. Bbibepute hann, KOTOpbIA Bbl XOTUTE 3arpy3nTb (CM. MHCTPYKLMU MO NOMNyYEHUIO
nanku ¢ nsobpaxeruamm KITKT)
6. 3atem nosBMTCA BCNMbIBalOLWEe OKHO, KOTOPOE Mbl [OSDKHbI NOOTBEPAUTD,

MONPOCKB Hac NOATBEPAUTL 3arpy3ky amnmnos. ( CM. pUCYHOK)

HiApps W C | ) s ’
Upload 401 files to this site?

This will upload all files from "13". Only do this if you trust the site,

Upload Cancel

Load CT scans

If the scan consists of several flles. please upload them all
or the result

Or Drag And Drop DICGM Files Here

PucyHok 8: NMoareBepxxaeHue 3arpy3ku danna «Upload file»

Mocrne BLINONHEHNA OENCTBUIN NO 3arpyske:

* KVHaukaTop nporpecca: [NossBMTCA AManoroBoe OKHO, MHhopMupytoLee 0 TOM, YTO 3arpyska
NpoAomKaeTcsl, UHOUKATOP BbINONHEHUS (CM. u3obpaxeHne) MoKaxeT, CKONbKO OCTanocb
ANd 3aBepLueHund 3arpy3sku. (Bo Bpems aToro npouecca, KOTopbi 3aiMeT HECKOSTbKO MUHYT,

B 3aBUCMMOCTU OT CKOPOCTU MOAKMHOYEeHUaA K MHTepHeTy, B 3TO BpeMA HeNb34 3aKpbliBaTb

KOHOUWOEHUMAJIBHO — © 2021 OO0 ®OJIAB n/vnn ee apduanpoBaHHble snLa.
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Opaysep unu nepesarpyxatb CTpaHUUy, 3TO NPepBeT 3arpy3ky MU MOBPEAUT KOHEYHbIN

pe3ynbTarT)

We're uploading your image

pucyHok 9 .Mpouecc 3arpy3ku KJIKT «Uploading image»

e [eHepaumMss OTYETOB: KaK TOMbKO 3arpy3ka OyadeT 3aBeplueHa, Monb3oBaTenb
nepeHanpaBnsAeTcs B HOBOE OKHO, YKa3sblBalolLiee, YTO Hall OTYeT co3aaeTcs

e U3o6paxeHue: MNMocne aToro n3obpaxxeHne Nonyynt Hymepauuio 1 6yaeTt AOCTyNHO BMeCTe
C ApYyrMMW paHee 3arpyXeHHbiMn undobpaxeHuamm (cMm. puc. 9: lNMpodunb naumeHTa u

(bYHKLMOHAMNbHbIE BO3MOXHOCTUY).

PepakTop nsobpaxenun KJIKT

B pepaktope wu3obpaxenun KIKT nonb3oBaTens cMoxeT npocmatpusate 2D
nHTepnpeTaunto nsobpaxeHus KIKT, BbinonHeHHyto 10 «k DENTOMO».
[anee Mbl yBMAMM Kaxayt M3 (PYHKUMOHANbHbIX BO3MOXHOCTEW, KOTOPbIE Mbl CMOXEM
BbINOMHUTL B 3TOM pasgene:
e Bbibop aucnnes
e OGHapy»eHbl NaTonorum
e [lpusHaku npeabiayLmnx CTOMaToNoOrM4yeckux BMeLLaTenbCcTB
e 3poposble 3y6bl
e OrtcyTcTBYIOLWME 3YObI
e [eHepauus KNMMHUYECKMX OTHETOB

e [IpodeccroHanbHble OT3bIBbI

iv. BbioeneHue otobparkeHus

no «DENTOMO» npegnaraet  nonb3oBaTentd  ABa  crnocoba npocmoTpa

cTomaTonorm4eckoro otyeta (cm. potorpacum):

KOHOUWOEHUMAJIBHO — © 2021 OO0 ®OJIAB n/vnn ee apduanpoBaHHble snLa.
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DENTOMY

MaHopamHbI BMA: OTOT BUL npeanaraet 2D Bug pra nauueHTa u3 uMHTEpnpeTauuu

n3obpaxeHms DICOM. 3gecb natonoruum,

npeabiayle npoueaypel,

3aopoBble UK

OTCyTCTBYIOLLME 3yObl BYyayT OKpY>KEHbI KpYroM onpeaeneHHoro useTta. (CM. NnaTonorunto)

MaHopaMHan papuorpacus

W 3noposuiii [ Jleyenns Ha npe/jbi YLLK CTRAMAX

NaTonorks Her 3y6a

PucyHok 9: NMaHopaMHbIv BUA

MaHopamHbI BuA: 4YTOObI MMETbL BO3MOXHOCTb

YBUOETb YBESIMYEHHbI MNaHOPaMHbIN

PEHTIEHOBCKUA CHUMOK, HEOOXOOMMO aKTMBMPOBAaTb WKOHKY, PACMONIOXKEHHY B MpaBoM

HWDKHEM yrry. OTO NO3BOMUT NOMYyYUTb AOCTYN Yepes3 BCMblBatoLLee OKHO K NaHOpaMHOMY

pPeHTreHOBCKOMY CHUMKY 6e3 aHanunsa MO «DENTOMO» gna 6onee ygobHoro npocMmoTtpa

BpayoM.

OpoHTOorpamma npeacrtaBnsetr cobon nukTorpaduyeckoe npeactaBreHne Kaxgoro us 32

3y60oB (CM. nsobpaxxeHue).

3n0poBbiid

Wao6paxeHue

43 42 41 3 32 33 34 35 36 37 38

i

TNeuenus Ha npefbinywux ctaguax [l Natonorus M Het ay6a

Bce NnpaBa 3allnLLEHbI.

[etanbHas nidopmaums o 3yée

26

TNeueHus Ha

MPeALIAYWMX CTaANAX
O OtcyTereyiowmii 3yG

MNatonoruu

O Implante O Empaste parcial
Corona Puente

O Pernodental O Carilla dental
O Empaste

O Brackets

O Retenedor

. - T’y

OTMEHNTE

O Diente impactado
O Caries

O Abrasién

O Resto radicular
O Distopia
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PucyHok 10: Bua ogoHTorpammebl

Nioboin BapuaHT NO3BOMSIET MOMnb3oBaTento nepeMellaTbcs no 3ybam M uM3yyaTb

BO3MOXHbIE MaToNnorMmn 1 Npeabiayline MeToabl NeYeHusl, HalaoeHHbIe.

V. WHTepnpeTauus msobpa>keHus

OOHapy>XeHbl NaToJIorumn

MaTtonornn, o6HapyxeHHble MO «DENTOMO», 6yayT wuaeHTUUUMPOBaHbLI KpPyrom
KpacHoro useta. Ha cerogHsawHui geHb NO « DENTOMO» cnocobeH nageHTndbmumpoBaTthb:
e Kapuec
e OcTaBLUMIACA KOPHb
e [ucrtonusa
e [laTonornyeckas ctTupaemMocTb

e [uctonus 3ybos

vi. [MMpusHaku npeabiaywmux croMmatToJsziormndieckux npoueanyp

Ha cerogHawHuin aeHb NO «DENTOMO» mMoxeT nuaeHtTupuumpoBaTb AeBATb NpeabiayLmx
npouenyp, kotopble 6yayT MAeHTUOMUNPOBaHLI B MAaHOPaAMe OPaHXEBbIM KPYroM. OTO CMMCOK
npenbioyLmx npouenyp:

e  MmnnaHtaT

* lckyccTBeHas KOpOHKa

e Cromatonormnyeckas 6on

e [1nomb6ebl (pecTtaBpaumm) NoMbbl B KOPHEBOM KaHane
e bpekeTbl

e PeTtenHepsbl

e YactnyHoe nnombupoBaHne KaHanoB

e MocToBMAHbIN NpoTE3

e Cromatonornyeckue BUHUPLI

Hape>XXHOCTb B BbIABJIEHUM NATOJIOTUA N npeabiayumux MeTogos JyiedyeHusn

CyuwectByeT 3 pasnuuyHbIX MOAEeNnu Ans BbisiBNeHUs 3aboneBaHuii U NpeablayLimx

npoueayp: Mogens Ans nepeaHux 3y6os, MoAenb AnNs NPEMOSSPOB U Ast MOSISIPOB.

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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HagexHocTb Mogenen Gbinia paccuntaHa Ha ocHoBe KpuBbix ROC, npeacTtaBneHHbIX HUXeE,

KOTOpble NpeacTaBfiAT OTHOLUEHNE JTOXHbIX Cpa6aTbIBaHVIIZ K NCTUHHBIM MOJNTOXUTENbHbIM ON1A

Kaxkgon 13 npeablayLimx naTonornin/MeToaoB NevyeHuns.

O

o

o

Moaenb nepegHux 3yb6os

True Positive Rate

Mopenb

True Positive Rate

ROC curve multi-class teeth diseases

micro-average (area = 0.96) o
macro-average (area = 0.92)
Caries (area = 0.77)

Crown (area = 0.97)
Abrasion [area = 0.80)

fill {area = 0.96)

pont {area = 0.99)

radix {area = 0.95)

- impl {area = 0.96)

—— braces {area = 0.98)

wveneer (area = (.89)
reteiner (area = 0.89)
post {area = 0.96)
part (area = 0.91)

04 06
False Positive Rate

ANs NPEeMosiipoB

0&

ROC curve multi-class teeth diseases

10

micre-average {area = 0.96)
= macro-average (area = 0.93)
—— Caries (area = 0.72)

Crown (area = 0.97)

fill (area = 0.94)

— pont (area = 0.99)

= radix (area = 0.96)

impl {area = 0.99)

post (area = 0.95)

—— part {area = 0.92)

Mopgenb ons Monsapos

True Positive Rate

04 06
False Positive Rate

0.a

ROC curve multi-class teeth diseases

10

10

08 1
06

044

0z A

B e — ] .
f we’ = = _micre-average (area = 0.97)

=®  macro-average (area = 0.94)
Caries (area = 0.80)
Crown {area = 0.98)
fill {area = 0.94)
— pont (area = 0.99)
= radix {ar=ea = 0.96)
impact (area = 0.98)
impl {area = 0.99)
= braces (area = 0.91)
= post {area = 0.92)
— part {area = 0.93)
distopia (area = 0.95)

T T
04 06
False Positive Rate

Bce NnpaBa 3allnLLEHbI.

0.8
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Ha aTtom kpuBOoM ObINO paccyMTaHO ONTUMAnbHOE 3HAYEeHWE COOTHOLUEHUS MexXay
NUCTUHHBIMM N JOXHbIMK cpabaTtbiBaHMAMM, Bcerga obecneuymBaroliee COOTHOLUEHME NOXHbIX
cpabaTbiBaHW HWxe 5%.

Paboune noporn obecneynmBaldT 3HAYEHUS WCTUMHHbBIX MOMOXUTENbHBIX U FOXHbIX
NONMOXUTENbHBLIX  KO3(ULMEHTOB, TMOKA3AHHbIX HWKE ANA  KaxkdoW W3  NpeablayLmx

naTonornin/nevyeHns B Kaxaom Moaenu:

MOJLEJNIb NEPEAHUX 3YBOB

MaTtonoruna/ Koacd dumunenr KoadppuumeHT NOoXKHbIX
Mpeabipyuiue MCTUHHOTIO cpabaTbiBaHui (%)
npoueanypsbl nosioXXutenbHoro (%)
Kapuec 19.73 4.91
WCKyCCTBEHHAs KOPOHKa 87,05 4,96
Matonormyeckas 35.21 4.99
CTUPaEMOoCTb
Mnomba (pectaBpaums) 84,25 4.90
MOCTOBMUAHbIN NpoTe3 97,30 2.64
OcTaTKu KopHA 70,45 2,96
MMmnnaHTaT 90,91 2.58
BpekeTbl 85,37 4.82
BuHMpsbI 59.10 4.93
PeTeliHepbl 69,44 4.50
LWTHUdT 71.08 4.99
YacTuyHoe 33.91 4.97
n1OMBUpPOBaHNE KaHa0B

MOJLEJIb NPEMOJIAPOB

MaTonorua/ Koacd duuneHT Koach duumeHT NOXKHbIX
Mpepbiaywue MCTUHHOTIO cpabaTtbiBaHuu (%)

npoueanypbl nonoxxurenbHoro (%)

Kapwuec 19.11 4,96

WcKyccTBeHHas KopoHka | 84.51 4.99

Mnomba (pectaBpaums) 77,91 4.82

MoOCTOBMUAHbIN NpoTe3 97,28 2.34

OcTaTKun KopHA 81.63 4.99

UmnnaHTaTt 96,85 2.17

WTndT 64.31 4.97

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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YacTuyHoe 43.75 4.83
NAOMOMpoOBaHME KaHAI0B
MOJLOEJIb MOJIAPOB
MaTtonoruna/ KoacgpdbuvumneHT KoadppuumneHT NoXKHbIX
Mpenbiayuine UCTUHHOTO cpabaTbiBaHu (%)

npoueanypsbl nosoXxxurtenbHoro (%)
Kapwuec 26.92 4.87
WckycctBeHHas KopoHka | 91.07 4.97
Mnom6a (pecraBpaLys) 75.81 4.93
MOCTOBUAHbIN NpoTE3 96,43 2.09
OcTaTKu KOpH4 82.14 3.60
PeTeHnpoBaHHble 3y6bl 92,74 4.62
UmnnaHTaT 97,97 2.12
BpeKeTbl 69.23 4.10
WTUdT 46.74 4.84
YacTuyHoe 52.05 4.89
nAoMObMpoBaHME KaHAIOB
ONCTonund 79.05 4.82

vii. OTcyTcTBYlOLWLME AeTaNu

Ona Toro, 4tobbl yBUAETb, Kakune 3ybHble geTann OTCYTCTBYHOT, MOSb30BaTeNb OOSDKEH
nepentn Ha Bknagky Odontogram, Tam HepocTawwme yactu OyayT vaeHTUMUMpPOBaHbI
YepHbIM LBETOM.

MpumeyaHue: MNaHopaMHbIM BUA HE MOEHTUUUUPYET HeaocTalolwmne YacTn, Ha OaHHbIn

MOMEHT O,EI,OHTOFpaMMa SABNSIETCA € ANHCTBEHHON, KOTOpaA aetarnnsanpyer mux.

viii. 3popoBble YacTu

3popoBble 3yObl nAeHTUUUUPYIOTCA BenbiM Kpyrom.

ix. JleTanbHbiM aHanus 3yo6oB

Ecnn mbl XoTM nonyunTb JOCTYN K AeTanbHOMY aHanuay Kaxgow 3yba, Heobxoaumo
Ha)XkaTb Ha KaXabl Kpyr, TO cnpaBa 6yaeTt otobpaxaTbcs OKHO (CM. n3obpaxeHue):
e [luktorpacumyeckoe nsobpaxeHue 3yba
e Hymepauwus 3y6Horo nsgenus
e OOGHapyxeHa nNaTonorns Uy NPU3Hakn NpeablgyLero CToMaTonornyeckoro nevyeHns
e [logpo6Has nHhopMauusi O BbISIBIEHHbLIX NATONOrMsix: (Hapsgy ¢ ApYrMmMmn Natonorusamm
n NpeablaywmmMm npoueaypamm)
e 3yOHble CErMeHTbI

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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e [lapameTp coxpaHeHus ( cMm. pasgen [uarHoctmyeckmne n3aMeHeHus)

X. W3MeHeHMsa B puarHose

Ecnn nonb3oBatene cumtaet, 4yto O «DENTOMO» HenpaBuibHO wmaeHTudmumposan
naTonorni, OH MOXEeT, B COOTBETCTBUM CO CBOUMMU KIMUHUYECKUMU KPUTEPUAMU, U3MEHUTb
AMarHos, HaxaB Ha nobylo 13 npegbliayLnx NaTtonorMn unu meToaoB nedexus. Mocne vero

Heobxoanmo COXpPaHNTb BHECEHHbIE N3MEHEHUA (CM. pl/lcyHOK)

N

VinenTuclikaumonHsiit Kowep nayuenTa Wz Mon Tava poxgenus VigeKTunKaumon HbI Homep

¢Haaag K npocpuns naexta 0 —

i w

[leTanbHaR HOOPMALA O 3y6e X
[—— W s

n

K &

Maronorun TNeuenun va
npenbiaywM cTar
i 376

ado O Implante

M 3noposeii [ Meuetms Ha npeasiayuwx cragusx | Matonoms  Her ay6a ) OTmermTs

Puc. 11MapameTpbl AUAarHOCTUYECKUX U3MEHEHUN

Xi. KJMHUYeCKU#H oTyeT

OtyeT nosBonsieT, ¢ nomowpbio danna, creHepupoBaHHoro B pdf, MMeTb OOKYMEHT,
KOTopbIi cobupaeT BCIO WHMOPMAaLMIO, CBA3AHHYID CO 3[0pOBbEM NauMeHTa BO BpeMms
NPOXOXAEeHUA peHTreHorpadmyeckoro obcnegoBaHus.

KnnHmnyeckuin otyeT NpeaocTtaBuT Ham cnegyoLwyo uHdopmaumio (cMm. dpotorpacumm):

e [laHHble 0 NauneHTe

e OpoHTOrpamma c obuien nHpopmaumen
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Scan Report
Tue Dec 10 16:23:46 2019

DENTOM%S

DENTOMY

Patient ID Name Gender Date of birth DNI

46 Fernando M 30-03-1983 02670920E
18 17 16 15 14 13 12 1 2 22 23 24 25 26 27 28
48 45 44 43 42 4 3 32 33 34 35 36 37 38

Traatment M Patnology

W Heanny Missing taoth

e

el
——

i

I TRN

PucyHok 12: letanbHbIN OTYET (AaHHbIE NaLUeHTa U OQOHTOrpaMmma)

HeTtanb kaxgown 3y6HOM YacTn ¢ 06HapyXeHHbIMW NAaTONOrMAMM

KommeHTapuu, coenaHHble npodeccnoHanom.

Tooth detail

n A
&

n

-—

25‘

n

35'
41‘

s |

Pathologies
Abrasion

Healthy

Healthy

Healthy

Pathologies
Abrasion

Healthy

Healthy

Healthy

Healthy

)

Healthy
Healthy

Healthy

| Pathologies
Abrasion

36 Mo tooth

Pathologies

42 Abrasion

_—

Treatment and
pathologies
rodix, fill

“J

43

—

a1 jf

PucyHok 13: [leTanbHbI pe3ynbTaT Kaxgoro 3yb6a

UTOOBbI

n306paxeHno, Ha KoTopoM ByaeT caenaH oT4yeT, cAenaTb COOTBETCTBYKOLUME aHHOTaLUM M

HaXaTb Ha:

nonyynTb KITMHUYECKNA  OTYeT,

cTomartonor

Healthy 14 l Healthy
Healthy 18 h Healthy
Healthy 24 ‘ Healthy
Healthy 28 No tooth
Healthy 34 ‘ Healthy
Pathologies
i 38 ‘ Healthy
Pathologies

44 Henlth
Abrasion ' c
Treatment and
pathologies 48 No tooth
radi, fill

OOJDKeH nonyydnTtb AOO0CTyn

b OTI'IpaBI/ITb KOMMeHTapMVII 310 npmeeneT K 3anncu aHHOTauun KNMHUUmcTa

e [lpegBapuTenbHbI NPOCMOTP: Afs Co34aHnNa oTdeTa
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NpeALIAYWHX CTagNAX
O Orcyrerayouui 3y6

O Diente impactodo O Implante O Empaste parcial
O caries O corona O Puente
O Abrasion O Perno dentol D Carilla dento
O Restoradicuiar U Emposte
Distopia O Brackets

0 Retenador

M 3n0poeoiid [ Jlevein Ha npeabiAyumx CTaAMAX  [latonorua  Her syba i Omerume

KomsenTap

NPEQBAPUTENEHBIN
NPOCMOTP

PucyHok 14: Co3paHue ot4yeTa o noceuweHmm «Prevusualizar»

Otyetr 6ypeT cdopmupoBaH B OTAeNnbHOM OkHe B ¢popmate PDF n moxet 6biTb
NpUKpenneH K NporpaMmMHOMy obGecneyveHnto NporpamMmmbl Ans ynpaeneHns CTOMaTonornyeckom

KMMHUKOW 1Ny nepefaH (oTrnpasreH) NauneHTy.

Pasgen 3D gemoHcTpauuu

a. BBegeHue

Busyanusatop 3D  natonorum  no3BoOnsieT  crneuuanuctaMm  34paBOOXPaHEHUs U
BCNoMoraTteflbHblM  cneuyuanictaMm  BU3yanuavpoBaTb — pasfiMyHble  CTOMaTosorMyeckme
3aboneBaHnsl C NMOMOLLbIO CIIOXHOMO TPeXMepHOro nporpaMmMHoro obecneyeHusi. C NoMoLL bl
3TOro BM3yanusaTopa Bpay MOXeT ObICTpo, NPOAEMOHCTPMPOBaTb MNauMeHTy nobyto

naTonoruio, oGHapyKeHHyo Mocrne KINMHUYeckoro obernenoBaHust. ( CM. PUCYHOK)
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? DENTOMA =
&, Usuorio Anatomia 3D

Aparato masticatorio

PucyHok 15: UHcTpymeHTbI 3D aHaTtoMum

q)yH KunoHalribHbleé BO3MOXHOCTU:

b. Ooctyn

YT06bl NONYyYnUTh AOCTYM, HEOBXOAMMO HaxaTb Ha Bknaaky 3D

c. Bbi6op naTtonorum

®yHKUMOHaNbHble Bo3MoXHocTM 3D: B gaHHOM pasgene npeacTaBrieHbl HECKObKO
naTomnorni, NonocTn pra, 3yboB, MATKMX TKaHEeW, a Takke pasfvyHble TUMbl HOBOOGpPa3oBaHWUIA

nonocTu pra.

d. MosAcHUTenbHbLIN TEKCT

B neBon 4actm aKkpaHa M pSAOM C NaTonorvMen npeactaBneHo OObACHEHWE, KOTopoe
NOMOXeT OOBbACHWUTL NauueHTy npupody 3Ton naTtonormn. Ecnn HeobxogumMo CKpbITb 3TO

006bACHEHME, HYXXHO ByaeT HaxaTb Ha CTPENKY.

KOHOUWOEHUMAJIBHO — © 2021 OO0 ®OJIAB n/vnn ee apduanpoBaHHble snLa.
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Dental Cavities

PucyHok 16: MosicHUTenbHbIN TEKCT NaToONorum

e. OcHoBHbIe (byHKLIVIOHaanbIe BO3MOXHOCTHU

PucyHok 17: Mogpo6HOCTN 06 OCHOBHbIX 3fIeMeHTax

e OTKpbITb MHCTPYMEHTbLI HaBUrauun: 3Ha4oK kapaHgalla

e [lonck TepMUHOB: 3HAYOK YBENUYMTENBHOIO CTEKNa

¢ [TonHO3KpaHHbLIN: 3HAYOK SKpaHa

e [lononHuTeNbHbLIE OMUNN: TPU BEPTUKATbHbBIX TOYKN

e 3anpoc cnpaeku: PasBepHUTE OKHO CMpaBKU C WHCTPYKUMSMW MO MCMNONb30BaHUIO
MOZENN C pasHbIX KOMMbLITEPOB N MOOUIBbHLIX TENEdOHOB.

e CkpblTb nereHabl: C NOMOLLLI 3TOM OMNUUN Mbl CMOXEM CKPbITb NereHabl, KoTopble
COMpPOBOXAAOT pasfnnMyHble aHAaTOMUYECKME MOOENN

e  OTtkpblTb 3D anemeHThbl ynpaBneHus: [o3BonseT HaMm Nony4MTb AOCTYN K BEPTUKANbHOW
NaHenn UHCTPYMEHTOB AOJS1S YMpaBieHUS aHAaTOMMYECKON MOAENbK B COOTBETCTBMM C

npoagoJibHbIMWN OCAMMW.

|
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f. [docTyn K MHCTpyMeHTam

e PasBepHyTb
e [laysa

e CnpaBka

g. O3HakoMbTecb C pacLUIMPEHHbLIMU UHCTPYMEHTaMu

O10T pasgen Oyoer AOCTyNeH M3 MaHenuM OCHOBHbIX WMHCTPYMEHTOB, 00603Ha4YeHHON

3Ha4YKOM KapaHgawa cMm. (n3obpaxkeHue):
Mey  Weuipfavity \ p—

Y W N’x

B powered by
B BIODIGITAL ° sl o’ T

PucyHok 18: PaclumpeHHble UHCTPYMEHTbI.

e CkpblTb: OTa PyHKUMOHANbHOCTL MO3BOSIUT CKPbITb YacT UNKU pasgenbl aHaToMun pTa,
TeM cambiM obrnerdas nwobON OMOAKTMYECKUMIM MNogxod, KOTopbid  Heobxogumo
BbIMOMHUTb.

e [lpospayHbii: B otnuume ot onuum «CKpbiTb» 3Ta (PYHKUMOHANBHOCTb MO3BOMSET
NPUMEHATb NPO3PAYHOCTb K KOCTHLIM U MATKMM TKaHSIM, HE yaanss ux.

e  OTMeHUTb pepakTupoBaHue: OTO MO3BONSAET UCNPaBUTL AENCTBUSA U OTMEHUTbL NtoOble
N3MEHEeHUs, CAeNaHHble paHee

e 3aKkpblTb paclIMpeHHble WMHCTPYMeHTbI: LenkHute 3Ha4ok nes3sBusi, 4TOObI 3aKpPbITb

rOpnU3OHTalrbHyK nNaHeslb MHCTPYMEHTOB

h. OocTtyn K anemeHTam ynpasneHua 3D

CTpenKa HanpasJlieHUd, pacrnofioxkeHHasd B KOHLUEe GasoBon naHenu MHCTPYMEHTOB,

no3BoNuT oTobpasnTe NnaHenbs ynpasneHusa 3D (cMm. nsobpaxeHwue):
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PucyHok 19: 3D anemMeHTbI ynpaBrneHusi aHaTOMU4YeCKOW MoAenbo

e [loBOpoT wmnu ucnpaeneHve (naHopama/spaiwleHue): C MOMOLLUbI 3TOW ONUUU MOXKHO
nepeknoyaTbCca Mexay onuMaMu Onsg noBopoTa , rge MOXHO Bpalwatb Moenb B
COOTBETCTBMM C OCAMMU X N Y . I BOBMOXHOCTb NepemMeLlatb Mogernb Tak, Kak ecnv bbl aTo
ObIN NNOCKMUIA 3NEMEHT.

e YBenuuuTb: yBenunybTe Macwtab o6bekToB, YTOOLI YyBUAETb UX B AeTansx

e YMeHblUeHe macliTaba: YMeHblleHne maclutaba 00beKkToB ANt X MpocMoTpa B LeSIoM

e LleHTpanbHaa Mogenb: 3Ta (PYHKUMS BO3BpallaeT aHaTOMMYECKyld Modenb B LEHTP

aKpaHa.
O6partHan cBA3b

B atom pasgene snageney nuueHsum MO «DENTOMO» mMoxeT cBs3aTbCs C TEXHUYECKON
rpynnon, 4tobbl coobwnTb 0 Nobbix Npobnemax, BO3HUKLLIMX BO BpeMs paboTbl NPUNOXEHWS.
Utobbl nomoub ynydwmntb MO «DENTOMO», noxanyncra, BbIMOMAHUTE criegyolmne npocTble

waru:
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o DENTOMA =
R — O6paTHas cBA3b

o OTnpaeLTe Ham CBOI OT3bIB
&) Nawnenr

& 30
Moii npodpne
[ Buiim

Py

PucyHok 20: OTnpaBka oT3bIBOB nonb3oBartenen «Feedback»

a. Tun yBepomMmneHus

B astom pasgene nomnb3oBaTenb AOIMKEH yKasaTb XapakTep CBOero obuieHus, nmes
BO3MOXHOCTbL BbIOUpaTbh Mexay:

e JKanoba: ecnvn oxuaaHusa He COOTBETCTBYIOT AENCTBUTENLHOCTU NpoayKTa.

e CoBeT: ecnu Bbl cunTaeTe, YTo Nbon Npouecc JomMKeH ObITb U3MEHEH UIK BKITOYEH

e Owwubka: npu BO3HNKHOBEHUWN Kaknx-nNnbo cboeB npu Ncnonb3oBaHnm

e [Ipobnema obHapyxeHusa: Ecnn MO «DENTOMO» HenpaBunbHO wnaeHTuduunpyet

naTtonorno nnun npenbigyuiee neyvyeHune.

b. Tema

YKaxuTe xapaktep nHunaeHTa

c. TekcT cooOLLeHus

[na ny4ywero noHMMaHnsa 3a6oneBaeMoCcT Mbl pEKOMEHAyeM BaMm:

e [locTtapanTech ObiTb KpaTkum

e YkaxuTe, B KAKOM pasgerne Bbl Halwnm npobnemy

e Kakve genctesuns 6binv NpeanpuHATLI UK AOMKHbI ObIN NpeanpUHSATDL,

e To, 4TO CNy4Mnock ganblue.
Mow npodunb

B aTtom pasgene noJjib3oBaTteslib CMOXEeT BHEeCTU WU3MEHEeHUA, CBA3aHHble C (CM.

n3obpaxeHune):
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DENRTOMY =
& Monssosarems MpuBeT Evgeny,

&) Nayvent MNpeacTaBsTe MHPOPMALIMK OTHOCALLYIOCA K BaLlemy NpoUIIo, HAa3HAYEHHO! KIMHUKE 1 POnK

® Bawa knmHnKa

[0 OBpaman ceree

BT

PucyHok 21: Npocdunb nonb3oBatens «My profile»

e  WUma n pamunusa

e [laponb

lMocne BHeCEHWS M3MEHEHUI HeobXOAMMO 3anmMcaTb WU3MEHEHUS, KOTopble Heobxooumo
COXpaHUTb.
MpuMmeuyaHme. JlioOble wn3MeHeHUs Ha paboyemM MecTe [OOMKHbl ObiTb  COOOLLEHbI

afIMUHUCTPATOPY YYETHOM 3anucn Ans ganbHenwmnx 4encTBuii.
Bbintn

Mcnonb3ya aty onumio, Mbl cMoxem BbinTn M3 MO «DENTOMO», 4To npmBedeT Hac K

3KkpaHy Bxoga «Salida» (cMm. nsobpaxeHue).

DENTOMD =

Nporpammyoe o6ecnevexne Dentomo
ANA pacnosHasanun 3y6os

[ Buitw

PYKOROACTED
m

1 NONLI0BATANA MO “DENTOMO” 1.0 o7 22.11.2019 rojs

HA3AZ

PucyHok 22: Bsixoa
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TexHuyeckue xapakrepuctuku: (MMHMManbHbIe Tpe6GoBaHUA, NOAKMIOYEHMe,

6e3onacHOCTb)

MO «DENTOMO» 3TO MHCTPYMEHT LMAarHOCTMKM MOMOLLM, KOTOPbIA MOXHO MONyYnTb
yepe3 6paysep Bawlero KoMmnbioTepa. TeM He MeHee, 4YTOObl HacnaguTbCs ONTUMAarbHbIM
onbITOM, pekoMmeHayeTcs, 4Tobbl nonb3oBaTenb MO «DENTOMO»:

MuHMmanbHbIe Bepcun Be6-6pay3epa

e CHROME 49 (Bbinyck: 2016/3/2)
e Firefox 50 (Bbinyck: 2016/11/15)
e SAFARI 10 (Bbinyck: 2016/9/20)
e |E 10 (BbIinyck: 2012/10/26)
e EDGE 14 (Bbinyck: 2016/2/18)
KayecTBO noaknovyeHus
e CkopocTb 3arpy3ku: MmuHumym 100 M6ut/cek
e CkopocTtb 3arpy3sku: 300 Méut/cek unu Bblwe

OTknoyeHne WMHTepHeT-coeAuHEHUs1 He BrieveT 3a cobon Kakux-nmbo puckoB wu/mnn
HeraTMBHbIX MOCNEACTBUN MO OTHOLUEHWMIO K NauueHTy. Hapywaetca nuwib npouecc 3arpysku
nnun aHanmsa KIKT (B 3aBUCMMOCTM OT MOMEHTA, B KOTOPbIN NPOM30LLIEN pa3pbiB), 3arpy3sky unm
aHanm3 KJIKT MOXHO nepesanycTuTb Mocne BoOcCTaHoBMneHWs WHTepHeT-coeavHeHus u

nony41Tb NONHoueHHbIn pesynbtat oT MO «DENTOMO».

OTBeTCTBEHHOCTb NMONb30BaTesis 3a HeOPeXHOCTb

MO «DENTOMO» He okasbiBaeT NPAMOro MnM KOCBEHHOrO BO34EWCTBMA Ha 340pOBbe
naumMeHTa. 3TO WHCTPYMEHT, (YHKUUSA KOTOPOro 3akfyaeTcd B OKasaHuu noMowmn B
ANarHocTuke pAns  CrneunanuctoB Bpayem CTOMAaToNIOrOB W PEHTreHONOoroB, M MO3TOMY

nocrnegHee pelweHne ocCcTaeTcd 3a Bpa4yoMm. OTBETCTBEHHOCTL 3a OLWMOOYHbIN AnarHo3

naTonornmn, KOTopast MOXeT NOBNUATb Ha 340POBbE MNaUMEHTA, MONMHOCTLIO NEXUT Ha Bpade.
UpeHTdMKaLmna aneMeHToB MeTOK

NaeHTtndmkaumoHHas kapta N0 « DENTOMO» BkntoyaeT B cebsi odbuumanbHble NIOroTunsbl,
yOoCTOBepsoLLmne, cpean npoyero, Homepa nuueHsun n mapkuposky CE B cOOTBETCTBUM CO

cTaHaapTamy, Heo6XoAMMbIMU NS MEAMLMHCKOro NporpaMMHOro obecneyeHus

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
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Homep nuueHsun Ha meauUmMHCKoe nporpammHoe obecrneveHue.

SN YY: lNop Bbinycka
| Z7ZZ: Ccbinka

L ~ XXXX: CepuiiHbin Homep

Jlorotun mapkupoBku CE (cootBetcTBue Pernamenty MDR 745/2017)

Mpoussogutens nporpammHoro obecnederHns 1O «DENTOMOy,

hU3nNYECKUn agpec KOMMNaHuu.

Jlorotun, yKa3bIBalOLIJ,l/II7I Ha obsi3aTenbHoe uTeHue pyKoBoACTBa

i nonb3oBaTens.

MpepynpexaeHus

MO «DENTOMO» — 3T0 nporpammHoe obecrnedeHne, KoTopoe NoMoraeT B AUarHOCTUKe
natonormn 3y00OB M, HECMOTPS Ha BbICOKYD CTeneHb TOYHOCTW, HEnpaBWibHbIA OuarHo3
BO3MOXeH. [lonb3oBaTenb [AO/MKEH BbIMOMHUTL  OKOHYATEmNbHYKD MNPOBEPKY, KOTopas
noateepxaaet pesynbTtat 10 «DENTOMO». MNporpammHoe obecneveHne MO «DENTOMO»
He npedHasHa4YeHO AN MCMOMb30BaHUA B MOJSIOYHbIX/BPEMEHHbIX 3y6ax, noaTtomMy ero He
peKoMeHAyeTCst UCnonb3oBaTb B 3ybax C aTMMM XapakTepucTukamu. Yactn oTBeTa aToro Tuna
MOryT reHepMpoBaTb HEBEPHbIE pe3ynbTaThl.

MO «DENTOMO» He npegHasHayeHO QOnNs yAanéHHOW NOCTaHOBKM AOMarHosa B
cooTBeTCcTBUM C TpeboBaHusamu n. 3 cT. 36.2. ®3 N 323: lNpn npoBeAeHUN KOHCyNbTauun c
NpUMEHEeHUeM TenemMeauUMHCKMX TEXHOMOMMn fievyallmm BpadyoM MOXKET OCYLLEeCTBAATLCS
KOppPEKUMS paHee HasHAYeHHOro fe4YeHusl MNpu YCrOBUM YCTAHOBSIEHUS MM JuarHo3a U
Ha3Ha4yeHMs nedYeHnss Ha O4YyHOM npueme (OCMOTpe, KOHCynbTauuun).MeguuuHckoe
nporpammHoe obecneveHne He NMeeT Kaknx-nnbo BO3MOXHbIX MOBOYHLIX adhdpekToB. OgHako B

Clny4ae HexenaTtellbHOro KnnHn4ecKkoro SC*)CbeKTa Bbl MOXETE O6paTI/ITbCFI K NPpOn3BOAUTENIO.
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Oata nybnukauum v nocrnenHasa pegakums

[aTta cosganus: 17 mapTta

AsTop: ®epHaHOo Asunec

MocnegHuit oT3bIB OT: VrHacmo ApaHL

[laHHOe pyKOBOACTBO MO 3Kcnnyataumm Obino 3aBepweHo 17 mapta 2020 roga. K

HacTosALLeMy BpeMEHU ObInn BHECEHbI cnepywwme nsSMeHeHus:

ABTOp 1 AgaTa Paspensl

®epHaHgo Asunec (17/03/20) MepBoe n3gaHme

Wrnacuno AppaHy, N3meHeHnsa (pasgen 11.)

(17/07/2020)

[loGaBneHbl M3MeHeHust o
(06/07/2022) BO3pacTHOW rpynne nauneHToB

CeefeHna o npoun3eBoauTene

CE, npousseaeHHas: MMG
Apapec:

L I Beb-canr:

MeanuuHckoe nporpammHoe obecneyeHne He UMeeT Kakux-MnMbo BO3MOXHbLIX MOOOYHLIX
appektoB. OfHaAKO B cryyae HexenaTenbHOro KrivHUYeckoro adppekta Bbl  MoXeTe

obpaTtntbca K npoussoauTento U KcnaHckomy areHTCTBY nekapcTBeHHbIX cpeactB (902 101
322).

KOHONOEHUMNANTBHO — © 2021 OO0 ®OJIAB n/unun ee adhpuanpoBaHHble nuua.
Bce npaBa 3awmuieHsbl.

83



	Наименование медицинского изделия
	Назначение ПО «DENTOMO»;
	Потенциальные потребители ПО «DENTOMO»;

	Показания для использования ПО «DENTOMO»
	Противопоказания для использования ПО «DENTOMO»
	Описание ПО «DENTOMO»
	Архитектура ПО «DENTOMO»
	Составные части ПО «DENTOMO»;
	Управление кодом
	Сведения о текущей версии ПО «DENTOMO» и порядок его обновления;
	Технические характеристики ПО «DENTOMO»;
	Аппаратные системные требования к оборудованию:
	Информация о протоколах обмена данными для использования ПО «DENTOMO»;
	Протоколы обмена данными для использования ПО «DENTOMO»
	Техническое сопровождение и поддержка ПО «DENTOMO»;
	Меры и средства защиты от несанкционированного доступа к ПО «DENTOMO», и об обеспечение его кибербезопасности, в том числе:
	Анализ рисков
	Управление рисками
	Процедура управления рисками
	Сведения о порядке ограничения доступа для всех возможных уровней;
	Расчет индекса риска

	Контроль рисков
	Использование многоуровневой модели авторизации и дифференциации прав;
	Технические и программные средства ПО «DENTOMO»;
	Цель 1: защита информационных активов
	Цель 2: Управление рисками информационной безопасности для поддержания их на приемлемом уровне.
	Проверка подлинности
	Авторизация
	Цель 3 Целостность информации
	Целостность системы
	Безотказность системы
	Конфиденциальность
	Цель 4: Аудит деятельности по обеспечению безопасности.
	Цель 5: осуществление корректирующих и улучшающих мер для SGSI.
	Цель 7: Повышение осведомленности о СУИМ
	Порядок проведения процедуры аутентификации пользователя перед разрешением обновлений программного обеспечения
	Функция архивирования, резервного копирования данных на серверах;
	Клинические рекомендации ПО «DENTOMO»;
	Функциональные требования:
	Описание функций
	Управление клиентами
	Управление процессом.

	Словарь данных

	ПО «DENTOMO»: Руководство пользователя
	Введение
	Информация о технологии и запрос на получение доступа
	Руководство пользователя
	Раздел 3D демонстрации
	Обратная связь
	Мой профиль
	Выйти
	Технические характеристики: (Минимальные требования, подключение, безопасность)
	Ответственность пользователя за небрежность
	Идентификация элементов меток
	Предупреждения
	Дата публикации и последняя редакция


